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Cisco Performing CyberOps Using Cisco Security Technologies Sample
Questions (Q140-Q145):

NEW QUESTION # 140

The incident response team was notified of detected malware. The team identified the infected hosts, removed the malware, restored
the functionality and data of infected systems, and planned a company meeting to improve the incident handling capability. Which
step was missed according to the NIST incident handling guide?

A. Perform vulnerability assessment
B. Contain the malware

C. Install IPS software

D. Determine the escalation path

Answer: A

NEW QUESTION # 141

A customer is using a central device to manage network devices over SNMPV2. A remote attacker caused a denial of service
condition and can trigger this vulnerability by issuing a GET request for the ciscoFlashMIB OID on an affected device. Which should
be disabled to resolve the issue?

A. TCP small services

B. UDP small services

C. port UDP 161 and 162
D. SNMPv2

Answer: D

NEW QUESTION # 142

A SIEM tool fires an alert about a VPN connection attempt from an unusual location. The incident response team validates that an
attacker has installed a remote access tool on a user's laptop while traveling, The attacker has the user's credentials and is attenmpting
to connect to the network.

What is the next step in handling the incident?

A. Block the source IP from the firewall
B. Perform an antivirus scan on the laptop
C. Identify lateral movement

D. Identify systers or services at risk

Answer: D

NEW QUESTION # 143
Refer to the exhibit.


https://www.torrentvce.com/350-201-valid-vce-collection.html

NET a any -> SHOME_NET 143 ( msg:"PROTOCOL-

IMAP login bruté.fo

ﬂow.to_sewer.establishad,no__stream:

content:"LOGIN" fast_pattern.nocase; detection_filter:track
by_dst, count 5, seconds 900; metadata:ruleset community;
service:imap; reference:url attack.mitre.org/techniques/T1110;
classtype:suspicious-login; sid:2273; rev:12; )

IDS is producing an increased amount of false positive events about brute force attempts on the organization's mail server. How

should the Snort rule be modified to improve performance?

e A, Tune the count and seconds threshold of the rule
¢ B. Block list of internal IPs from the rule

e C. Change the rule content match to case sensitive
e D. Set the rule to track the source IP

Answer: C

NEW QUESTION # 144
Refer to the exhibit.

def get_umbrella dispos(domains): )
# put in right format to pass as argument in POST rediest) [' . (‘
values = str(json.dumps(domains)) [
req = requests.post (investigate_url, data=valuesW¥ headersrheaézrs} v v
# time for timestamp of verdict domain -
time = datetime.now().iscformat ()
$# error handling if true then the regquest was HTTP 290;:#0 Sucg@SEru Ll

if (req.status_code == 200):
pr:nr.["succn.ss. request has the following code: EW\nf A = .(‘ " 4
output = req.json() - . -
if (domain_status == -1):

print ("The domain % (dom@in)s ds found MALICIOUS at %(time)s\n" % {'domain': domain,
elif (domain_status == "1/
print ("The domaifh %(®main)s is found CLEAM at %(time)s\n" %
{'domain': domain, 'time': time})
else:
print ("The domain % (domain)= is found UNDEFINED / RISKY at %(time)s\n" &
{'domain': domain, ‘time’': time})
else:

https://docs.umbrella.com/investigate-api/"%
{'error": reg.status_code})

"time":

time})

print ("An error has occurred with the following code %(error)s, please consult the following link:

‘Which code snippet will parse the response to identify the status of the domain as malicious, clean or undefined?

A for domain in domains[]: g § 19| ' H ]
domain status = domdin outpt[ ‘status”]
A 3T
i b (i r :.
while domain in domains: b |:| '
domain_status = domainsoutput[“status”]

C. for domain in domains:
domain output = . Jdutput [domain]
domain_status)=)domain_output [“status”]

D. while domainssif¥ domains:
domain{dutput = output [domain]
domain_status = domain_output [“status”]




A. Option C
B. Option D
C. Option B
D. Option A

Answer: C

Explanation:

The correct code snippet that will parse the response to identify the status of the domain as malicious, clean, or undefined is Option
B. This option containsconditional checks for the domain status and prints out the result accordingly. If the domain_status is
"malicious', it prints that the domain is found malicious; if the domain_status is 'clean, it prints that the domain is found clean; and for
any other case, it prints that the domain status is undefined or risky. This aligns with the typical structure of a response parser that
handles different statuses and provides a corresponding output.

References =

* Python's conditional statements documentation for handling multiple conditions.

* Best practices for parsing JSON responses in Python, which often involve checking for various statuses and handling each one

appropriately.

NEW QUESTION # 145
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