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NEW QUESTION # 53 
What is a common characteristic of a proprietary software license?

A. A business gains the right to own the software.
B. A business gains the right to modify the software's source code.
C. A business gains the right to distribute the software freely.
D. A business gains the right to use the software.

Answer: D

Explanation:
* Aproprietary software licensetypically grants a business or user theright to usethe software.
* Unlike open-source licenses, proprietary licenses do not usually allow modification, redistribution, or reverse engineering.
* The software remains the property of the company that created it, and the licensee is only granted specific, limited rights.
* Examples:Many enterprise software applications come with proprietary licenses that specify the terms of use.
References:
* "Open Source Licensing: Software Freedom and Intellectual Property Law" by Lawrence Rosen.
* "Proprietary Software Licenses Explained" from Software Engineering Institute.

NEW QUESTION # 54 
The security operations center (SOC) team has been alerted about malicious traffic on the corporate network and is concerned
about a distributed denial of service (DDoS) attack. An analyst has been tasked with inspecting network traffic in the on-premises
data center to investigate the issue.
Which type of file should the analyst use to inspect the traffic?

A. Web server access log
B. Operating system event log
C. Packet capture
D. Syslog messages

Answer: C

Explanation:
The correct answer is D - Packet capture.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488) content, packet captures (PCAP files) allow
analysts to inspect individual network packets to understand traffic patterns, detect anomalies, and investigate attacks like DDoS. A
packet capture provides complete network session data, enabling in-depth analysis of traffic behavior at the packet level.
Web server access logs (A) only capture web activity. Syslog messages (B) primarily record system events but not raw traffic data.
Operating system event logs (C) focus on system-level actions, not network flows.
Reference Extract from Study Guide:
"Packet captures record the full network traffic and are essential for investigating network-based attacks such as DDoS incidents by
analyzing traffic flows, protocols, and payloads."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Network Security Monitoring Concepts

NEW QUESTION # 55 
A company wants to improve the security of its software development process and reduce the risk of vulnerabilities in its
applications. The company is looking for a solution that can isolate its applications and provide a secure environment for
development and testing.
Which security technology meets the needs of this company?

A. Data loss prevention (DLP)
B. Firewall
C. Containerization
D. Virtual private network (VPN)

Answer: C

Explanation:
The correct answer is D - Containerization.



WGU Cybersecurity Architecture and Engineering (KFO1 / D488) material states that containerization provides isolated
environments (containers) where applications can be developed, tested, and deployed securely. This isolation minimizes the risk of
vulnerabilities affecting the host system or other applications, improving the overall security of the development process.
DLP (A) prevents data leakage but does not isolate applications. VPNs (B) secure network traffic but do not create isolated
development environments. Firewalls (C) control network traffic but do not manage application-level isolation.
Reference Extract from Study Guide:
"Containerization secures application development and deployment by isolating applications in lightweight, standalone environments,
reducing risk and improving manageability."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Application Security Concepts

NEW QUESTION # 56 
What are three operating systems that are commonly used today?
Choose 3 answers

A. Linux
B. Mac OS
C. Microsoft Windows
D. Mozilla Firefox
E. Microsoft Outlook
F. MySQL

Answer: A,B,C

Explanation:
* Operating Systems:
* Operating systems are software that manage computer hardware and software resources, providing common services for
computer programs.
* Commonly Used Operating Systems:
* Mac OS: Developed by Apple Inc., used on Apple computers.
* Linux: An open-source operating system used on a wide variety of devices from servers to personal computers.
* Microsoft Windows: Developed by Microsoft, it is one of the most widely used operating systems for personal and business
computers.
* Not Operating Systems:
* Microsoft Outlook: An email client, part of the Microsoft Office suite.
* MySQL: A relational database management system.
* Mozilla Firefox: A web browser.
References:
* Types of operating systems: Types of Operating Systems
* Mac OS:macOS
* Linux:Linux
* Microsoft Windows:Windows

NEW QUESTION # 57 
An e-commerce company has recently experienced a data breach in which the personal and financial information of its customers
was stolen. The company is concerned about the potential for future data breaches.
What is the most important factor to consider when evaluating the potential for future data breaches in this scenario?

A. Likelihood
B. Impact
C. Threat actors
D. Risk

Answer: A

Explanation:
The correct answer is D - Likelihood.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) emphasizes that when evaluating the chance of future incidents,
the focus should be on likelihood - the probability that a threat will exploit a vulnerability again. Given that a breach has already
occurred, it is important to assess how likely another breach could happen without additional security measures.



Impact (A) measures consequences, not probability. Risk (B) is a combination of impact and likelihood, but to specifically focus on
future potential, likelihood (D) is primary. Threat actors (C) describe adversaries, not probabilities.
Reference Extract from Study Guide:
"Likelihood refers to the probability that a specific threat will successfully exploit a vulnerability, and is a key consideration in
predicting future incidents."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Assessment Concepts
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