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¢ Machine learning, UEBA, and ZTNA: This section of the exam measures the skills of Advanced Security
Architects and covers the integration of modern security technologies. It involves performing configuration
tasks for machine learning models, incorporating UEBA (User and Entity Behavior Analytics) data into

Topic 1
o rules and dashboards for enhanced threat detection, and understanding how to integrate ZTNA (Zero
Trust Network Access) principles into security operations.
¢ Analytics: This section of the exam measures the skills of Security Analysts and covers the foundational
techniques for building and refining queries. It focuses on creating searches from events, applying grouping
Topic 2 and aggregation methods, and performing various lookup operations, including CMDB and nested queries

to effectively analyze and correlate data.

o Incidents, notifications, and remediation: This section of the exam measures the skills of Incident

Responders and encompasses the entire incident management lifecycle. This includes the skills required to
Topic 3 manage and prioritize security incidents, configure policies for alert notifications, and set up automated
remediation actions to contain and resolve threats.

¢ Rules and subpatterns: This section of the exam measures the skills of SOC Engineers and focuses on the

construction and implementation of analytics rules. It involves identifying the different components that
Topic 4 make up a rule, utilizing advanced features like subpatterns and aggregation, and practically configuring
these rules within the FortiSIEM platform to detect security events.

Fortinet FCP - FortiSIEM 7.2 Analyst Sample Questions (Q25-Q30):

NEW QUESTION # 25
‘Which running mode takes the most time to perform machine learning tasks?

A. Local

B. Forecasting
C. Local auto

D. Regression

Answer: A

Explanation:
In Local mode, FortiSTEM performs machine learning tasks using the full dataset without optimization shortcuts, making it the most
time-consuming mode compared to Local Auto, Forecasting, or Regression.

NEW QUESTION # 26
When configuring anomaly detection machine learning, in which step must you select the fields to analyze?

A. Train

B. Schedule

C. Design

D. Prepare Data

Answer: D

Explanation:
In the Prepare Data step of configuring anomaly detection in FortiSIEM, you must select the fields to analyze. This step defines the
mput features that the machine learning model will evaluate during training and detection.

NEW QUESTION # 27
Which iterrs are used to define a subpattern?

e A Filters, Group By, Threshold definitions
e B. Filters, Threshold, Time Window definitions



o C. Filters, Aggregate, Group By definitions
¢ D. Filters, Aggregate, Time Window definitions

Answer: C

Explanation:

A subpattern in FortiSIEM is defined using Filters to match specific events, Aggregate conditions to apply statistical thresholds (e.g,,
COUNT), and Group By attributes to segment data for evaluation. These three components collectively determine how the
subpattern functions.

NEW QUESTION # 28
‘What can you use to send data to FortiSIEM for user and entity behavior analytics (UEBA)?

A. SSH

B. SNMP

C. FortiSIEM worker
D. FortiSIEM agent

Answer: D

Explanation:
The FortiSIEM agent can be used to send detailed endpoint data such as user activity and process behavior to FortiSIEM, which is
essential for performmng User and Entity Behavior Analytics (UEBA).

NEW QUESTION # 29
Refer to the exhibit.

‘Which two lookup types can you reference as the subquery in a nested analytics query? (Choose two.)

A. SNMP Query
B. Event Query
C. CMDB Query
D. LDAP Query

Answer: A,B

Explanation:
In FortiSIEM nested analytics queries, you can reference both CMDB Queries and Event Queries as subqueries. These allow
correlation between CMDB data and event data for advanced detection use cases.

NEW QUESTION # 30
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