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Google Cloud Certified - Professional Cloud Network Engineer Sample
Questions (Q121-Q126):
NEW QUESTION # 121 
You have an HA VPN connection with two tunnels running in active/passive mode between your Virtual Private Cloud (VPC) and
on-premises network. Traffic over the connection has recently increased from 1 gigabit per second (Gbps) to 4 Gbps, and you
notice that packets are being dropped. You need to configure your VPN connection to Google Cloud to support 4 Gbps. What
should you do?

A. Configure a second Cloud Router to scale bandwidth in and out of the VPC.
B. Configure the maximum transmission unit (MTU) to its highest supported value.
C. Configure the remote autonomous system number (ASN) to 4096.
D. Configure a second set of active/passive VPN tunnels.

Answer: D

NEW QUESTION # 122 
You have recently been put in charge of managing identity and access management for your organization. You have several projects
and want to use scripting and automation wherever possible. You want to grant the editor role to a project member.
Which two methods can you use to accomplish this? (Choose two.)

A. GetIamPolicy() via REST API
B. gcloud projects add-iam-policy-binding Sprojectname --member user:Susername --role roles/editor
C. gcloud pubsub add-iam-policy-binding Sprojectname --member user:Susername -- role roles/editor
D. Enter an email address in the Add members field, and select the desired role from the drop-down menu in the GCP
Console.
E. setIamPolicy() via REST API

Answer: B,D

Explanation:
https://cloud.google.com/iam/docs/granting-changing-revoking-access

NEW QUESTION # 123 
Question:
Your organization has a subset of applications in multiple regions that require internet access. You need to control internet access
from applications to URLs, including hostnames and paths. The compute instances that run these applications have an associated
secure tag. What should you do?

A. Deploy a Secure Web Proxy instance in each region. Apply a Secure Web Proxy policy to allow access from machines
that match the secure tag to the URLs defined in a URL list.
B. Deploy a Cloud NAT gateway. Use fully qualified domain name (FQDN) objects in the firewall policy rules to filter
outgoing traffic to specific domains from machines that match a service account.
C. Deploy a single Secure Web Proxy instance with global access enabled. Apply a Secure Web Proxy policy to allow
access from machines that match the secure tag to the URLs defined in a URL list.
D. Deploy a Cloud NAT gateway. Use fully qualified domain name (FQDN) objects in the firewall policy rules to filter
outgoing traffic to specific domains from machines that match the secure tag.

Answer: C

Explanation:
To control internet access on a per-URL basis (including hostname and path), you should deploy Secure Web Proxy with global
access enabled. The Secure Web Proxy will allow policy-based filtering of web traffic, allowing control over which URLs can be
accessed based on the URL list defined in the policy. Unlike Cloud NAT, which does not support FQDN filtering, Secure Web
Proxy is designed to provide such control, especially for scenarios with sensitive or controlled internet access requirements.

NEW QUESTION # 124 



(You are managing the security configuration of your company's Google Cloud organization. The Operations team needs specific
permissions on both a Google Kubernetes Engine (GKE) cluster and a Cloud SQL instance. Two predefined Identity and Access
Management (IAM) roles exist that contain a subset of the permissions needed by the team. You need to configure the necessary
IAM permissions for this team while following Google-recommended practices. What should you do?)

A. Grant the team the two predefined IAM roles.
B. Create a custom IAM role that combines the permissions from the two relevant predefined roles.
C. Grant the team the IAM roles of Kubernetes Engine Admin and Cloud SQL Admin.
D. Create a custom IAM role that includes only the required permissions from the predefined roles.

Answer: D

Explanation:
Comprehensive and Detailed In Depth Explanation:
Granting more permissions than necessary violates the principle of least privilege, a fundamental security best practice. While option
A grants the necessary permissions (as subsets exist in two predefined roles), it might also grant more permissions than the
Operations team strictly requires for their tasks on GKE and Cloud SQL.
Option D is too broad; 'Admin' roles grant extensive permissions that likely exceed the specific needs.
Google Cloud's best practices strongly recommend adhering to the principle of least privilege. Creating a custom role allows you to
precisely define the set of permissions the Operations team needs for their specific tasks on the GKE cluster and the Cloud SQL
instance, without granting any unnecessary permissions. This minimizes the potential blast radius in case of accidental or malicious
actions.
Google Cloud Documentation References:
IAM best practices: https://cloud.google.com/iam/docs/best-practices - This document explicitly recommends granting the minimum
necessary permissions.
Creating and managing custom roles: https://cloud.google.com/iam/docs/creating-managing-custom-roles - This explains how to
create roles tailored to specific job functions.
Understanding roles: https://cloud.google.com/iam/docs/understanding-roles - This outlines the concepts of predefined and custom
roles and their use cases.

NEW QUESTION # 125 
You have created a firewall with rules that only allow traffic over HTTP, HTTPS, and SSH ports. While testing, you specifically try
to reach the server over multiple ports and protocols; however, you do not see any denied connections in the firewall logs. You want
to resolve the issue.
What should you do?

A. Enable logging on the VM Instances that receive traffic.
B. Enable logging on the default Deny Any Firewall Rule.
C. Create a logging sink forwarding all firewall logs with no filters.
D. Create an explicit Deny Any rule and enable logging on the new rule.

Answer: D

Explanation:
https://cloud.google.com/vpc/docs/firewall-rules-logging#egress_deny_example You can only enable Firewall Rules Logging for
rules in a Virtual Private Cloud (VPC) network. Legacy networks are not supported. Firewall Rules Logging only records TCP and
UDP connections. Although you can create a firewall rule applicable to other protocols, you cannot log their connections. You
cannot enable Firewall Rules Logging for the implied deny ingress and implied allow egress rules. Log entries are written from the
perspective of virtual machine (VM) instances. Log entries are only created if a firewall rule has logging enabled and if the rule
applies to traffic sent to or from the VM. Entries are created according to the connection logging limits on a best effort basis. The
number of connections that can be logged in a given interval is based on the machine type. Changes to firewall rules can be viewed in
VPC audit logs. https://cloud.google.com/vpc/docs/firewall-rules-logging#specifications

NEW QUESTION # 126
......
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