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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q45-Q50):
NEW QUESTION # 45 
Jason is setting up a computer forensics lab and must perform the following steps: 1. physical location and structural design
considerations; 2. planning and budgeting; 3. work area considerations; 4. physical security recommendations; 5. forensic lab
licensing; 6. human resource considerations. Arrange these steps in the order of execution.

A. 2 -> 1 -> 3 -> 6 -> 4 -> 5
B. 2->3->l ->4->6->5
C. 5-> 2-> l-> 3-> 4-> 6
D. 3 .> 2 -> 1 -> 4-> 6-> 5
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Answer: A

Explanation:
Setting up a computer forensics lab involves several critical steps that need to be executed in a logical and efficient order. The
correct sequence starts with planning and budgeting (2), as it is essential to understand the scope, resources, and financial
commitment required for the lab. The next step involves considering the physical location and structural design (1) to ensure the lab
meets operational needs and security requirements. Work area considerations (3) follow, focusing on the layout and functionality of
the workspace.
Human resource considerations (6) are crucial next, to ensure the lab is staffed with qualified personnel.
Physical security recommendations (4) are then implemented to protect the lab and its resources. Finally, forensic lab licensing (5)
ensures the lab operates within legal and regulatory frameworks.
References:The ECIH v3 course materials from EC-Council outline the foundational steps for setting up a computer forensics lab,
stressing the importance of thorough planning and adherence to best practices in lab design and operation.

NEW QUESTION # 46 
Ikeo Corp, hired an incident response team to assess the enterprise security. As part of the incident handling and response process,
the IR team is reviewing the current security policies implemented by the enterprise.
The IR team finds that employees of the organization do not have any restrictions on Internet access: they are allowed to visit any
site, download any application, and access a computer or network from a remote location.
Considering this as the main security threat, the IR team plans to change this policy as it can be easily exploited by attackers. Which
of the following security policies is the IR team planning to modify?

A. Paranoid policy
B. Promiscuous policy
C. Permissive policy
D. Prudent policy

Answer: A

Explanation:
A permissive security policy is one that allows employees broad freedoms in terms of internet access, application downloads, and
remote access capabilities. In the scenario described, the incident response team identifies that the lack of restrictions is a significant
security threat that could be exploited by attackers, indicating that the current policy is permissive. Modifying this policy would
involve implementing more stringent controls on what sites can be visited, what applications can be downloaded, and how remote
access is granted, moving towards a more controlled and secure environment. This approach contrasts with paranoic, prudent, and
promiscuous policies, each of which has its own characteristics and applications in cybersecurity frameworks.
References:The ECIH v3 certification materials often discuss security policies within the context of organizational security posture,
emphasizing how varying degrees of restrictiveness impact security and risk.

NEW QUESTION # 47 
Joseph is an incident handling and response (IH&R) team lead in Toro Network Solutions Company. As a part of IH&R process,
Joseph alerted the service providers, developers, and manufacturers about the affected resources.
Identify the stage of IH&R process Joseph is currently in.

A. Eradication
B. Incident triage
C. Recovery
D. Containment

Answer: D

NEW QUESTION # 48 
Which of the following has been used to evade IDS and IPS?

A. HTTP
B. TNP
C. Fragmentation



D. SNMP

Answer: C

NEW QUESTION # 49 
Alice is a disgruntled employee. She decided to acquire critical information from her organization for financial benefit. To
acccomplish this, Alice started running a virtual machine on the same physical host as her victim's virtual machine and took advantage
of shared physical resources (processor cache) to steal data (cryptographic key/plain text secrets) from the victim machine. Identify
the type of attack Alice is performing in the above scenario.

A. Service hijacking
B. Side channel attack
C. Man-in-the-cloud attack
D. SQL injection attack

Answer: B

Explanation:
A side channel attack, as described in the scenario, involves an attacker using indirect methods to gather information from a system.
In this case, Alice is exploiting the shared physical resources, specifically the processor cache, of a virtual machine host to steal data
from another virtual machine on the same host. This type of attack does not directly breach the system through conventional means
like breaking encryption but instead takes advantage of the information leaked by the physical implementation of the system, such as
timing information, power consumption, electromagnetic leaks, or, as in this case, shared resource utilization, to infer the secret data.
References:The EC-Council's Certified Incident Handler (ECIH v3) program covers various types of cyber attacks, including
advanced techniques like side channel attacks, highlighting the need for comprehensive security strategies that consider both direct
and indirect attack vectors.
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