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Topic Details

¢ Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the

Topic 1
ope SD-WAN infrastructure,

¢ SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-

Topic 2
P WAN members and zones effectively, ensuring foundational network segmentation and management.

¢ Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing

Topic 3
Pl branch configurations and utilizing overlay templates to streamline network management.
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NEW QUESTION # 35
Refer to the exhibit.

Reply traffic

Ongmnal traffic

The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and noticed the behavior
shown in the diagram

When the LAN clients located behind FGT1 establish a session to a server behind DC-1, the administrator observes that, on DC-1,
the reply traffic is routed overT2. even though T1 is the preferred member in the matching SD-WAN rule.

What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?

A. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.
B. Enable reply-session under config system sdwan.

C. Enable auxiliary-session under config system settings.

D. Enable snat-route-change under config system global.

Answer: B

Explanation:

When asymmetric routing is observed (such as reply traffic not following the optimal path), the solution is:

"The auxiliary-session feature, enabled under config system settings, allows FortiGate to consider multiple egress interfaces for reply
traffic, not just the original ingress interface. This is crucial for SD-WAN environments where the best path may differ between
forward and return directions, especially when performance or policy rules are dynamically evaluated." Activating this ensures reply
traffic is always sent on the member with the best real-time metrics.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q23]

FortiOS 7.4 CLI Reference, "auxiliary-session for SD-WAN Path Optimization"

NEW QUESTION # 36

Refer to the exhibit. The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and
noticed the behavior shown in the diagram. When the LAN clients located behind FGTT1 establish a session to a server behind DC-
1, the administrator observes that, on DC-1, the reply traffic is routed over T2. even though T1 is the preferred member in the
matching SD-WAN rule.

‘What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?
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A. Enable auxiliary-session under config system settings.

B. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.
C. Enable reply-session under config system sdwan.

D. Enable snat-route-change under config system global.

Answer: A



NEW QUESTION # 37

You are planning a new SD-WAN deployment with the following criteria:

- Two regions

- Most of the traffic is expected to remain within its region

- No requirement for inter-region ADVPN

To remain within the recommended best practices, which routing protocol should you select for the overlays?

A. IBGP within each region and between the regions.

B. IBGP with BGP per overlays within each region and IBGP with BGP on loopback between the regions.
C. IBGP with BGP on loopback within each region and EBGP between the regions.

D. OSPF for the routing within each region and EBGP between the regions.

Answer: C

Explanation:

For SD-WAN deployments that span multiple regions-where most traffic is intra-region and there is no requirement for inter-region
ADVPN-the best practice is to use IBGP with BGP on loopback interfaces for routing within each region and EBGP between the
regions. This approach ensures robust and scalable routing, isolates regional routing domains, and enables policy control at region
boundaries. BGP on loopback is preferred for its reliability and flexibility, as it enables peering that is not tied to specific physical
mterfaces.

EBGP between regions allows each region to maintain independent routing policies and summarization, optimizing performance and
manageability. By separating IBGP (ntra-region) and EBGP (inter-region), you create a modular architecture that scales easily and
simplifies fault isolation and troubleshooting,

References:

[FCSS_SDW_AR-7.4 1-0.docx Q10]

Fortinet SD-WAN Reference Architecture Guide 7.4, "Regional Routing Best Practices" FortiOS 7.4 SD-WAN Overlay Design
Guidelines

NEW QUESTION # 38

SD-WAN mteracts with many other FortiGate features. Some of them are required to allow SD-WAN to steer the traffic.
Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules?
(Choose three.)

A. Routing

B. Firewall policies
C. Security profiles
D. Traffic shaping
E. Interfaces

Answer: A,B,E

NEW QUESTION # 39
Which three characteristics apply to provisioning templates available on FortiManager? (Choose three.)

A. A CLI template group can contain CLI templates of both types.

B. A tenmplate group can include a system template and an SD-WAN template.
C. CLI templates are applied in order, from top to bottom.

D. Each template group can contain up to three IPsec tunnel templates.

E. A CLI template can be of type CLI script or Perl script.

Answer: A,B,C

Explanation:

Template groups can include both system and SD-WAN templates to streamline configuration deployment.
A CLI temmplate group can include both CLI Script and CLI Snippet types.

CLI templates are applied in top-to-bottom order, which affects configuration precedence.



NEW QUESTION # 40

You can use this format of FCSS - SD-WAN 7.4 Architect (FCSS_SDW_AR-7.4) actual questions on your smart devices. In
addition to the FCSS - SD-WAN 7.4 Architect (FCSS_SDW_AR-7.4) PDF dumps, we also offer FCSS - SD-WAN 7.4
Architect (FCSS_SDW_AR-7.4) practice exam software. You will find the same ambiance and atmosphere when you attempt the
real Fortinet FCSS_ SDW_AR-7.4 exam.
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