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PrepAwayPDF has focus on offering the accurate and professional exam dumps for Google certification test. All questions and
answers of Professional-Cloud-Security- Engineer are written by our IT experts who has more than 10 years' experience in IT filed.
With the help of our Professional-Cloud- Security- Engineer Dumps Torrent, you will get high passing score in the test with less time
and money.

Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q205-Q210):

NEW QUESTION # 205
Your organization must follow the Payment Card Industry Data Security Standard (PCI DSS). To prepare for an audit, you must
detect deviations on an infrastructure-as-a-service level in your Google Cloud landing zone. What should you do?

e A Create a data profile covering all payment relevant data types. Configure Data Discovery and a risk analysis job in Google
Cloud Sensitive Data Protection to analyze findings.
e B. Use the Google Cloud Compliance Reports Manager to download the latest version of the PCI DSS report Analyze the
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report to detect deviations.

e C. Activate Security Command Center Premum. Use the Compliance Monitoring product to filter findings that may not be
PCI DSS conpliant.

e D. Create an Assured Workloads folder in your Google Cloud organization. Migrate existing projects into the folder and
monitor for deviations in the PCI DSS.

Answer: C

Explanation:

https/cloud.google.comvsecurity-command-center/docs/compliance-management For each supported security standard, Security
Command Center checks a subset of the controls.

For the controls checked, Security Command Center shows you how many are passing. For the controls that are not passing,
Security Command Center shows you a list of findings that describe the control failures.

NEW QUESTION # 206
You are creating a new infrastructure CI/CD pipeline to deploy hundreds of ephemeral projects in your Google Cloud organization
to enable your users to interact with Google Cloud.

You want to restrict the use of the default networks in your organization while following Google-recommended best practices.
‘What should you do?

e A Grant your users the | AM Owner role at the organization level. Create a VPC Service Controls perimeter around the
project that restricts the compute.googleapis.com APL

¢ B. Create a cron job to trigger a daily Cloud Function to automatically delete all default networks for each project.

e C. Only allow your users to use your CI/CD pipeline with a predefined set of infrastructure templates they can deploy to skip
the creation of the default networks.

¢ D. Enable the constraints/compute.skipDefaultNetworkCreation organization policy constraint at the organization level.

Answer: D

Explanation:

Enable the constraints/conmpute.skipDefaultNetwork Creation organization policy constraint at the organization level

https//cloud. google.com/resource-manager/docs/organization-policy/org-policy-constraints -
constraints/compute.skipDefaultNetwork Creation This boolean constraint skips the creation of the default network and related
resources during Google Cloud Platform Project resource creation where this constraint is set to True. By default, a default network
and supporting resources are automatically created when creating a Project resource.

NEW QUESTION # 207

A manager wants to start retaining security event logs for 2 years while minimizing costs. You write a filter to select the appropriate
log entries.

Where should you export the logs?

A. BigQuery datasets

B. Cloud Pub/Sub topics
C. Cloud Storage buckets
D. StackDriver logging

Answer: D

Explanation:
Explanation/Reference: https:/cloud.google.comvlogging/docs/exclusions

NEW QUESTION # 208

An application running on a Compute Engine instance needs to read data froma Cloud Storage bucket. Your team does not allow
Cloud Storage buckets to be globally readable and wants to ensure the principle of least privilege.

‘Which option meets the requirement of your team?

e A Encrypt the data in the Cloud Storage bucket using Cloud KMS, and allow the application to decrypt the data with the
KMS key.



¢ B. Use a service account with read-only access to the Cloud Storage bucket to retrieve the credentials from the instance
metadata.

¢ C. Create a Cloud Storage ACL that allows read-only access from the Compute Engine instance's IP address and allows the
application to read from the bucket without credentials.

¢ D. Use a service account with read-only access to the Cloud Storage bucket, and store the credentials to the service account
in the config of the application on the Compute Engine instance.

Answer: B

NEW QUESTION # 209

You are implementing data protection by design and in accordance with GDPR requirements. As part of design reviews, you are
told that you need to manage the encryption key for a solution that includes workloads for Conmpute Engine, Google Kubernetes
Engine, Cloud Storage, BigQuery, and Pub/Sub. Which option should you choose for this implementation?

A. Cloud External Key Manager

B. Google default encryption

C. Customer-supplied encryption keys
D. Customer-managed encryption keys

Answer: D

Explanation:

To comply with GDPR requirements and manage encryption keys for workloads across multiple Google Cloud services, custommer-
managed encryption keys (CMEK) offer a suitable solution.

* Customer-managed encryption keys (B):

* CMEK allows you to create and manage encryption keys using Google Cloud Key Management Service (KMS). You maintain
full control over the key lifecycle, including key rotation and destruction.

* CMEK can be used with various Google Cloud services, such as Compute Engine, Google Kubernetes Engine, Cloud Storage,
BigQuery, and Pub/Sub, ensuring consistent and compliant encryption across your environment.

* Using CMEK, you can implement data protection by design, aligning with GDPR requirements by ensuring that encryption keys
are appropriately managed and secured.

References

* Customer-Managed Encryption Keys Documentation

* Encryption at Rest in Google Cloud

NEW QUESTION # 210

Our Professional-Cloud-Security- Engineer study questions in every year are summarized based on the test purpose, every answer is
a template, there are subjective and objective Professional-Cloud-Security-Engineer exans of two parts, we have in the
corresponding modules for different topic of deliberate practice. To this end, our Professional-Cloud-Security- Engineer training
materials in the qualification exam summarize some problem- solving skills, and induce some generic templates. The user can scout
for answer and scout for score based on the answer templates we provide, so the universal template can save a lot of precious time
for the user to study and pass the Professional-Cloud-Security- Engineer Exam.
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