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336. Frage 
Place the steps in the WildFire process workflow in their correct order.

Antwort:

Begründung:

337. Frage 
Which two options prevent the firewall from capturing traffic passing through it? (Choose two.)

A. The firewall's DP CPU is higher than 50%.
B. The firewall is in multi-vsys mode.
C. The traffic does not match the packet capture filter.
D. The traffic is offloaded.

Antwort: C,D

Begründung:
Explanation/Reference:
Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/monitoring/take-packet- captures/disable-
hardware-offload

338. Frage 
Which item enables a firewall administrator to see details about traffic that is currently active through the NGFW?



A. App Scope
B. ACC
C. Session Browser
D. System Logs

Antwort: C

339. Frage 
Which protection feature is available only in a Zone Protection Profile?

A. UDP Flood Protections
B. SYN Flood Protection using SYN Flood Cookies
C. ICMP Flood Protection
D. Port Scan Protection

Antwort: D

Begründung:
Configure one of the following Reconnaissance Protection actions for the firewall to take in response to the corresponding
reconnaissance attempt: Allow-The firewall allows the port scan or host sweep reconnaissance to continue.
SYN Flood Cookies is also available on DoS Protection Profile, the answer refers to ONLY. DoS Protection profiles protect
specific devices (classified profiles) and groups of devices (aggregate profiles) against SYN, UDP, ICMP, ICMPv6, and Other IP
flood attacks.
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-web-interface-help/network/network-network-profiles/network-network-
profiles-zone-protection/reconnaissance-protection.html#ida0512c75-ed54-4b31-8d2c-9f459466d4d2 Port scan protection =
Reconnaissance Protection That can only be done in a Zone Protection Profile. That's meant to be configured on an external-facing
interface to protect the entire attack surface.
DOS Protection profiles are meant to be configured on internal-facing interfaces to protect a specific server or group of servers from
flood attacks, including SYN Flood.
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/zone-protection-and-dos-protection/configure-zone-protection-to-
increase-network-security/configure-reconnaissance-protection

340. Frage 
A network engineer has discovered that asymmetric routing is causing a Palo Alto Networks firewall to drop traffic. The network
architecture cannot be changed to correct this.
Which two actions can be taken on the firewall to allow the dropped traffic permanently? (Choose two.)

A. > set session tcp-reject-non-syn no
B. Navigate to Network > Zone Protection Click Add
Select Packet Based Attack Protection > TCP/IP Drop Set "Reject Non-syn-TCP" to Global Set "Asymmetric Path" to
Global
C. # set deviceconfig setting session tcp-reject-non-syn no
D. Navigate to Network > Zone Protection Click Add
Select Packet Based Attack Protection > TCP/IP Drop Set "Reject Non-syn-TCP" to No Set "Asymmetric Path" to Bypass

Antwort: B,C

341. Frage
......
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