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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q90-Q95):
NEW QUESTION # 90 
A bootstrap USB flash drive has been prepared using a Windows workstation to load the initial configuration of a Palo Alto
Networks firewall that was previously being used in a lab. The USB flash drive was formatted using file system FAT32 and the initial
configuration is stored in a file named init-cfg txt. The firewall is currently running PAN-OS 10.0 and using a lab config The contents
of init-cfg txi in the USB flash drive are as follows:

The USB flash drive has been inserted in the firewalls' USB port, and the firewall has been restarted using command:> request resort
system Upon restart, the firewall fails to begin the bootstrapping process. The failure is caused because

A. The hostname is a required parameter, but it is missing in imt-cfg txt
B. The USB must be formatted using the ext3 file system, FAT32 is not supported
C. The bootstrap.xml file is a required file but it is missing
D. Firewall must be m factory default state or have all private data deleted for bootstrapping
E. PANOS version must be 91.x at a minimum but the firewall is running 10.0.x

Answer: B

NEW QUESTION # 91 
When an engineer configures an active/active high availability pair, which two links can they use? (Choose two)

A. HSCI-C
B. HA2 backup
C. HA3
D. Console Backup

Answer: B,C

Explanation:
Explanation
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/high-availability/set-up-activeactive-ha/prerequisit According to the
Palo Alto Networks documentation1, an active/active high availability pair requires four links to communicate and synchronize state
information: HA1, HA2, HA3, and HSCI. HA1 and HA2 are the same as in active/passive mode, where HA1 is used for control
plane synchronization and HA2 is used for data plane synchronization. However, in active/active mode, there are two additional
links:
HA3: This link is used for session setup synchronization between the two firewalls. It allows the firewalls to share information about
new sessions that they create, so that they can forward packets for the same session if needed.
HSCI: This link is used for session owner synchronization between the two firewalls. It allows the firewalls to determine which
firewall is responsible for processing packets for a given session.
Both HA3 and HSCI links can use either a dedicated interface or a subinterface. Therefore, the correct answer is C and D.
The other options are not valid links for an active/active high availability pair:
HSCI-C: This option is not a valid link name. HSCI stands for High-Speed Chassis Interconnect, which is a physical cable that
connects two firewalls in a chassis-based system. It is not related to active/active high availability.



Console Backup: This option is not a valid link name. Console backup is a feature that allows accessing the console port of a firewall
remotely through another firewall in an HA pair. It is not related to active/active high availability.
References: 1:
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/high-availability/set-up-activeactive-ha/configure-ac

NEW QUESTION # 92 
Refer to the exhibit.

Which will be the egress interface if the traffic's ingress interface is ethernet1/7 sourcing from 192.168.111.3 and to the destination
10.46.41.113?

A. ethernet1/7
B. ethernet1/6
C. ethernet1/3
D. ethernet1/5

Answer: D

Explanation:
In the second image, VW ports mentioned are 1/5 and 1/7. Hence it can not be a part of any other routing. So if any traffic coming
as ingress from 1/7, it has to go out via 1/5.
The egress interface for the traffic with ingress interface ethernet1/7, source 192.168.111.3, and destination
10.46.41.113 will be ethernet1/5. This is because the traffic will match the virtual wire with interfaces ethernet1/5 and ethernet1/7,
which is configured to allow VLAN-tagged traffic with tags 10 and 201. The traffic will also match the security policy rule that
allows traffic from zone Trust to zone Untrust, which are assigned to ethernet1/7 and ethernet1/5 respectively2. Therefore, the traffic
will be forwarded to the same interface from which it was received, which is ethernet1/53.

NEW QUESTION # 93 
An administrator has 750 firewalls The administrator's central-management Panorama instance deploys dynamic updates to the
firewalls
The administrator notices that the dynamic updates from Panorama do not appear on some of the firewalls.
If Panorama pushes the configuration of a dynamic update schedule to managed firewalls, but the configuration does not appear
what is the root cause?

A. No service route is configured on the firewalls to Palo Alto Networks update servers
B. Panorama has no connection to Palo Alto Networks update servers



C. Locally-defined dynamic update settings take precedence over the settings that Panorama pushed
D. Panorama does not have valid licenses to push the dynamic updates

Answer: C

Explanation:
Locally defined dynamic updates setting on a managed Palo Alto Networks firewall take preference over the Panorama pushed
setting. https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClKQCA0

NEW QUESTION # 94 
An engineer is configuring Packet Buffer Protection on ingress zones to protect from single-session DoS attacks.
Which sessions does Packet Buffer Protection apply to?

A. It applies to existing sessions and is global.
B. It applies to new sessions and is not global.
C. It applies to new sessions and is global.
D. It applies to existing sessions and is not global.

Answer: A

Explanation:
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/zone-protection-and-dos-protection/zone-defense/p

NEW QUESTION # 95
......
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