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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q83-Q88):

NEW QUESTION # 83

A firewall engineer has determined that, in an application developed by the company's internal team, sessions often remain idle for
hours before the client and server exchange any data. The application is also currently identified as unknown-tcp by the firewalls. It is
determined that because of a high level of trust, the application does not require to be scanned for threats, but it needs to be properly
identified in Traffic logs for reporting purposes.

‘Which solution will take the least time to implement and will ensure the App-ID engine is used to identify the application?

e A Create a custom application with specific timeouts, then create an application override rule and reference the custom
application.

¢ B. Access the Palo Alto Networks website and raise a support request through the Customer Support Portal.

¢ C. Create a custom application with specific timeouts and signatures based on patterns discovered in packet captures.

e D. Access the Palo Alto Networks website and complete the online form to request that a new application be added to App-
1D.

Answer: A

Explanation:

For an application that is currently identified as unknown-tcp and has sessions that often remain idle for long periods, creating a
custom application and using an application override rule is the most time-eflicient solution.

C: The process nvolves:

* Creating a custom application in the Palo Alto Networks firewall and configuring it with specific timeouts to accommodate the
application's idle session behavior. This step ensures that the firewall does not prematurely close the application's sessions due to
nactivity.

* Next, creating an application override rule that references the custom application. This rule directs the firewall to identify traffic
matching the rule criteria (such as source, destination, and port information) as

* the custom application, bypassing the App-ID engine's regular identification process.

This approach allows for the quick implementation of a solution that ensures the application is properly identified in traffic logs
without undergoing threat scanning, meeting the requirements for both identification and reporting,

NEW QUESTION # 84
An engineer is monitoring an active/active high availability (HA) firewall pair.
Which HA firewall state describes the firewall that is experiencing a failure of a monitored path?

A. Passive

B. Initial

C. Active-secondary
D. Tentative

Answer: D

Explanation:

httpsz/docs.paloaltonetworks.com/pan-0s/9- 1/pan-os-admin‘high-availability/ha- firewall- states
State of a firewall (in an active/active configuration) caused by one of the following;

Failure of a firewall

Failure of a monitored object (a link or path).

The firewall leaves suspended or non-finctional state.

NEW QUESTION # 85
A customer has an application that is being identified as unknown-top for one of their custom PostgreSQL database connections.
Which two configuration options can be used to correctly categorize their custom database application? (Choose two.)

A. Custom Service object.

B. Application Override policy.

C. Custom application.

D. Security policy to identify the custom application.



Answer: B,C

NEW QUESTION # 86
A firewall administrator has configured User-1D and deployed GlobalProtect, but there is no User- ID showing in the traffic logs.
How can the administrator ensure that User-1Ds are populated in the traffic logs?

A. Create a Group Mapping for the GlobalProtect Group.
B. Add the users to the proper Dynamic User Group.

C. Enable Captive Portal on the expected source interfaces.
D. Enable User-1D on the expected trusted zones.

Answer: D

Explanation:

For User-ID information to show up in the traffic logs, it needs to be properly configured and enabled in the trusted zones where
users are authenticated. The firewall needs to gather User- ID information from the sources within these zones (such as the domain
controllers, etc.). By enabling User-1D on the expected zones, the firewall can map users to their respective [P addresses and
populate the User-1D in the traffic logs.

NEW QUESTION # 87

During the implementation of SSL Forward Proxy decryption, an admmistrator imports the company's Enterprise Root CA and
Intermediate CA certificates onto the firewall. The company's Root and Intermediate CA certificates are also distributed to trusted
devices using Group Policy and GlobalProtect. Additional device certificates and/or Subordinate certificates requiring an Enterprise
CA chain of trust are signed by the company's Intermediate CA. Which method should the administrator use when creating Forward
Trust and Forward Untrust certificates on the firewall for use with decryption?

A. Generate a CA certificate for Forward Trust and a self-signed CA for Forward Untrust.

B. Generate a single subordinate CA certificate for both Forward Trust and Forward Untrust.

C. Generate two subordinate CA certificates, one for Forward Trust and one for Forward Untrust.
D. Generate a single self-signed CA certificate for Forward Trust and another for Forward Untrust

Answer: A

NEW QUESTION # 88
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