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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q299-Q304):

NEW QUESTION # 299

A user at an internal system queries the DNS server for their web server with a private IP of

10.250.241.131 in the webserver.

The DNS server returns an address of the web server's public address 200.1.1.10.

In order to reach the web server, which security rule and U-Turn NAT rule must be configured on the firewall?
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NEW QUESTION # 300

A user at an external system with the IP address 65.124.57.5 queries the DNS server at 4.2.2.2 for the IP address of the web
server, www.xyz.com The DNS server returns an address of

172.16.15.1.

In order to reach the web server, which Security rule and NAT rule must be configured on the firewall?

65.124.57.5 nalod
192.168.15.47
172.16.151 el/1 -#
el/4 192.168.15.1 .
DNS: WwWw.Xyz.com
4.2.2.2 Untrust-L3 Trust-L3
o A. NAT Ruk:

Untrust-L3 (any) - Trust-L3 (172.16.15.1) Destination Translation: 192.168.15.47 Security Rule:
Untrust-L3 (any) - Trust-L3 (172.16.15.1) - Application: Web-browsing

e B. NAT Rule:
Untrust-L3 (any) - Untrust-L3 (172.16.15.1) Destination Translation: 192.168.15.47 Security Rule:
Untrust-L3 (any) - Trust-L3 (172.16.15.1) - Application: Web-browsing

e C.NAT Rue:
Untrust-1L3 (any) - Untrust-L3 (any) Destination Translation: 192.168.15.1 Security Rule:
Untrust-1L3 (any) - Trust-L3 (172.16.15.1) - Application: Web-browsing

e D. NAT Rule:
Untrust-L3 (any) - Trust-L3 (172.16.15.1) Destination Translation: 192.168.15.47 Security Rule:
Untrust-1L3 (any) - Trust-L3 (192.168.15.47) - Application: Web-browsing

Answer: B

Explanation:

The addresses used in destination NAT rules always refer to the original IP address in the packet (that is, the pre-translated
address). The destination zone in the NAT rule is determined after the route lookup of the destination IP address in the original
packet (that is, the pre-NAT destination [P address).

The addresses in the security policy also refer to the IP address in the original packet (that is, the pre-NAT address). However, the
destination zone is the zone where the end host is physically connected. In other words, the destination zone in the security rule is
determined after the route lookup of the post-NAT destination IP address.

httpsz/docs.paloaltonetworks.comypan-0s/9- 1/pan-os-admin/networking/nat/nat-configuration- examples/destination-nat-
exampleone-to-one-mapping

NEW QUESTION # 301

An auditor is evaluating the configuration of Panorama and notices a discrepancy between the Panorama template and the local
firewall configuration.

When overriding the firewall configuration pushed from Panorama, what should you consider?

A. Only Panorama can revert the override.

B. The firewall template will show that it is out of sync within Panorama.
C. Panorama will update the template with the overridden value.

D. The modification will not be visible in Panorama.

Answer: D

Explanation:

‘When managing firewalls with Panorama, configurations can be pushed from Panorama templates to managed firewalls. However,
there are scenarios where specific settings need to be overridden on the local firewall level due to unique requirements or exceptions.
B: The modification will not be visible in Panorama:



* When an override is made directly on the firewall, this change is not automatically reflected back in Panorama's templates or
device groups. The local configuration on the firewall will take precedence over the Panorama pushed configuration for the
overridden settings, but these local changes will not be visible in the Panorama interface. This means that while Panorama maintains
central control and visibility over the bulk of the configuration, it does not have visibility into local overrides made directly on the
firewalls.

This distinction is crucial for auditors and admmnistrators to understand, as it impacts how configurations are managed and
synchronized between Panorama and the individual firewalls. Local overrides provide flexibility but require careful management to
ensure consistency and compliance with security policies.

NEW QUESTION # 302
Which CLI command enables an administrator to view details about the firewall including uptime, PAN-OS version, and serial
number?

A. show system details
B. show session info

C. show system info

D. debug system details

Answer: C

Explanation:
Reference:
https7//www.paloaltonetworks.convcontent/dam/pan/en US/assets/pdfftechnical-documentation/pan-o0s-60/PAN- CLI-ref.pdf

NEW QUESTION # 303

Refer to the diagram. Users at an internal system want to ssh to the SSH server. The server is configured to respond only to the ssh
requests coming fromIP 172.16.16.1.

In order to reach the SSH server only from the Trust zone, which Security rule and NAT rule must be configured on the firewall?

e A, NAT Rule:Source Zone: Trust -Source IP: Any -Destination Zone: Trust -Destination IP: 192.168.15.1 - Destination
Translation: Static IP /172.16.15.10Security Rule:Source Zone: Trust -Source IP: Any - Destination Zone: Server -
Destination IP: 172.16.15.10 - Application: ssh

¢ B. NAT Rule:Source Zone: Trust -Source IP: Any -Destination Zone: Server -Destination IP: 172.16.15.10
-Source Translation: Static IP / 172.16.15.1Security Rule:Source Zone: Trust -Source IP: Any - Destination Zone: Trust -
Destination IP: 172.16.15.10 - Application: ssh

e C. NAT Rule:Source Zone: Trust -Source IP: 192.168.15.0/24 -Destination Zone: Trust -Destination IP:
192.168.15.1 -Destination Translation: Static IP / 172.16.15.10Security Rule:Source Zone: Trust - Source IP:
192.168.15.0/24 -Destination Zone: Server -Destination IP: 172.16.15.10 - Application: ssh

e D. NAT Rule:Source Zone: Trust -Source IP: Any -Destination Zone: Server -Destination IP: 172.16.15.10-Source
Translation: dynamic-ip-and-port / ethernet1/4Security Rule:Source Zone: Trust -Source IP:Any -Destination Zone: Server -
Destination IP: 172.16.15.10 -Application: ssh

Answer: D

Explanation:
https://knowledgebase.paloaltonetworks.com/K CS ArticleDetail?id=k A102000000CThwCAC
https://docs.paloaltonetworks.comypan-0s/10- 1/pan-os-networking-admin/nat/source-nat-and-destination-nat/source-nat

NEW QUESTION # 304

Our web-based practice exam software is an online version of the Palo Alto Networks PCNSE practice test. It is also quite useful
for instances when you have internet access and spare time for study. To study and pass the Palo Alto Networks PCNSE Examon
the first attempt, our web-based Palo Alto Networks PCNSE practice test software is your best option. You will go through Palo
Alto Networks Certified Network Security Engineer Exam mock exams and will see for yourself the difference in your preparation.
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