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ISACA Advanced in Al Security Management (AAISM) Exam Sample
Questions (Q26-Q31):

NEW QUESTION # 26
Which of the following Al-driven systens should have the MOST stringent recovery time objective (RTO)?

e A Health support system
¢ B. Car navigation system
e C. Credit risk modeling system
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¢ D. Industrial control system
Answer: D

Explanation:

AAISM risk guidance notes that the most stringent recovery objectives apply to industrial control systens, as downtime can directly
disrupt critical infrastructure, manufacturing, or safety operations. Health support systems also require high availability, but industrial
control often underpins safety-critical and real-time environments where delays can result in catastrophic outcomes. Credit risk
models and navigation systems are important but less critical in terms of immediate physical and operational impact. Thus, industrial
control systems require the tightest RTO.

References:

AAISM Study Guide - Al Risk Management (Business Continuity in Al)

ISACA Al Security Management - RTO Priorities for Al Systenms

NEW QUESTION # 27
Which of the following is the MOST effective use of Al-enabled tools in a security operations center (SOC)?

A. Employing Al-enabled tools to reduce false negatives by detecting subtle attack patterns
B. Using Al-enabled tools exclusively to classify all types of security incidents

C. Assigning Al-enabled tools to triage non-critical alerts to preserve SOC resources

D. Replacing human analysis with automated Al decision-making processes

Answer: A

Explanation:

Themost effective SOC applicationof Al is indetecting subtle, hard-to-find attack patternsthat reduce false negatives.

AAISM technical control guidance notes that Al in SOCs is best applied to:

* Enhance detection accuracy and sensitivity to anomalies.

* Assist analysts in identifying hidden patterns that traditional rule-based systems miss.

* Augment-not replace-human decision-making for high-confidence outcomes.

Options B and C incorrectly shift responsibility entirely to Al, which contradicts governance principles requiringhuman oversight.
Option D is useful for efficiency, but theprimary effectivenesscomes from improving detection quality.

Therefore, the most effective use is toreduce false negatives and detect subtle attacks.

NEW QUESTION # 28
Which of the following metrics BEST evaluates the ability of a model to correctly identify all true positive instances?

A. Specificity
B. F1 score
C. Precision
D. Recall

Answer: D

Explanation:

AAISM technical coverage identifies recall as the metric that specifically measures a model's ability to capture all true positive cases
out of the total actual positives. A high recall means the system minimizes false negatives, ensuring that relevant instances are not
overlooked. Precision instead measures correctness among predicted positives, specificity focuses on true negatives, and the F1
score balances precision and recall but does not by itself indicate the completeness of capturing positives. The official study guide
defines recall as the most direct metric for evaluating how well a model identifies all relevant positive cases, making it the correct
answer.

References:

AAISM Study Guide - Al Technologies and Controls (Evaluation Metrics and Model Performance) ISACA Al Security
Management - Model Accuracy and Completeness Assessiments

NEW QUESTION # 29
Which of the following is the MOST important consideration for an organization that has decided to adopt Al to leverage its
competitive advantage?



A. Develop internal training programs on Al governance, risk, and compliance (GRC)
B. Develop a comprehensive risk management process to address Al-related issues
C. Develop a business case for the procurement of Al monitoring tools

D. Develop a comprehensive strategic roadmap for Al integration

Answer: D

Explanation:

AAISM's governance guidance emphasizes that adopting Al for competitive advantage must begin with a comprehensive strategic
roadmap for integration. This roadmap aligns Al adoption with business objectives, sets priorities, defines milestones, and ensures
coordination across finctions. Risk management, training, and tool procurement are essential, but they are tactical steps that follow
once the strategic direction is defined.

Without a roadmap, adoption becomes fragmented and risks misalignment with business strategy. The most important consideration
at the adoption stage is therefore creating a strategic integration roadmap.

References:

AAISM Exam Content Outline - Al Governance and Program Management (Strategy and Roadmapping) Al Security Management
Study Guide - Business Alignment of Al Initiatives

NEW QUESTION # 30
In a new supply chain management system, Al models used by participating parties are interactively connected to generate advice in
support of management decision making, Which of the following is the GREATEST challenge related to this architecture?

A. Explaming the overall benefit of the system to stakeholders
B. Identifying hallucinations returned by Al models

C. Determining the aggregate risk of the system

D. Establishing clear lines of responsibility for AI model outputs

Answer: D

Explanation:

The AAISM governance framework notes that in multi-party Al ecosystemns, the greatest challenge is ensuring clear accountability
for Al outputs. When models from different parties interact, responsibility for errors, bias, or harmful recommendations can be
unclear, leading to disputes and compliance gaps. While aggregate risk assessment and error identification are significant, they are
secondary to the findamental governance requirement of establishing transparent lines of responsibility. Without defined
accountability, no stakeholder can reliably manage or mitigate risks. Therefore, the greatest challenge in such a distributed
architecture is responsibility for Al outputs.

References:

AAISM Study Guide - Al Governance and Program Management (Accountability in Multi- Party Systens) ISACA Al Governance
Guidance - Roles and Responsibilities in Al Collaboration
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