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CompTIA Cloud+ Certification Exam Sample Questions (Q124-Q129):
NEW QUESTION # 124 
A SaaS provider wants to maintain maximum availability for its service.
Which of the following should be implemented to attain the maximum SLA?

A. A warm site
B. A cold site
C. An active-active site
D. A hot site

Answer: C

Explanation:
An active-active site is a type of disaster recovery (DR) site that runs simultaneously with the primary site and handles part of the
normal workload or traffic. An active-active site can help maintain maximum availability for a SaaS service, as it can provide load
balancing, redundancy, and failover capabilities for the SaaS service in case of an outage or disruption at the primary site. An active-
active site can also improve performance and scalability, as it can distribute the workload or traffic across multiple sites and handle
increased demand or peak periods. Reference: CompTIA Cloud+ Certification Exam Objectives, page 10, section 1.5

NEW QUESTION # 125 
A storage administrator is reviewing the storage consumption of a SAN appliance that is running a VDI environment. Which of the
following features should the administrator implement to BEST reduce the storage consumption of the SAN?

A. SDS
B. Deduplication
C. Thick provisioning
D. Compression

Answer: B

Explanation:
Explanation
The best feature to reduce the storage consumption of a SAN appliance that is running a VDI environment is deduplication.
Deduplication is a process that eliminates redundant or duplicate data blocks or files from a storage system and replaces them with
pointers or references to a single copy of data. Deduplication can significantly reduce the storage consumption of a SAN appliance
by removing unnecessary data and freeing up disk space. Reference: [CompTIA Cloud+ Certification Exam Objectives], Domain
3.0 Maintenance, Objective 3.3 Given a scenario, analyze system performance using standard tools.

NEW QUESTION # 126 
During a security incident, an laaS compute instance is detected to send traffic to a host related to cryptocurrency mining. The
security analyst handling the incident determines the scope of the incident is limited to that particular instance. Which of the following
should the security analyst do NEXT?

A. Isolate the instance from the network into quarantine.
B. Create a snapshot of the volumes attached to the instance.
C. Perform a memory acquisition in the affected instance.
D. Replace the instance with another from the baseline.

Answer: A

Explanation:
The first step in incident response is to contain the incident activities and attackers, which means preventing them from spreading to
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other systems or causing more damage. In this case, the security analyst should isolate the instance from the network into quarantine,
which means cutting off its communication with other hosts and services. This will stop the cryptocurrency mining activity and prevent
the attacker from accessing the instance remotely. Isolating the instance also preserves the evidence for further analysis and
investigation.

NEW QUESTION # 127 
A systems administrator in a large enterprise needs to alter the configuration of one of the finance department's database servers.
Which of the following should the administrator perform FIRST?

A. Backups
B. Patching
C. Change management
D. Capacity planning

Answer: A

NEW QUESTION # 128 
A systems administrator is troubleshooting performance issues with a VDI environment. The administrator determines the issue is
GPU related and then increases the frame buffer on the virtual machines. Testing confirms the issue is solved, and everything is now
working correctly.
Which of the following should the administrator do NEXT?

A. Establish a plan of action to resolve the issue
B. Consult corporate policies to ensure the fix is allowed
C. Document the solution and place it in a shared knowledge base
D. Conduct internal and external research based on the symptoms

Answer: C

NEW QUESTION # 129
......
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