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Fortinet FCSS_NST_SE-7.4 Exam Syllabus Topics:

Topic Details
Security Profiles: This segment of the exam tests the skills of TT professionals, such as network
Topic 1 administrators in handling and troubleshooting security profile-related challenges.
Routing; This part of the exam examines the expertise of Fortinet network and security professionals, in
Topic 2 routing enterprise traffic effectively.
VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
Topic 3 resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure
and reliable comnumication between networks or remote users.
System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security
professionals to diagnose and fix typical systemrrelated problens within Fortinet solutions. It mvolves
Topic 4 troubleshooting FortiGate-to- FortiGate Security Fabric issues, addressing automation stitch concerns, and
detecting resource-related problems using integrated tools.
Tobic 5 Authentication: This section evaluates the proficiency of Fortinet network and security professionals n
opre resolving both local and remote authentication issues.
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resource to get a leg up on your competition, and stage yourself for promotion. When it comes to our time-tested FCSS_NST SE-
7.4 study materials, for one thing, we have a professional team contains a lot of experts who have devoted thenselves to the
research and development of our FCSS NST SE-7.4 Study Materials, thus we feel confident enough under the intensely
competitive market. For another thing, conforming to the real exam our FCSS_NST SE-7.4 study materials have the ability to catch
the core knowledge.

Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q62-Q67):

NEW QUESTION # 62

Refer to the exhibit. Antivirus is unable to detect an infected file downloaded through HTTPS. Part of the configuration used for
antivirus inspection is shown in the exhibit.

‘Which configuration changes can be performed to inspect HTTPS?

Antivirus profile configuration

config antivirus profile
edit "Block"
config http
set av-scan
end
config ftp
set av-scan
end
config imap
set av-scan
end
config pop3
set av-scan
end
config smtp

set av-scan
end

Firewall policy configuration
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config firewall ssl-ssh-profile
edit "certificate-inspection®
set comment "SSL handshake inspection.”
config https
set ports 443
set status certificate-inspection
set quic inspect
end
config ftps
set status disable
end
config imaps
set status disable
end
config pop3s
set status disable
end
config smtps
set status disable
end
config ssh
set ports 22
set status disable
end
config dot
set status disable
set quic inspect
set unsupported-ssl-version allow
end
next
end

A. Disable the emulatorsetting,

B. Set a different antivirus database.

C. Enable SSL deep inspection.

D. Increase the maximum mumber of subdirectories and nested archives.

Answer: C

Explanation:
You must switch from mere certificate inspection to fill SSL deep inspection on the HTTPS profile so that the FortiGate can decrypt



the traffic and pass it through the AV engine. In practice this means editing the SSL/SSH profile and setting the HTTPS inspection
mode to deep-inspection (and ensuring your CA cert is installed on the clients).

NEW QUESTION # 63
Refer to the exhibit, which shows a session entry.

Which statement about this session is true?

A. It is an ICMP session from 10.1.10.1 to 10.200.5.1.
B. Return traffic to the initiator is sent to 10.1.0.1.

C. Return traffic to the mitiator is sent lo 10.200.1.254.
D. It is an ICMP session from 10.1.10.10 to 10.200.1.1.

Answer: A

NEW QUESTION # 64
Exhibit.

Refer to the exhibit, which shows a partial output of diagnose hardware aysinfo memory.
Which two statements about the output are true? (Choose two.)

A. There are 98908 kB o! memory that will never be used.

B. The user space has 708880 kB of physical memory that is not used by the system.

C. The value indicated next to the inactive heading represents the currently unused cache page.
D. The I/O cache, which has 641364 kB of memory allocated to it.

Answer: A,C

NEW QUESTION # 65
Refer to the exhibit.
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Analyzing the debug output, what could be causing the tunnel to go down?

A. The tunnel drops after the timer expires.

B. Dead Peer Detection is not receiving its acknowledge packet.
C. Phase 2 drops but Phase 1 is up.

D. The tunnel drops during rekey negotiation.

Answer: B

NEW QUESTION # 66
Refer to the exhibit, which shows the output of get system ha status.
High Availability configuration status

NGEW-1 # get sys ha status

HA Health Status: OK

Model: FortiGate-vMé4d

Mode: HA A-PGroup: 0

Debug: 0

Cluster Uptime: 0 days 0:1:25

Cluster state change time: 2024-04-18 12:07:47
Primary selected using:

<2024/04/18 12:07:47> FGVM010000077649 is selected as the primarylbecause its override priority is
larger than peer member FGVM010000077650

.ses_pickup: disable
override: disable
configuration Status:
FGVM010000077649 (updated 4 seconds ago): in-syne
FGVMO010000077650 (updated 1 seconds ago) :_oussQf=sync
System Usage stats:

=-=\HTmE(Tiated 4 seconds,ade)W
I umw i s i = verage-cpu-usgr/fice/system/idle=1%/0%/0%/99%, memory=45%

FGVM010000077650 (updated 1 $ecGendls ago) :
sessions=3, average-gPpu-uger/nice/system/idle=0%/0%/0%/100%, memory=44%
HBDEV stats:
FGVM010000077649% (updated 4 seconds ago):
port7: physical/1000auto, up, rx-bytes/packets/dropped/errors=167663/567/0/0, tx=262623/656/0/0
FGVM010000077650 (updated 1 seconds ago):
port7: physical/1000auto, up, rx-bytes/packets/dropped/errors=271373/680/0/0, tx=176013/592/0/0
Primary : NGFW-1 » FGVM010000077649, HA cluster index
Secondary : NGFW-2 » FGVM010000077650, HA cluster index = 0
number of vcluster: lvcluster 1: work 169.254.0.2
Primary: FGVMO010000077649, HA operating index = 0
Secondary: FGVM010000077650, HA operating index = 1

NGFW-1 and NGFW-2 have been up for a week.
Which two statements about the output are true? (Choose two.)

e A Ifa configuration change is made to the primary FortiGate at this time, the secondary will initiate a synchronization reset.

¢ B. Ifno action is taken, the primary FortiGate will leave the cluster because of the current sync status.

e C. IfFGVM...649 is rebooted. FGVM...650 will become the primary and retain that role, even after FGVM...649 rejoins
the cluster.



e D. Ifport 7 becomes disconnected on the secondary, both FortiGate devices will elect itself as primary.
Answer: C,D

Explanation:
httpsz/docs.fortinet.con/document/fortigate/6.4.0/best-practices/493254/heartbeat-interfaces

NEW QUESTION # 67
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