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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q217-Q222):
NEW QUESTION # 217 
In a template, which two objects can be configured? (Choose two.)

A. Application group
B. Monitor profile
C. SD-WAN path quality profile
D. IPsec tunnel

Answer: C

Explanation:
Explanation
According to the Palo Alto Networks documentation1, a template is a set of configuration settings that you can apply to firewalls or
Panorama managed collectors. A template can contain settings for network and device configuration, such as interfaces, zones,
virtual routers, DNS, NTP, logging, and more. Therefore, the correct answer is A and B.
The other options are not objects that can be configured in a template:
IPsec tunnel: This option is not an object that can be configured in a template. IPsec tunnel is a feature that allows establishing secure
VPN connections between firewalls or other devices. IPsec tunnel configuration is part of the policy configuration, not the network
or device configuration2.
Application group: This option is not an object that can be configured in a template. Application group is an object that groups
applications based on various criteria, such as category, subcategory, technology, or risk. Application group configuration is part of
the object configuration, not the network or device configuration3.
References: 1:
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls/manage-templates-and-temp
2:
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/vpn/site-to-site-vpn/set-up-a-site-to-site-vpn-betwee
3:
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/manage-custom-or-unknown-applications/cre

NEW QUESTION # 218 
A firewall engineer is migrating port-based rules to application-based rules by using the Policy Optimizer.
The engineer needs to ensure that the new application-based rules are future-proofed, and that they will continue to match if the
existing signatures for a specific application are expanded with new child applications. Which action will meet the requirement while
ensuring that traffic unrelated to the specific application is not matched?

A. Create an application filter based on the existing application category and risk
B. Create a custom application and define it by the correct TCP and UDP ports
C. Add the relevant container application when creating cloned rules
D. Add specific applications that are seen when creating cloned rules

Answer: C

Explanation:
Using Policy Optimizer to migrate to application-based rules, adding the container application (Option D) ensures future-proofing.
Container apps (e.g., "web-browsing") include child apps (e.g., specific web services) as signatures evolve, maintaining rule
accuracy without over-matching unrelated traffic.

NEW QUESTION # 219 
An engineer must configure a new SSL decryption deployment.
Which profile or certificate is required before any traffic that matches an SSL decryption rule is decrypted?

A. A Decryption profile must be attached to the Decryption policy that the traffic matches.
B. There must be a certificate with both the Forward Trust option and Forward Untrust option selected.
C. A Decryption profile must be attached to the Security policy that the traffic matches.
D. There must be a certificate with only the Forward Trust option selected.



Answer: D

Explanation:
Explanation
A certificate with only the Forward Trust option selected is required for SSL Forward Proxy decryption, which is the most common
type of SSL decryption deployment1. A certificate with both the Forward Trust and Forward Untrust options selected is required
for SSL Inbound Inspection decryption, which is less common2
. A Decryption profile is not required before any traffic that matches an SSL decryption rule is decrypted, but it is recommended to
apply one to control how the firewall handles traffic that cannot be decrypted3.
References: 1:
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/threat-prevention/decryption/decryption-concepts/s
2:
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/threat-prevention/decryption/decryption-concepts/s
3
:https://docs.paloaltonetworks.com/best-practices/10-1/decryption-best-practices/decryption-best-practices/deplo

NEW QUESTION # 220 
A user at an internal system queries the DNS server for their web server with a private IP of 10 250 241 131 in the. The DNS
server returns an address of the web server's public address, 200.1.1.10.
In order to reach the web server, which security rule and U-Turn NAT rule must be configured on the firewall?



A. 

B. 

C. 

D. 

Answer: A

Explanation:
Explanation
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClEiCAK



NEW QUESTION # 221 
Review the images. A firewall policy that permits web traffic includes the global-logs policy is depicted What is the result of traffic
that matches the "Alert - Threats" Profile Match List?

A. The source address of traffic that matches a threat is automatically tagged as BadGuys for 180 minutes.
B. The source address of SMTP traffic that matches a threat is automatically blocked as BadGuys for 180 minutes.
C. The source address of SMTP traffic that matches a threat is automatically tagged as BadGuys for 180 minutes.
D. The source address of traffic that matches a threat is automatically blocked as BadGuys for 180 minutes.

Answer: A

Explanation:
The threat profile has the action set to "alert" which means that the traffic is allowed but logged. The profile also has the "Tag Source
IP" option enabled with the tag name "BadGuys" and the timeout value of 180 minutes. This means that any source IP address that
matches a threat signature will be tagged with "BadGuys" for 180 minutes. The tag can be used for dynamic address groups or
external dynamic lists to enforce policy actions based on the tag. Reference: : https://docs.paloaltonetworks.com/pan-os/10-2/pan-
os-admin/threat-prevention/set-up-antivirus-anti-spyware-and-vulnerability-protection/tag-source-ip-addresses-that-trigger-threat-
signatures

NEW QUESTION # 222
......

Palo Alto Networks PCNSE exam materials of ExamsReviews is devoloped in accordance with the latest syllabus. At the same
time, we also constantly upgrade our training materials. So our exam training materials is simulated with the practical exam. So that
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