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NEW QUESTION # 253
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Answer: A

Explanation:

In the Act phase of the PDCA cycle, the process is reviewed and evaluated based on the results from the Check phase. The actions
taken in this phase aim to continually improve the process performance by addressing the root causes of problems, implementing
corrective and preventive actions, and updating the process documentationl. Reference: ISO/IEC 27001:22022 Lead Auditor
(Information Security Management Systens) | CQI | IRCA
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Answer: A

Explanation:

Comprehensive and Detailed In-Depth

B. Correct Answer:

A single legally enforceable agreement must cover all sites included in the certification scope to ensure:
Consistency in audit approach

Legal clarity between all parties

Global applicability for multinational companies

A . Incorrect:

Separate agreements for each office would create inconsistencies and legal complexities.

C . Incorrect:

All sites involved in certification must be covered by the agreement, not just the main office.
Relevant Standard Reference:
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Answer: B,C,F

Explanation:

According to the PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, the auditee should take the following actions in
response to a nonconformity against clause 6.1.3.e of ISO/IEC 27001:20221:

* Implement the appropriate risk treatment for each of the applicable controls, as this is the main requirement of clause 6.1.3.e and
the objective of the risk treatment process2.

* Revise the relevant content in the Statement of Applicability to justify their exclusion, as this is the expected output of the risk
treatment process and the evidence of the risk-based decisions3.

* Revistt the risk assessment process relating to the three controls, as this is the input for the risk treatment process and the source of
identifying the risks and the controls4.

The other options are not correct because:

* Allocating responsibility for producing evidence to prove to auditors that the controls are implemented is not a valid action, as the
audit team already found that there was no evidence of the implementation of the three controls.

* Compiling plans for the periodic assessment of the risks associated with the controls is not a valid action, as this is part of the risk
monitoring and review process, not the risk treatment processs5.

* Incorporating written procedures for the controls into the organisation's Security Manual is not a valid action, as this is part of the
documentation and operation of the ISMS, not the risk treatment process.

* Removing the three controls from the Statement of Applicability is not a valid action, as this is not a sufficient justification for their
exclusion and does not reflect the risk treatment process.

* Undertaking a survey of customers to find out if the controls are needed by them is not a valid action, as this is not a relevant
criterion for the risk assessment and treatment process, which should be based on the organisation's own context and objectives.
References: 1: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 36, section 4.5.22: ISO

/TEC 270012022, clause 6.1.3.€3: ISO/IEC 270012022, clause 6.1.3.#: ISO/IEC 270012022, clause 6.1.25:

ISO/IEC 270012022, clause 6.2. : ISO/IEC 2700122022, clause 7.5 and 8. : ISO/IEC 27001:2022, clause

6.1.3.d. : ISO/TEC 2700122022, clause 4.1 and 4.2.
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Match the correct responsibility with each participant of a second-party audit:

Ibility Audit Participant
| Prepares the audit report

| Prepares audit checklists for use during the audit
|

Supports an auditor and provides feedback on their experience
| Follows-up on audit findings within an agreed timeframe

| Provides an independent account of the audit but does not participate in the audit

| Escorts the auditors but does not participate in the audit

To complete the table click on the blank section you want to complete so that it is highlighted in red, and then click on the applicable text from the options below. Alternatively, you may drag and drop
each option to the appropriate blank section.
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Answer:

Explanation:

Match the correct responsibility with each participant of a second-party audit:

[Respon= T A Q48 & 78 76 7 | Audit Participant
Prepares the audit report

Prepares audit checklists for use during the audit

3,1— "
Sup) - an audftor Iﬁ? feedback on their experience
Follow: al di in an agreed timeframe

Provides an independent account of the audit but does not participate in the audit

Escorts the auditors but does not participate in the audit

To complete the table click on the blank section you want to complete so that it is highlighted in red, and then click on the applicable text from the options below. Alternatively, you may drag and drop
each option to the appropriate blank section.
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Explanation:
Responsibility Audit Participant
|
Prepares the audit report | Audit Team Leader
Prepares audit checklists for use during the audit 9 —_— \
T —
Supports an auditor and provides feedback on their experience Audit]in traiL (J |3
Follows-up on audit findings within an agreed timeframe Auditee
Provides an independent account of the audit but does not participate in the audit Observer
Escorts the auditors but does not participate in the audit Guide

The correct responsibility with each participant of a second-party audit is:

* Prepares the audit report: Audit Team Leader. The audit team leader is responsible for coordinating the audit activities,
communicating with the auditee and the customer, and preparing and delivering the audit report that summarizes the audit findings
and conclusions].

* Prepares audit checklists for use during the audit: Auditor. The auditor is responsible for collecting and verifying objective evidence
during the audit, using audit checklists as a tool to guide the audit process and ensure that all relevant aspects of the audit criteria are
coveredl.

* Supports an auditor and provides feedback on their experience: Auditor in training. The auditor in training is a person who is
learning how to perform audits under the supervision of an experienced auditor. The auditor in training supports the auditor by
observing and participating in the audit activities, and provides feedback on their experience to improve their skills and
competencel.

* Follows-up on audit findings within an agreed timeframe: Auditee. The auditee is the organisation that is being audited by the
customer or a third party on behalf of the customer. The auditee is responsible for providing access and cooperation to the auditors,
and for following up on the audit findings within an agreed timeframe, by implementing corrective actions or improvement measures



as needed].

* Provides an independent account of the audit but does not participate in the audit: Observer. The observer is a person who
accompanies the audit team but does not participate in the audit activities. The observer may be a representative of the customer, a
regulatory body, or another interested party. The observer provides an independent account of the audit but does not interfere with
or influence the audit process or outcomel.

* Escorts the auditors but does not participate in the audit: Guide. The guide is a person who is appointed by the auditee to assist the
audit team during the audit. The guide may escort the auditors to different locations, facilitate access to information and personnel, or
provide clarification or explanation as requested by the auditors. The guide does not participate in the audit or influence its results1.
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Answer: A

Explanation:

Sinvestment should correct the identified issue related to the lack of documentation on information security training and awareness
before the stage 2 audit. Addressing this gap promptly ensures that the ISMS is fully compliant and effective when assessed in the
subsequent audit stage.

References: ISO/IEC 2700122013, Clause 7.2 (Competence)
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