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Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q29-Q34):
NEW QUESTION # 29 
Which statement is TRUE about delegating an existing domain to the Oracle Cloud Infrastructure (OCI) DNS service?

A. Domains can be delegated to OCI DNS from the Domain Registrar's self-service portal.
B. All domains can be retrieved to OCI DNS via DYN.
C. Domains can be delegated to OCI DNS via FastConnect partners.
D. Domains can be self-delegated to OCI DNS from its own service portal.

Answer: A

Explanation:
To delegate a domain to the Oracle Cloud Infrastructure (OCI) DNS service, the domain needs to be pointed to OCI's DNS
servers. This can be done through the Domain Registrar's self-service portal, where you update the name servers for your domain to
OCI's DNS servers.
Process: You typically log into the domain registrar where your domain is registered and replace the existing name servers with the
name servers provided by OCI DNS. Once this is done, DNS queries for your domain will be directed to OCI DNS.
Reference:
Oracle Cloud Infrastructure Documentation: Managing DNS Zones

NEW QUESTION # 30 
What would happen if you choose not to proactively reboot the instance before the scheduled maintenance due date?

A. The instance is either reboot-migrated or rebuilt in place for you.
B. You will receive another notification to reboot within the next 14 days.
C. You will receive another notification to reboot within the next 7 days.
D. The instance will get terminated.

Answer: A

Explanation:
In OCI, if you choose not to proactively reboot your instance before the scheduled maintenance due date, the system will handle the
maintenance automatically to ensure that the instance remains operational.
Reboot-Migration or Rebuild in Place: If you don't reboot the instance yourself, OCI will automatically perform a reboot-migration
or rebuild in place for the instance. This ensures that the instance is moved to new hardware or updated without your intervention,
maintaining uptime and applying necessary updates or fixes.
Impact on Instance: The exact action taken (reboot-migration or rebuild in place) depends on the type of maintenance required.
However, either action will temporarily interrupt the instance, typically involving a reboot, but the instance's data and configuration
will be preserved.
Relevant OCI Documentation:
Instance Maintenance
OCI Maintenance Events
These references discuss the procedures and options available for handling instance maintenance in OCI.

NEW QUESTION # 31 
Which THREE protocols are supported by the Oracle Cloud Infrastructure (OCI) private Network Load Balancers?

A. iSCSI
B. UDP
C. ICMP
D. BGP
E. TCP
F. HTTP

Answer: B,E,F

Explanation:



The OCI Private Network Load Balancer supports multiple protocols for managing traffic efficiently across your instances within a
private subnet. Specifically, it supports:
UDP (User Datagram Protocol): Commonly used for applications that require fast, connectionless communication, such as video
streaming or DNS services.
TCP (Transmission Control Protocol): A reliable, connection-oriented protocol, widely used for web traffic and other applications
requiring data integrity.
HTTP (Hypertext Transfer Protocol): Frequently used for web traffic, it is an application-layer protocol built on top of TCP and
enables communication between web browsers and servers.
The combination of these protocols allows the OCI Network Load Balancer to manage diverse workloads, including web services
and real-time applications.
For reference:
OCI Load Balancer Documentation

NEW QUESTION # 32 
Which TWO statements about the Oracle Cloud Infrastructure (OCI) File Storage Service are accurate?

A. Communication with file systems in a mount target is encrypted via HTTPS.
B. Customers can encrypt the communication to a mount target via export options.
C. File systems use Oracle-managed keys by default.
D. Customers can encrypt data in their file system using their own Vault encryption key.

Answer: C,D

Explanation:
Oracle Cloud Infrastructure (OCI) File Storage Service offers robust encryption capabilities to ensure data security.
B . Customer-Managed Encryption: Customers can choose to encrypt their data using their own keys stored in the OCI Vault
service. This gives customers control over their encryption keys and enhances data security.
D . Oracle-Managed Encryption: By default, all data stored in OCI File Storage is encrypted using Oracle-managed keys. This
ensures that data is encrypted at rest without requiring any action from the customer.
Incorrect Statements:
A . Communication is not encrypted via HTTPS when accessing file systems; instead, encryption in transit is typically managed via
NFS over TLS.
C . Encryption of communication to a mount target is handled via network configurations, not through export options.
Reference:
Oracle Cloud Infrastructure Documentation: File Storage Encryption

NEW QUESTION # 33 
Which authentication option should you use to ensure third-party APIs communicate with OCI resources?

A. Auth Tokens
B. API Signing Key
C. SSH Key Pair with 2048-bit algorithm
D. OCI Username and Password

Answer: B

Explanation:
When ensuring that third-party APIs communicate securely with OCI resources, the appropriate authentication option is API Signing
Key.
API Signing Key: This method uses an RSA key pair to authenticate and sign API requests. The API signing key provides a secure
and reliable way to ensure that the API requests to OCI are coming from an authorized source. It is commonly used for
programmatic access to OCI services.
Other Options:
SSH Key Pair: Primarily used for secure shell access to compute instances, not for API authentication.
Auth Tokens: Typically used for authentication in environments where APIs don't support the API Signing Key, such as OCI CLI or
SDKs.
OCI Username and Password: Generally used for the Console login, not for securing API communications.
Relevant OCI Documentation:
API Signing Key Authentication



This documentation provides details on using API Signing Keys for secure API communication in OCI.
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