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CIPS L6M7 Exam Syllabus Topics:

Topic Details

Topic 1

Understand data integrity and its impact on procurement and supply: Targeting IT Security Officers, this
section focuses on ensuring that all collected information remains accurate (data integrity) while maintaining
confidentiality through legal frameworks like GDPR. It assesses strategies for managing disruptions, such as
system redundancy.

Topic 2

Understand the impact of cyber security on procurement and supply: This part targets Cybersecurity
Experts, exploring how cyber threats affect supply chains by compromising sensitive information through
vulnerabilities in software or networks. It involves evaluating technologies to secure systems effectively,
emphasizing "Secure Data Transmission.
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Topic 3

Understand the concept of big data in the global supply chain: This section of the exam measures the skills
of Supply Chain Managers and covers understanding big data's role in enhancing supply chain operations.
It evaluates how big data transforms procurement and supply functions by leveraging large volumes of
diverse data, focusing on skills like "Data Trend Analysis.

CIPS Commercial Data Management Sample Questions (Q36-Q41):
NEW QUESTION # 36 
Which of the following is an International Standard in Security Management Systems?

A. ISO 28000
B. ISO 14001
C. ISO 20400
D. ISO 9001

Answer: A

Explanation:
ISO 28000 is an international standard that focuses on supply chain security management, based on the Deming Cycle (Plan, Do,
Check, Act). Familiarity with ISO 27001 and ISO 27002 is also recommended. (P.130)

NEW QUESTION # 37 
At Local Council B, data is monitored extremely closely due to its sensitive nature. A method has been put in place that provides
evidence that a user has carried out an action on the IT system.
For example, if an employee changes the end date of a contract with a supplier, this change is time-stamped with their name against
the modification. This provides Local Council B with visibility over its data and users' actions.
What is the name given to this type of control?

A. Authentication
B. Non-repudiation
C. Integrity
D. Confidentiality

Answer: B

Explanation:
Non-repudiation ensures that actions taken on a system are traceable and cannot be denied. It provides an audit trail that records
who made changes, when, and what was modified, preventing fraud or unauthorized data alterations.

NEW QUESTION # 38 
Which of the following would be considered personal data? Select ALL that apply

A. A child's Date of Birth
B. The average age of customers in a retail store
C. The time that someone drove into a carpark
D. An employee's work ID number

Answer: A,D

Explanation:
Personal data is anything that can be used to identify someone, so options A and D are correct. Examples of personal data include
any form of ID number, addresses, dates of birth, bank details, DNA, or medical information. Option B is incorrect because it's an
average age, not a person's age. Option C is incorrect because you can't identify someone from the time they entered a car park.
P.120 Domain: 2.3



NEW QUESTION # 39 
Henry is the Head of IT at Purple Rain Ltd and is presenting a case to the Senior Leadership Team to ask for more investment in the
company's IT strategy. Henry believes the company has an issue with data resilience and is asking for more money to be invested in
this. He has completed a Business Impact Assessment (BIA) to better understand what data the company holds. Jon is the Head of
Procurement and has listened intently to Henry's presentation. He has decided to go back to his department and complete a
thorough risk assessment, as he is aware his team holds a lot of data on suppliers and contracts. The CEO of Purple Rain, Roger
Nelson, has asked Henry about next steps in order to protect the company from further risks associated with the IT strategy. Data is
currently stored on servers located at Purple Rain's Headquarters. The server room is locked at all times of the day and is only
accessible to staff members who have a key. The building itself is extremely secure with CCTV systems located both inside the
server room and outside it. However, the server room is prone to overheating.
What is the biggest risk to the data?

A. Workforce issues
B. Physical break-ins or hacking
C. Supply chain issues
D. Equipment failure or malfunction

Answer: D

Explanation:
The most significant risk in this scenario is equipment failure or malfunction due to the overheating server room. If the servers
overheat and fail, it could lead to data loss or system downtime. (P.106)

NEW QUESTION # 40 
Henry is the Head of IT at Purple Rain Ltd and is presenting a case to the Senior Leadership Team to ask for more investment in the
company's IT strategy. Henry believes the company has an issue with data resilience and is asking for more money to be invested in
this. He has completed a Business Impact Assessment (BIA) to better understand what data the company holds. Jon is the Head of
Procurement and has listened intently to Henry's presentation. He has decided to go back to his department and complete a
thorough risk assessment, as he is aware his team holds a lot of data on suppliers and contracts. The CEO of Purple Rain, Roger
Nelson, has asked Henry about next steps in order to protect the company from further risks associated with the IT strategy. Data is
currently stored on servers located at Purple Rain's Headquarters. The server room is locked at all times of the day and is only
accessible to staff members who have a key. The building itself is extremely secure with CCTV systems located both inside the
server room and outside it. However, the server room is prone to overheating.
What should Henry's next steps be?

A. Submit a budget request to increase the IT Security budget
B. Contract a third-party cloud storage provider to manage the data on behalf of Purple Rain Ltd
C. Complete a Priority Assessment and Recovery Objectives
D. Train all members of staff in the importance of password-protecting their work and the dangers of phishing

Answer: C

Explanation:
Given Henry's focus on data resilience, the next logical step is to complete a Priority Assessment and define Recovery Objectives.
This will help identify which data and systems are most at risk and require immediate attention in the Data Resilience Plan. (P.105)
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