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new system will interfere with the existing WLAN and has asked you to investigate the impact of the two systems operating
simultaneously in the 2.4 GHz band. When performing Spectrum Analysis, which question could you answer by looking at the FFT
plot?

A. Is the WLAN corrupting ZigBee system messages?
B. Is the ZigBee system using more than 50% of the available airtime?
C. Do the ZigBee channels used by the lighting system overlap with the WLAN channels?
D. Is the ZigBee system causing an increase in WLAN retries?

Answer: C

Explanation:
The FFT plot is a spectrum analysis plot that shows the RF power present at a particular frequency over a short period of time. It
can help identify the sources and characteristics of RF signals in the spectrum. By looking at the FFT plot, you can determine which
ZigBee channels are used by the lighting system and whether they overlap with the WLAN channels in the 2.4 GHz band. ZigBee
channels are 5 MHz wide and WLAN channels are 20 MHz or 40 MHz wide, so there is a possibility of overlap and interference
between them. The other questions cannot be answered by looking at the FFT plot alone, as they require other types of plots or
analysis tools, such as duty cycle plot, airtime utilization plot, or protocol analyzer. References: [Wireless Analysis Professional Study
Guide], Chapter 3: Spectrum Analysis, page 69-
70

NEW QUESTION # 75 
You need to determine RF activity over time in a spectrum analyzer. It is to be able to see the activity and the amplitude of that
activity.
What kind of view should be used?

A. Device listing
B. Channel listing
C. Real-time FFT
D. Swept spectrogram

Answer: D

Explanation:
The FFT shows spectral activity in the frequency domain, while waterfall or swept spectrogram views attempt to represent RF
activity over time

NEW QUESTION # 76 
What element was added to the general frame of 802.11 with the 802.11e amendment and the 802.11-2007 rollup?

A. RSN-IE
B. Address 4
C. HT Control
D. QoS Control

Answer: D

NEW QUESTION # 77 
Which common feature of a Spectrum Analyzer would be the best to help you locate a non-802.11 interference source?

A. Min hold
B. Max hold
C. Device finder
D. Location filter

Answer: C

Explanation:



The device finder is a common feature of a spectrum analyzer that helps locate a non-802.11 interference source. The device finder
uses a directional antenna to measure the signal strength of a specific frequency or signal source. By pointing the antenna in different
directions, the device finder can indicate the direction and distance of the interference source. The device finder can also filter out
other signals that are not related to the interference source. The other options are not correct, as they do not help locate a non-
802.11 interference source. Max hold and min hold are features that show the maximum and minimum RF power levels over time,
respectively. Location filter is a feature that filters out signals that are not from a specific location or area. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 3: Spectrum Analysis, page 77-78

NEW QUESTION # 78 
How many frames make up the Group Key Handshake excluding any Ack frames that may be required?

A. 0
B. 1
C. 2
D. 3

Answer: D

Explanation:
The Group Key Handshake consists of two frames excluding any Ack frames that may be required. The Group Key Handshake is
used to distribute and update the Group Temporal Key (GTK) for encrypting broadcast and multicast traffic. The AP initiates the
Group Key Handshake by sending a Group Key Message
1 frame to a STA, which contains the new GTK and other information. The STA responds with a Group Key Message 2 frame to
the AP, which confirms the receipt of the GTK and other information. After this, both the AP and the STA can use the new GTK for
encryption and decryption of broadcast and multicast traffic .
References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 7:
802.11 Security, page 246; CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 7: 802.11
Security, page 247.
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