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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q190-Q195):
NEW QUESTION # 190 
A company's website is suddenly redirecting users to a suspicious landing page asking for personal information.
What is the most likely cause of the issue?

A. Phishing
B. Exfiltration
C. Ransomware
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D. Tampering

Answer: D

Explanation:
The correct answer is C - Tampering.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials explain that tampering refers to unauthorized
modifications of systems or data. In this case, the website being altered to redirect users to a malicious landing page indicates that an
attacker has tampered with the legitimate website code or its DNS settings.
Exfiltration (A) refers to stealing data. Phishing (B) involves tricking users but not modifying a website.
Ransomware (D) encrypts systems for ransom, not cause redirection.
Reference Extract from Study Guide:
"Tampering involves the unauthorized modification of a system or its resources, often to redirect users to malicious destinations or to
alter functionality in harmful ways."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Threat Categories and Impacts

NEW QUESTION # 191 
What are two differences between a handheld computer and a desktop?
Choose 2 answers.

A. A handheld has more memory.
B. A desktop has more internal storage.
C. A desktop has more memory.
D. A handheld has more internal storage.

Answer: B,C

Explanation:
Desktops typically have more memory (RAM) and internal storage (hard drives or SSDs) compared to handheld computers. This
allows desktops to handle more intensive computing tasks and store larger amounts of data. Handheld devices, on the other hand,
prioritize portability and battery life over high storage and memory capacity.

NEW QUESTION # 192 
In which type of network topology are the networked devices connected to a central device like a hub or switch?

A. Star
B. Mesh
C. Bus
D. Ring

Answer: A

Explanation:
* In a star network topology, each network device is connected to a central device like a hub or a switch.
* This central device acts as a repeater for data flow.
* The other options:
* Bus topology uses a single central cable.
* Mesh topology involves each device being connected to every other device.
* Ring topology connects devices in a circular fashion.
* Therefore, the star topology correctly describes a network where devices connect to a central hub or switch.
References:
* "Data and Computer Communications" by William Stallings, which explains different network topologies.
* "Network+ Guide to Networks" by Jill West, Tamara Dean, and Jean Andrews, which covers network configurations.

NEW QUESTION # 193 
Which encryption technique can be used to enable a third-party provider to perform calculations on encrypted data without
decrypting the data?



A. Secure function evaluation (SFE)
B. Secure Sockets Layer (SSL)
C. Homomorphic encryption
D. Private information retrieval (PIR)

Answer: C

Explanation:
The correct answer is A - Homomorphic encryption.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), homomorphic encryption allows computations to
be performed directly on encrypted data without needing to decrypt it first. This ensures the confidentiality of the data even during
processing.
SFE (B) allows two parties to jointly compute a function without revealing inputs but is not the same. SSL (C) secures
communication channels. PIR (D) is for retrieving information privately, not computing on encrypted data.
Reference Extract from Study Guide:
"Homomorphic encryption allows operations on encrypted data, enabling secure processing by third parties without exposing
underlying data."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Advanced Encryption Techniques

NEW QUESTION # 194 
Which key exchange algorithm is based on advanced cryptography algorithms and is a more efficient alternative to traditional key
exchange algorithms?

A. Rivest-Shamir-Adleman (RSA)
B. Diffie-Hellman (DH)
C. Digital Signature Algorithm (DSA)
D. Elliptic Curve Diffie-Hellman (ECDH)

Answer: D

Explanation:
The correct answer is B - Elliptic Curve Diffie-Hellman (ECDH).
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) material highlights that ECDH is an enhanced, more efficient
form of the traditional Diffie-Hellman key exchange, using elliptic curve cryptography (ECC). It provides similar security with much
smaller key sizes, improving performance and efficiency.
DH (A) is the traditional method but is less efficient. RSA (C) is primarily used for encryption and digital signatures. DSA (D) is used
for digital signatures, not for key exchange.
Reference Extract from Study Guide:
"Elliptic Curve Diffie-Hellman (ECDH) enhances traditional key exchange by utilizing elliptic curve cryptography, offering higher
security with smaller key sizes and improved efficiency."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Cryptographic Key Management

NEW QUESTION # 195
......
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