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NEW QUESTION # 52
Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.
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Zero Trust Tagging Rule Set

Name flf:'ﬂ]l]\l&"lff‘i'

Tag Endpoint As @ Cormpliant i
Enabled «

Comments

O Default Logic + Add Rule
Type Value
Antivirus Software 1 AV Software is installed and running
OS Version 2 Windows Server 2012 R2

3 Windows 10
Rule Logic @

(1and 3)or 2 D Reset

T 1
I

Which two statements about the rule set are true? (Choose two.)

A. The endpoint must satisfy that only AV software is installed and running,

B. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running.
C. The endpoint must satisfy that onty Windows 10 is running,

D. The endpoint must satisfy that only Windows Server 2012 R2 is running.

Answer: B,D

Explanation:

Based on the Zero Trust Tagging Rule Set configuration shown in the exhibit:

The rule set includes two conditions:

AV Software is installed and running

OS Version is Windows Server 2012 R2 or Windows 10

The Rule Logic is specified as "(1 and 3) or 2," meaning;

The endpoint must have antivirus software installed and running and must be running Windows 10.
Alternatively, the endpoint must be running Windows Server 2012 R2.

Therefore, the endpoint must satisfy either:

Antivirus is nstalled and running and Windows 10 is rumning,

Windows Server 2012 R2 is running.

Reference

FortiClient EMS 7.2 Study Guide, Zero Trust Tagging Rule Set Configuration Section Fortinet Documentation on Configuring Zero
Trust Tagging Rules and Logic

NEW QUESTION # 53
Refer to the exhibit.



= AntiVirus Protection &

Scan files as they are downloaded or copied to my system
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Block malicious websites

Block known attack communication channels
Schedule Type Mottty v
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Based on the settings shown in the exhibit which statement about FortiClient behavior is true?

A. FortiClient scans infected files when the user copies files to the Resources folder
B. FortiClient blocks and deletes infected files after scanning them

C. FortiClient copies infected files to the Resources folder without scanning them.
D. FortiClient quarantines infected files and reviews later, after scanning them.

Answer: D

Explanation:

Action On Virus Discovery Warn the User Ifa Process Attempts to Access Infected Files Quarantine Infected Files. You can use
FortiClient to view, restore, or delete the quarantined file, as well as view the virus name, submit the file to FortiGuard, and view
logs. Deny Access to Infected Files Ignore Infected Files

NEW QUESTION # 54
When site categories are disabled in FortiClient web filter, which feature can be used to protect the endpoint from malicious web
access?

A. Block malicious websites on antivirus
B. Web exclusion list

C. Real-time protection list

D. FortiSandbox URL list

Answer: B

Explanation:

Web Filter Functionality:

When site categories are disabled in the FortiClient web filter, the endpoint still requires protection from malicious web access.
Alternative Protection Features:

The web exclusion list can be used to manage and block specific URLSs that are known to be malicious, providing a way to control
and secure web access even without site categories being enabled.

Conclusion:

The correct feature that can be used to protect the endpoint in this scenario is the web exclusion list (D).

Reference:

FortiClient web filter configuration and features from the study guides.

NEW QUESTION # 55
Refer to the exhibit. Based on the CLI output from FortiGate. which statement is true?



A. FortiGate is configured to pull user groups from FortiClient EMS
B. FortiGate is configured with local user group

C. FortiGate is configured to pull user groups from AD Server.

D. FortiGate is configured to pull user groups from FortiAuthenticator

Answer: A

Explanation:

Based on the CLI output from FortiGate:

The configuration shows the use of "type fortienms," indicating that FortiGate is set up to interact with FortiClient EMS.

The "server" field points to an IP address (10.0.1.200), which is typically the address of the FortiClient EMS server.

The configuration includes an SSL~enabled connection, which is a common setup for secure commumnication between FortiGate and
FortiClient EMS.

Thus, the configuration indicates that FortiGate is set up to pull user groups from FortiClient EMS.

NEW QUESTION # 56
FortiGate devices in the Security Fabric must receive endpoint from the FortiClient EMS for policy enforcement. Which is required
to synchronize endpoint information?

A. FortiGate devices must have the endpoint license.

B. FortiGate devices must be authorized on the FortiClient EMS to receive endpoint information.

C. FortiGate devices must run the same firmware version as FortiClient EMS.

D. FortiGate devices must function as gateway devices for the endpoints to receive endpoint information.

Answer: B

NEW QUESTION # 57
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