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NEW QUESTION # 47
What is the best discovery scan option for a network environment where ping is disabled on all network devices?

A. Smart scan
B. Range scan
C. CMDB scan
D. L2 scan

Answer: A

NEW QUESTION # 48
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Which discovery scan type is prone to miss a device, if the device is quiet and the entry foe that device is not present in the ARP
table of adjacent devices?

A. Smart scan
B. Range scan
C. CMDB scan
D. L2 scan

Answer: A

NEW QUESTION # 49
Which discovery scan type is prone to miss a device, if the device is quiet and the entry foe that device is not present in the ARP
table of adjacent devices?

A. Range scan
B. CMDRB scan
C. Smart scan
D. L2 scan

Answer: D

Explanation:

Discovery Scan Types: FortiSIEM uses various scan types to discover devices on a network.

Layer 2 (L2) Scan: An L2 scan discovers devices based on ARP tables and MAC address nformation from adjacent devices.

* Limitation: If a device is quiet (not actively communicating) and its entry is not present in the ARP table of adjacent devices, the [.2
scan may mss it.

Other Scan Types:

* CMDB Scan: Based on the existing Configuration Management Database (CMDB) entries.

* Range Scan: Scans a specified IP range for devices.

* Smart Scan: Uses a combination of methods to discover devices.

References: FortiSIEM 6.3 User Guide, Device Discovery section, which explains the different types of discovery scans and their
characteristics.

NEW QUESTION # 50
Which FortiSIEM components are capable of performing device discovery?

A. Worker

B. Collector

C. FortiSIEM Windows agent
D. FortiSIEM Linux agent

Answer: A

Explanation:

* Device Discovery in FortiSIEM: Device discovery is the process by which FortiSIEM identifies and adds devices to its
management scope.

* Role of Collectors: Collectors are responsible for gathering data from network devices, including discovering new devices in the
network.

Functionality: Collectors use protocols such as SNMP, WML, and others to discover devices and gather their details.

* Capability: While agents (Windows and Linux) primarily gather data from their host systems, the collectors actively discover
devices across the network.

* Reference: FortiSIEM 6.3 User Guide, Device Discovery section, which details the role of collectors in discovering network
devices.

NEW QUESTION # 51
What are the four categories of incidents?

e A Performance, availability, security, and change



¢ B. Security, change, high risk, and low risk
e C. Devices, users, high risk, and low risk
¢ D. Performance, devices, high risk, and low risk

Answer: A

Explanation:

* Incident Categories in FortiSIEM: Incidents in FortiSIEM are categorized to help administrators quickly identify and prioritize the
type of issue.

* Four Main Categories:

Performance: Incidents related to the performance of devices and applications, such as high CPU usage or memory utilization.
Availability: Incidents affecting the availability of services or devices, such as downtime or connectivity issues.

Security: Incidents related to security events, such as failed login attempts, malware detection, or unauthorized access.

Change: Incidents triggered by changes in the configuration or state of devices, such as new software installations or configuration
modifications.

* Importance of Categorization: These categories help in the efficient management and response to different types of incidents,
allowing for better resource allocation and quicker resolution.

* Reference: FortiSIEM 6.3 User Guide, Incident Management section, which details the different categories of incidents and their

significance.
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