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The Microsoft Identity and Access Administrator certification exam is ideal for professionals who are responsible for managing
identity and access solutions in an enterprise environment. This includes security administrators, identity and access administrators,
security analysts, and security engineers. SC-300 exam measures the candidate's knowledge of Microsoft Azure Active Directory,
Azure AD Identity Protection, Azure AD Connect, and other Microsoft identity and access technologies. SC-300 exam also tests
the candidate's ability to implement and manage identity and access solutions, including multi-factor authentication (MFA),
conditional access, and role-based access control (RBAC).

To prepare for the Microsoft SC-300 exam, candidates are recommended to have hands-on experience with Azire AD and Azure
services, as well as a deep understanding of identity and access management concepts. Microsoft offers a range of training
resources, including instructor-led courses, self-paced online training, and practice exas, to help candidates prepare for the exam
Passing the Microsoft SC-300 Exam validates the candidate’s expertise in identity and access management and demonstrates their
ability to effectively manage identity and access solutions in Microsoft Azure. Microsoft Identity and Access Administrator
certification is highly valued by employers and can help individuals advance their careers in the field of cloud-based identity and

access management.
Microsoft Identity and Access Administrator Sample Questions (Q230-Q235):
NEW QUESTION # 230

Your company has an Azure Active Directory (Azure AD) tenant named contosri.com The company has the business partners
shown in the following table.
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An Azure AD tenant thatl has two verilied domains named.
fabrikam.com and adatum.com

A third-party identity provider that uses the domain
namies of litwareinc.com and Contosa.com
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users can request access by using package 1.

Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packaqel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using
packagel.

‘What is the minimum of connected organization that you should create.

A0
B. 1
C.2
D.3

Answer: C

NEW QUESTION # 231
You have an Azure subscription named Sub1 that contains two resource groups named RG1 and RG2. Subl contains the users
shown in the following table

Name | Mambat fe |
Userl | Groupd, (Gf@dpl |
Userd, | Gioupd

| Diei3™"| Group3

Sub1 contains the resources shown in the following table.

: Nircrosntt
MNani< Type In resource group
VM1 Virtual machine RG1

Vault1 Azure Key V4Lt | RG1
Vault2 | Azure K@y Vault | RG2

You create the role-based access control (RBAC) role assignments shown in the following table.


https://www.lead1pass.com/Microsoft/SC-300-practice-exam-dumps.html
https://www.itcerttest.com/SC-300_braindumps.html

Role Member of Scope
Reader Group] Sub1
Key Vault Secrets User Group2 RG2
Owner Bg Soupd  _ ., | RGI

For each of the following statements, select Yes if the statement is true. Otherwise, select No NOTE: Each correct selection is worth

one point.

Answer Area

Statements Yes No

User1 can read the contents of the secrets stored in Vaultl

User2 can.read the contents of the secrets stored in Vault2. @) J

M i c rﬂseéfte configuration of VM1,

Answer:
Explanation:

Explanation:

Statements Yes

User1 can read the contents of thé segrets stored in Vault1 10

s |
= 1

.=

User2 can read the contents of the secrets stored in Vault2. Xy

User3 can update th'i’C'ro S 0 ft

e

=
I

I
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Answer Area

i Microsgff® -

User1 can read the rontentw crets stored in Vaultl .

User2 can read t&é& of the secrets stored in Vault2, ® O
User@@ate the configuration of VM1, O
O

@

NEW QUESTION # 232
You have a Microsoft 365 tenant.
Youneed to identify users who have leaked credentials. The solution must meet the following requirements.
* Identity sign-Ins by users who ate suspected of having leaked credentials.

* Rag the sign-ins as a high risk event.
* Immediately enforce a control to mitigate the risk, while still allowing the user to access applications.
What should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



To classify leaked credentials as high-risk, use:

To trigger remediation, use:

To mitigate the.risk, select:

Answer:

Explanation:

Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
ldentity Governance

Self-service password reset (SSPR)

w
Client apps not using Modern authentication
Device state __ __ y
Sign-in risk
User location
User risk

-

Apply app enforced restrictions
Block access

Grant access but requir ip r%eﬂ oli yf
Grant accéssbut rm ﬁv r % T

To classify leaked credentials as high-risk, use:

To trigger remediation, use:

To mitigate the sisk, select:

Azure Active Directory (Azure AD) identity Protection |
Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance

Self-service password reset (SSERY), \

-
Client apps not _u__s_i_ngﬂodern authentication
De\rice‘statg (\
Sign-in sk _
User logation
i = —
User risk !

w

Micrase

Apply app enforced restrictions

Block access

Grant achs but require app protection policy
€85

but require password change |

Explanation:
0 CIasSy Ieakeq Cregentals as nign-nsk, use:

Microsoft

Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged ldentity Management (PIM)
Identity Governance

Self-service password reset (SSPR)

To trigger remediation, use: b
Client apps not using Modem authentication
Device state
Sign-im nisk
User location
User risk

To mitigate the risk, select: -

Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

Reference:

https7/docs.microsoft.conven-us/azure/active-directory/identity-protection/concept-identity-protection-risks




NEW QUESTION # 233
You have a Microsoft 365 ES tenant.
You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of App1 by using Microsoft Cloud app Security.
‘Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer

area and arrange them in the correct order.

Actions

From Microsoft Cloud App Security, create
a session policy.

Publish App1 in Azure Active Directory

;(A;wqukli oS Sft

Create a conditional access policy that has
session controls configured.

Eom Microsoft Cloud App Security, modify
the Connected apps settings for/App1.

Answer:

Explanation:
Actions )

From Microsoft Cloud App Security, create
a session policy.

Answer Area

Answer Area
____________________ ;
Publish App1 in Azure Active Directory I
| | (AmrepDy l

e T ETE EETE S

Publish App1 in Azure Active Directory

(Azure AD).

Create a conditional access policy that has
session controls configured.

[ T TS

From Microsoft Cloud App Security, modify
the Connected apps setti ngs for App1

Publish App1 in Azure Active Directory
(Azure AD).

From Microsoft Cloud App Secirity, modify|
the Connected apps settings for App1.

From Microsoft-Cloud App Se:qmty‘l cr (_?l_n
a session policy.

Create a condmanai acoess p{anw Ihat has
session controls configured.

Reference:

|| From Microsoft Cloud App Security, modify :
the Connected apps settings for App1.

From Microsoft Cloud App Security, create
a session policy.

3 1
1 | Create a conditional access policy that has |
I |session controls configured.

httpsz/docs.microsoft.conven-us/cloud-app-security/proxy-deployment-any-app
https/docs.microsoft.con/en-us/cloud-app-security/session-policy-aad

NEW QUESTION # 234

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.



Member «ununwﬂh unit

AU
AUT
AU O
AU2

Not a member of an gﬁ] %ﬁ Fative unit

The users are assigned the roles shown in the following table.

Role Role scope
Password Administrator Organization
Global Reader Organization
None Not applicable
Password Administrator AU
None g

For which users can User] and User4 reset passwords? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

User3 only

User2 and User3 only

User3 and User5 only

User2, User3, and User5 only

User3, Userd and User5 only
Liser2, User3, User4, and User

usert: (BRI YOGS T
User Sionly

User2 and User2 only
User3 and User5 only
User1, User2, and User3 only

Answer:

Explanation:
Answer Area
]

User2 and User3 only
User3 and User5 only
User2, User3, and User5 only
User3, User4 and UserS only
User2, User3, User4, and User5

Userd: | User3 on

User2 and User3 only
User3 and User5 only
User1, User2, and User3 only

NEW QUESTION # 235
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