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Pure Storage Pure Certified Portworx Enterprise Professional (PEP) Exam
Sample Questions (Q39-Q44):
NEW QUESTION # 39 
What step is necessary to start using encrypted PVCs in Portworx?

A. Select secret provider.
B. StorageClass needs the following parameter: secure: enabled.
C. Configure IO profiles.

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Using encrypted Persistent Volume Claims (PVCs) with Portworx requires that an administrator first configure a secret provider
responsible for managing the encryption keys. The secret provider could be an external Key Management System (KMS) such as
AWS KMS, Google Cloud KMS, Hashicorp Vault, or Kubernetes Secrets. This step is critical because encryption keys are
essential to securely encrypt and decrypt data on volumes. Although enabling encryption in the StorageClass via parameters like
secure: enabled is necessary to activate encryption on volumes, it is insufficient without a properly configured secret provider to
manage the keys. The secret provider ensures keys are securely stored, rotated, and accessed, fulfilling compliance and security
requirements. Portworx documentation stresses this as a foundational step to enable encrypted PVCs, highlighting that without a
configured secret provider, encrypted volumes cannot be provisioned or used effectively【Pure Storage Portworx Encryption Docs
source】.

NEW QUESTION # 40 
What does an administrator need to do if a drive fails and the pool contains metadata?

A. Decommission the node.
B. Reformat the disk and reuse it.
C. Delete the pool.

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
If a drive fails and the associated storage pool contains critical metadata, the safest and recommended action is to decommission the
entire node. Metadata loss can compromise the integrity of volume allocations and cluster state. Decommissioning the node allows
Portworx to safely remove the node from the cluster, replicate data, and redistribute workloads, preventing data loss or corruption.
Deleting the pool or reformatting the disk without proper precautions risks losing metadata and causing cluster inconsistencies.
Portworx's operational guidelines emphasize that nodes with failed drives holding metadata require careful decommissioning
procedures to maintain cluster health and data durability, ensuring data is rebalanced and availability is preserved【Pure Storage
Portworx Operations Guide source】.

NEW QUESTION # 41 
What is the purpose of setting a defragmentation schedule in Portworx?

A. To monitor the health of the storage cluster.
B. To improve performance by running defragmentation during low workload periods.
C. To back up data to the cloud.

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Defragmentation in Portworx reorganizes storage blocks to reduce fragmentation caused by frequent write and delete operations.
Scheduling defragmentation during low workload periods ensures minimal impact on application performance while improving
storage efficiency and I/O throughput. This optimization leads to faster read/write operations and prolongs the lifespan of storage



devices by minimizing random I/O. Portworx provides administrators the ability to define defragmentation windows and recurrence
policies within cluster configurations to automate this process. The official Portworx documentation explains that carefully timed
defragmentation is critical to maintaining optimal cluster performance without disrupting business-critical workloads, making it an
essential part of ongoing cluster maintenance and operational health【Pure Storage Portworx Performance Guide source】.

NEW QUESTION # 42 
When updating the Portworx StorageCluster object to mount the SSL certificate secret, which path should be specified for the
AWS_CA_BUNDLE environment variable?

A. /opt/certs/objectstore.pem
B. /etc/pwx/objectstore-cert/px-s3-certs
C. /etc/pwx/objectstore-cert/objectstore.pem

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
When configuring Portworx to communicate securely with an AWS S3-compatible Object Store using custom SSL certificates, the
AWS_CA_BUNDLE environment variable must point to the mounted certificate file location. The correct path for this in the
StorageCluster spec is /opt/certs/objectstore.pem. This file contains the Certificate Authority (CA) bundle trusted by Portworx to
validate TLS connections to the object store. Ensuring this path is correctly specified and the certificate secret properly mounted is
critical to prevent TLS handshake failures and enable secure communication. Portworx documentation and configuration samples
specify /opt/certs/objectstore.pem as the standard path for the CA bundle within Portworx containers when integrating with custom
or private certificate authorities【Pure Storage Portworx Security Guide source】.

NEW QUESTION # 43 
A Kubernetes administrator would like to transfer data from an existing Persistent Volume Claim (PVC) from another storage
provider to a new Persistent Volume Claim (PVC) being provided by Portworx.
After creating the new PVC on Portworx, what must the administrator do to import the data?

A. Create a busybox pod that connects to both the source and destination PVCs and run a cp command.
B. Run the pxctl import <SOURCE_PVC> <DESTINATION_PVC> command.
C. Create a DataExport Cluster Resource that specifies the source and destination PVC.

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To migrate data from an existing PVC backed by another storage provider to a new Portworx PVC, the administrator typically
creates a temporary pod (often using a lightweight container like busybox) that mounts both the source and destination PVCs. Within
this pod, standard Linux file commands such as cp or rsync are used to transfer data between volumes. This approach leverages
Kubernetes volume mounting capabilities and avoids downtime by enabling data migration without removing the source volume
immediately. Portworx does not provide a direct pxctl import command, nor does it use a DataExport Cluster Resource for PVC
data migration. This manual method is widely documented and recommended for stateful data migration tasks involving Kubernetes
PVCs across different storage backends【Pure Storage Portworx Data Migration Guide source】.

NEW QUESTION # 44
......
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