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Microsoft Designing and Implementing Microsoft Azure Networking
Solutions Sample Questions (Q43-Q48):

NEW QUESTION # 43
Case Study 3 - Contoso, Ltd
Overview

Proseware, Inc. is a financial services company that has a mamn office in New York City and a branch office in San Francisco.

Existing Environment. Hybrid Environment

Proseware has an on-premises Active Directory Domain Services (AD DS) forest named corp.proseware.com that syncs with a

Microsoft Entra tenant named proseware.com.

Proseware has an Azure subscription that is linked to proseware.com
Proseware has an internal certification authority (CA).

Existing Environment. Network Infrastructure

The offices contain the resources shown in the following table.

Description

New York
City

On-premises

NYCMet
pots network

IP address space of
192.168.0.0/22

San
Francisco

On-premises

SFOMNet
network

IP address space of
192.168.100.0/22

New York

NYCDNS1 City

Server

DNS server th,

at runs

Windows Server 2019

and has an IP
192.168.0.100

address of

NYCNet connects to Azure by using an ExpressRoute circuit.
SFONet connects to Azure by using a Site-to-Site (S2S) VPN.

Existing Environment. Azure Resources

The Azure subscription contains the virtual networks and subnets shown in the following table.

Name Type Location Description
East US IP address space of
HubVNet Virtual network | Azure 10.0.0.0/20 peered to
region SpokeVNet
East US IP adde€ss space of
SpokeVNet | Virtual network | Azure 10.0,16.0/20 peered to
region HubVNet
Active-passive resiliency, in
Virtual network the Generdtidh 2- YanGw3)
YEN gateway fLOVNet | oy UMNat has the default
ASN connected to SFONet
SUBNET-PE | Subnet HubVNet Used for private endpoints
SUBNET- .
JUMPHOSTS Subnet HubVNet Used for jump hosts
Contains an Azure
izgg'ﬂ{ Subnet SpokeVNet | application gateway named
APPGW1

The subscription contains four virtual machines named VM1, VM2, VM3, and VM4. VM1 and VM2 host an app named Appl.
VM3 and VM4 host a web app named App2 that is accessed by using a FQDN of app2.proseware.com Users access
app2.proseware.com by using HTTP or HTTPS.
VM1, VM2, and VM4 are connected to SpokeVNet.
The subscription contains Application Gateway resources shown in the following table.




Name Type Location Description
Aodliea: In.the Azure Web Application Firewall (WAF) V2 SKU
APPGW1 GPP Ica SpokeVNet | Terminates HITPS connections to a backend pool
s that cémtains VM3 and VM4
Network East US
APPGW1-N5G1 security . Associated with SUBNET-APPGW1
region
group (N5G)
Azure Web
APPGW1- Application EastJS :
WAFPolicy Firewall région PR o)
(WAF) poligy

- -

The subscription contains an Azure Front Door Standard profile named FD1. FDI contains a single origin group that targets
APPGW!1 by using the default endpoint name.

HubVNet connects to NYCNet by using an ExpressRoute gateway named ERGW1.

Planned Changes and Requirements. Planned Changes

Proseware plans to implement the following changes:

- Deploy an Azure Private DNS Resolver named PRDNS1 to HubVNet and link PRDNS1 to SpokeVNet.

- Create a DNS forwarding ruleset named DNSRS1 and associate DNSRS1 with PRDNSI.

- Deploy Azure Virtual Network Manager and implement the following rules:

- Allow nbound connections on TCP port 3389 from the on-premises networks to SUBNET- JUMPHOSTS.

- Block mbound connections on TCP port 80 fiom the nternet to SpokeVNet.

- Ensure that Azure Virtual Network Manager rules take precedence over conflicting NSG rules.

- Deploy two network virtual appliances (NVAs) named NVA1 and NVA2 to HubVNet.

- Deploy a gateway load balancer named LBGW1 to HubVNet.

- Configure LBGW1 to inspect traffic on TCP ports 443, 1433, and 1434 fiom LBS1 by using NVA1 and NVA2.

- Ensure that all the traffic to App?2 is processed by using FD1.

Planned Changes and Requirements. Connectivity requirements

Proseware identifies the following connectivity requirements:

- Minimize the complexity of the Azure Virtual Network Manager deployment.

- Route traffic between NYCNet and SFONet via the ExpressRoute circuit and the S2S VPN.

- Ensure that remote users on Windows 11 devices can connect to HubVNet by using a Point-to- Site (P2S) VPN and their
proseware.com credentials.

Planned Changes and Requirements. Security requirements

Proseware identifies the following security requirements:

- Whenever possible, use the internal CA.

- Ensure that all connections routed via APPGW1 use end-to-end encryption.

- Ensure that user connections to Azure-hosted apps use end-to-end encryption.

- Ensure that all inbound internet traffic to app2.proseware.com s routed via FD1.

- Prevent devices that connect to NYCNet from accessing Azure services that use private endpoints.

- Enable the virtual machines that connect to HubVNet and SpokeVNet to access Azure services that use private endpoints.
Planned Changes and Requirements. General requirements

Proseware identifies the following general requirements:

- Minimize the TP address space required to deploy platform-managed resources to the virtual networks.

- From SpokeVNet, resolve name resolution requests for the azure. proseware.com namespace and the corp.proseware.com
namespace by using PRDNSI.

- Whenever possible, minimize administrative effort.

Hotspot Question

Youneed to configure the P2S VPN to meet the connectivity requireiments.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area

[

Answer:

Explanation:

Far VPNGW1, set Tunnel type to: v

Microsoft IKEv2

OpenVPN (SSL)
SSTP (SSL)

For'praseware.com: v

Answer Area

S hiencsefdyee o

Conﬁgure an enterprise application.
Create an app registration.
Provision a user-assigned managed identity.

IKEv2
OpenVPN (SSL) .
SSTP (SSU)

For prosewarecomg '

NEW QUESTION # 44
Hotspot Question
You have an Azure subscription that contains the resources shown in the following table.

C-on-ﬁgure an enterprise application.
Create an app registration.
Provision a user-assigned managed identity.

Name Type Description Micracnft
appservice] | Azure App Service | Hosts an app named Appl I RRMERSE N
contoso.com | Azmare DNS zone | Resolves name requests from the internet
FD1 Azure Front Door | Standard profile with Appl configured as the origin
KeyVault] Azure Key Vault | Key vanlt with Permission model set to Vault access policy
KeyVault2 Azure Key Vault | Key vault with Permission model set to Azure role-based access control

You purchase a certificate for app1.contoso.com froma public certification authority (CA) and install the certificate on appservicel.
You need to ensure that Appl can be accessed by using a URL of https:/app1.contoso.com. The solution must ensure that all the
traffic for Appl is routed via FDI.

Which type of DNS record should you create, and where should you store the certificate? To answer, select the appropriate options
i the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

DNS record type:

CNAME 'c+m
xaiﬁvs

S%}étawﬁte in:

FD1
KeyVaultl
KeyVault2

B\ icrosoft

Answer:
Explanation:
Answer Area
DNS record type: v
A
cNAME ]
= | SRVi=
: TXT
=Microsoft
. Store the certificate in: F
1
KeyVaultl
KeyVault2
Explanation:

DNS: CNAME (When you added a custom domain to your Front Door's frontend hosts, you created a CNAME record in the
DNS table of your domain registrar to map it to your Front Door's default .azurefd.net hostname) Store certificate in: KeyVault1
(Your key vault must be configured to use the Key Vault access policy permission model.) There you have a link with all explained
https://learn.microsoft.comven-us/azure/frontdoor/front- door-customdomain-https.

NEW QUESTION # 45

Hotspot Question

You have an on-premises network.

You have an Azure subscription that contains the resources shown in the following table.



Name Type Description
Subnet1 On-premises subnet Assigned an IP address of 10.1.1.0/24
Subnet2 On-premises subnet Assigned an P address of 10.1.2.0/24
Subnet3 Azure virtual subnet Assigned an IP address of 10.1.3.0/24
Subnet4 Azure virtual subnet Assignedan IP address of 10.1.1.0/24
VNeti Azure virtual network Contains Subnet3 and Subnet4
Serveri Windows Server 2022 On-premises server that is connected to Subnet1

and Subnet2.
. Azure virtual machine that is connectedto

VM2 Windows Server 2022 Sub mﬁﬂd Subnetd,-, 4 P +
S2SVPN1 Site-to-Site (52S) VPN Conn the br?*ﬁm?fh{e‘b ﬁetwork to VNet1

Youneed to ensure that on-premises devices can communicate with Azure resources that are connected to Subnet4.
‘What should you do on each resource? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Server1:

Answer Area

v

Configure an Azure Network Adapter. .~

Deploy the Network Controller role:.
Deploy the On-Premises Extended-Network Gateway appliance.
Deploy the Web App!lcatlon Proxy role service.

VM2:

v

Configure/an Azure Network Adapter.

Deploy the Routing and Remote Access server.

Deploy the Azure Extended-Network Gat ay appliance.

Deploy the On-Premises ExtededNefwork Gateway appliance.

Answer:
Explanation:

Answer Area

Server1:

Explanation:

https:/learn.microsoft. com/en-us/windows-server/manage/windows-admin-center/azure/azure- extended-network

Configure an Azure Network Adapter.
Deploy the Network Controller role.

Deploy the Web Application Proxy role service.

Deploy the On-Premises Extended-Network Gateway appliance.

Configure an Azure Network Adapter.

Deploy the Routing and Remote Access server.

Deploy the Azure Extended-Network Gateway appliance.
ﬁmpm@ﬁ@ ses Extended-Network Gateway appliance.




NEW QUESTION # 46
Your on-premises network contains a DNS server named Server 1.
You have an Azure subscription that contains the resources shown in the following table.
_MH{CI’O??DWCT = Descnptmn . R, |
\‘Nn. | Wiftual network None
| | @@nhécted to VNet1

VM1 Virtual maching Connected to storage1 by using a
private endpoint

storagel Stogage account None

The on-premises network is connected to VNetl by using a Site-to-Site (S2S) VPN.
Youneed to ensure that Server! can resolve the DNS name of storagel. The solution must minimize costs and administrative effort.
‘What should you use?

A. an Azure virtual machine that hosts a DNS service
B. Azure DNS Private Resolver

C. an Azure public DNS zone

D. an Azure Private DNS zone

Answer: B

NEW QUESTION # 47
You have an Azure private DNS zone named contoso.com that is linked to the virtual networks shown in the following table.

IP address
10.1.0.0/16 Mickoco
10.2.0.0/16

The links have auto regjstration enabled.
You create the virtual machines shown in the following table.

Name | “°°9P address
VM1 10.1.10110
VM2 10.2.10.10
VM3 10.2.10.11

You manually add the following entry to the contoso.com zone:

* Name: VM1

* TP address: 10.1.10.9

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
VM2 will resoive vml.contosc.com to 10.1.10.10 O
Deleting VM1 will delete the VM1 record automatically O

OO0 Q) &

' 4
Changing the IP address of VMBM\dea‘te the DNSfeeerd of VM3 automaticaily O

Answer:

Explanation:



Statements

VM2 will resolve vm1.contoso.com to 10.1.10.10

Deleting VM1 will delete the VM1 record automatically

Changing the IP address of VM3 will update the DNS record of VIVI3/autonyatically O

Explanation
Graphical user interface, text, application Description automatically generated
Statements Yes No
VM2 will resolve vm1.contoso.com to 10.1.10.10 O O
Deleting VM1 will délete the VM1 record automatically O O
Changing the IP address of VM3 will update the DNS record of VM3 automatically O O

Box 1: No

The manual DNS record will overwrite the auto-registered DNS record so VM1 will resolve to 10.1.10.9.

Box 2: No

The DNS record for VM1 is now a manually created record rather than an auto-registered record. Only auto-registered DN'S
records are deleted whena VM is deleted.

Box 3: No

This answer depends on how the IP address is changed. To change the IP address ofa VM manually, you would need to select
'Static' as the IP address assignment. In this case, the DNS record will not be updated because onty DHCP assigned IP addresses
are auto-registered.

Reference:

httpsz//docs.microsoft.conven-us/azure/dns/dns-fag-private

NEW QUESTION # 48
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