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Fortinet FCP_FAZ AN-7.4 Exam Syllabus Topics:

Topic

Details

Topic 1

Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
playbooks. Candidates will explain playbook components and develop workflows that automate responses
to security incidents, improving operational efficiency n SOC environments.

Topic 2

Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
covers the fundamental concepts of FortiAnalyzer.

Topic 3

SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on
FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident
response capabilities.

Topic 4

Logging: Candidates will learn about logging mechanisis, log analysis, and gathering log statistics to
effectively monitor security events and incidents.

Topic 5

Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data
presentation and insights for security analysis.

Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q33-Q38):

NEW QUESTION # 33
Why must you wait for several minutes before you run a playbook that you just created?

Answer: C

A. FortiAnalyzer needs that time to debug the new playbook.

B. FortiAnalyzer needs that time to ensure there are no other playbooks running,
C. FortiAnalyzer needs that time to parse the new playbook.

D. FortiAnalyzer needs that time to back up the current playbooks.

NEW QUESTION # 34
‘What remote authentication servers can you configure to validate your FortiAnalyzer administrator logons? (Choose three)

Answer: C,D,E

A. Local

B. PKI

C. TACACS+
D. RADIUS
E. LDAP

NEW QUESTION # 35
Which two purposes does the auto cache setting on reports serve? (Choose two.)

Answer: B,D

A. It provides diagnostics on report generation time.

B. It automatically updates the hcache when new logs arrive.
C. It reduces the log insert lag rate.

D. It reduces report generation time.
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NEW QUESTION # 36
You need to move reports between two ADOM .
Which two statements are true? (Choose two.)

A. All charts and datasets associated with the report will be imported together.

B. Youneed to convert the reports into templates first.

C. The data and time will be appointed to the original report name to avoid conflicts.
D. The ADOMs musst be compatible types.

Answer: AD

NEW QUESTION # 37
When is the execution of a playbook considered as failed?

A. When at least one of the tasks fails

B. When the playbook is disabled

C. When the playbook is imported from another ADOM
D. When all the tasks fail

Answer: A

NEW QUESTION # 38
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