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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q268-Q273):
NEW QUESTION # 268 
What is the function of a service route?

A. The service route is the method required to use the firewall's management plane to provide services to applications
B. Service routes provide access to external services such as DNS servers external authentication servers or Palo Alto
Networks services like the Customer Support Portal
C. The service packets enter the firewall on the port assigned from the external service. The server sends its response to the
configured destination interface and destination IP address
D. The service packets exit the firewall on the port assigned for the external service. The server sends its response to the
configured source interface and source IP address

Answer: B

Explanation:
Explanation
A service route is the path from an interface on the firewall to a service on a server. Service routes provide access to external
services such as DNS servers, external authentication servers or Palo Alto Networks services like the Customer Support Portal1.
By default, the firewall uses the management (MGT) interface to access these services, but you can configure a data port (a regular
interface) as an alternative2. A service route is not related to the firewall's management plane or the port assigned for the external
service. A service route does not affect how the server sends its response to the firewall. References: 1:
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-networking-admin/service-routes/service-routes-overview
2
:https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-networking-admin/service-routes/configure-service-route

NEW QUESTION # 269 
When performing the "ping" test shown in this CLI output:
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What will be the source address in the ICMP packet?

A. 10.46.64.94
B. 10.30.0.93
C. 192.168.93.1
D. 10.46.72.93

Answer: A

NEW QUESTION # 270 
What are three reasons for excluding a site from SSL decryption? (Choose three.)

A. unsupported ciphers
B. mutual authentication
C. unsupported browser version
D. certificate pinning
E. the website is not present in English

Answer: A,B,D

Explanation:



Explanation
Reasons that sites break decryption technically include pinned certificates, client authentication, incomplete certificate chains, and
unsupported ciphers.
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/decryption/decryption- exclusions/exclude-a-server-from-
decryption.html

NEW QUESTION # 271 
Which GloDalProtecI gateway setting is required to enable split-tunneting by access route, destination domain and application?

A. Tunnel mode
B. Satellite mode
C. No Direct Access to local networks
D. IPSec mode

Answer: A

Explanation:
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-gateways/split-tunnel-tra

NEW QUESTION # 272 
An administrator has been asked to configure a Palo Alto Networks NGFW to provide protection against external hosts attempting
to exploit a flaw in an operating system on an internal system.
Which Security Profile type will prevent this attack?

A. URL Filtering
B. Vulnerability Protection
C. Antivirus
D. Anti-Spyware

Answer: B

Explanation:
Explanation/Reference:
Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface-help/objects/ objects-security-profiles-
vulnerability-protection

NEW QUESTION # 273
......
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