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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q321-Q326):
NEW QUESTION # 321 
A company has an Auto Scaling group of Amazon EC2 instances that scale based on average CPU utilization.
The Auto Scaling group events log indicates an InsufficientlnstanceCapacity error.
Which actions should a SysOps administrator take to remediate this issue? (Select TWO.

A. Configure the Auto Scaling group in different Availability Zones.
B. Request an increase in the instance service quota.
C. Configure the Auto Scaling group to use different Amazon Elastic Block Store (Amazon EBS) volume sizes.
D. Change the instance type that the company is using.
E. Increase the maximum size of the Auto Scaling group.

Answer: A,D

NEW QUESTION # 322 
A SysOps administrator is unable to authenticate an AWS CLI call to an AWS service Which of the following is the cause of this
issue?

A. The IAM password is incorrect
B. The server certificate is missing
C. The SSH key pair is incorrect
D. There is no access key

Answer: D

Explanation:
The most likely reason for being unable to authenticate an AWS CLI call to an AWS service is the absence of an access key. AWS
CLI requires an access key and secret key to authenticate requests.
* Access Key and Secret Key:
* AWS uses access keys to identify and authenticate the identity of the requester.
* Ensure that the AWS CLI is configured with a valid access key and secret key.
* Check AWS CLI Configuration:
* Use the aws configure command to set up the AWS CLI with the necessary credentials.
* Verify that the ~/.aws/credentials file contains the correct access key and secret key.
AWS CLI Configuration
Managing Access Keys

NEW QUESTION # 323 
A SysOps administrator developed a Python script that uses the AWS SDK to conduct several maintenance tasks. The script needs
to run automatically every night.
What is the MOST operationally efficient solution that meets this requirement?

A. Convert the Python script to an AWS Lambda function. Use AWS CloudTrail to invoke the function every night.
B. Convert the Python script to an AWS Lambda function. Use an Amazon EventBridge (Amazon CloudWatch Events) rule
to invoke the function every night.
C. Deploy the Python script to an Amazon EC2 instance. Use Amazon EventBride (Amazon CloudWatch Events) to
schedule the instance to start and stop every night.
D. Deploy the Python script to an Amazon EC2 instance. Use AWS Systems Manager to schedule the instance to start and
stop every night.

Answer: B

Explanation:



https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/RunLambdaSchedule.html

NEW QUESTION # 324 
A company hosts a web application on Amazon EC2 instances behind an Application Load Balancer (ALB). The company uses
Amazon Route 53 to route traffic.
The company also has a static website that is configured in an Amazon S3 bucket.
A SysOps administrator must use the static website as a backup to the web application. The failover to the static website must be
fully automated.
Which combination of actions will meet these requirements? (Choose two.)

A. Create an AWS Lambda function to switch from the primary website to the secondary website when the health check
fails.
B. Create a primary failover routing policy record. Configure the value to be the ALB. Associate the record with a Route 53
health check.
C. Create a secondary failover routing policy record. Configure the value to be the static website. Associate the record with a
Route 53 health check.
D. Create a secondary failover routing policy record. Configure the value to be the static website.
E. Create a primary failover routing policy record. Configure the value to be the ALB.

Answer: B,E

Explanation:
To use the static website as a backup to the web application and ensure automated failover, the SysOps administrator should set up
failover routing policies in Amazon Route 53.
Failover Routing Policies:
Route 53 failover routing allows you to route traffic to a primary resource when it is healthy and automatically failover to a secondary
resource when the primary becomes unhealthy.
Steps to Implement:
Primary Failover Record: Create a primary failover routing policy record and set the value to the ALB. Associate this record with a
Route 53 health check that monitors the ALB.
Secondary Failover Record: Create a secondary failover routing policy record and set the value to the static website.
Reference:
Amazon Route 53 Failover Routing

NEW QUESTION # 325 
A company wants to be alerted through email when IAM CreateUser API calls are made within its AWS account.
Which combination of actions should a SysOps administrator take to meet this requirement? (Choose two.)

A. Create an Amazon EventBridge (Amazon CloudWatch Events) rule with Amazon CloudSearch as the event source and
IAM CreateUser as the specific API call for the event pattern.
B. Create an Amazon EventBridge (Amazon CloudWatch Events) rule with AWS IAM Access Analyzer as the event source
and IAM CreateUser as the specific API call for the event pattern.
C. Use an Amazon Simple Notification Service (Amazon SNS) topic as an event target with an email subscription.
D. Use an Amazon Simple Email Service (Amazon SES) notification as an event target with an email subscription.
E. Create an Amazon EventBridge (Amazon CloudWatch Events) rule with AWS CloudTrail as the event source and IAM
CreateUser as the specific API call for the event pattern.

Answer: C,E

Explanation:
To receive email notifications when IAM CreateUser API calls are made, you need to create an EventBridge rule that captures these
events from CloudTrail and then routes them to an SNS topic that has an email subscription.
* Enable CloudTrail:
* Ensure AWS CloudTrail is enabled in your account to log API activity. Go to AWS CloudTrail Console and enable it if not
already enabled.
* Create SNS Topic:
* Open the Amazon SNS console at Amazon SNS Console.
* Create a new topic and name it (e.g., IAMCreateUserNotifications).
* Create an email subscription for the topic by entering your email address and confirming the subscription via the email received.



* Create EventBridge Rule:
* Open the Amazon EventBridge console at Amazon EventBridge Console.
* Create a new rule and provide a name and description.
* For the Event source, select AWS events or EventBridge Schema.
* In Event pattern, select AWS services and choose CloudTrail as the service.
* Specify the event type as AWS API Call via CloudTrail.
* In the Event source dropdown, select IAM and in the API operation, enter CreateUser.
* Add Target:
* Add a target and select SNS topic.
* Choose the SNS topic you created earlier (IAMCreateUserNotifications).
* Configure Permissions:
* Ensure that the EventBridge rule has permission to publish to the SNS topic.
This configuration will trigger an email notification whenever an IAM CreateUser API call is made, keeping you informed of new
user creations.
Creating an EventBridge Rule That Triggers on an Event
Setting Up a CloudWatch Event to Trigger SNS
Creating CloudTrail Event Rules

NEW QUESTION # 326
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