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CompTIA Linux+ Certification Exam Sample Questions (Q79-Q84):
NEW QUESTION # 79 
An average of one out of three users in a company cannot reach the company website. A Linux administrator determines that one of
the three website servers is down. The administrator inspects the DNS configuration for the website and notices the following entry:

Which of the following accurately explains the issue?
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A. The DNS configuration is missing corresponding AAAA records and PTR records, and this is causing clients to fail the
hostname translation.
B. The administrator has incorrectly configured the DNS server to be an iterative resolver instead of an authoritative resolver.
C. One of the DNS records has not been signed with a DNSSEC-supported key, and this is causing some web browsers to
reject the DNS response.
D. DNS returns all three records in a different order each time, and the browser typically uses the first address in the DNS
response.

Answer: D

Explanation:
With multiple A records, DNS performs simple round-robin ordering and returns the records in a different sequence on each query.
Most clients try the first address returned-so when the downed server's IP appears first (about one in three times), those users
cannot connect.

NEW QUESTION # 80 
Which of the following best describes the role of initrd?

A. It contains basic kernel modules and drivers required to start the system.
B. It contains trusted certificates and secret keys of the system.
C. It is required to initialize a random device within a Linux system.
D. It is required to connect to the system via SSH.

Answer: A

Explanation:
initrd (initial ramdisk) provides essential kernel modules and drivers (e.g., for storage and filesystems) needed during the early boot
process before the root filesystem is mounted.

NEW QUESTION # 81 
A DevOps engineer made some changes to files on a local repository. The engineer realizes that the changes broke the application
and the changes need to be reverted back. Which of the following commands is the best way to accomplish this task?

A. git rebase
B. git reset
C. git stash
D. git pull

Answer: B

Explanation:
The git reset command reverts changes in the local repository to a previous commit, effectively discarding the problematic
modifications and restoring the application to a working state.

NEW QUESTION # 82 
An administrator has generated an RSA SSH key pair to log in to a remote server. After copying the public key and attempting to
log in, the administrator sees the following message:
admin@192.168.10.50: Permission denied (publickey,password)
After seeing the message, the administrator attempts to connect using ssh -v admin@192.168.10.50 and notices the following debug
output:
debug1: send_pubkey_test: no mutual signature algorithm
Which of the following actions should the administrator take first to remediate this issue?

A. Issue systemctl restart sshd on the local server.
B. Update permissions on the /home/admin/.ssh directory to 700 on the remote server.
C. Create a new key pair by running ssh-keygen -t ecdsa.
D. Set PermitRootLogin yes in the /etc/ssh/sshd_config file.



Answer: C

Explanation:
The "no mutual signature algorithm" error means the RSA/SHA-1 key type (ssh-rsa) isn't supported by both client and server.
Generating a new key with a modern algorithm (e.g., ssh- keygen -t ecdsa) ensures a mutually supported signature method.

NEW QUESTION # 83 
A Linux administrator receives reports that an application hosted in a system is not completing tasks in the allocated time. The
administrator connects to the system and obtains the following details:

Which of the following actions can the administrator take to help speed up the jobs?

A. Increase the amount of swap space available to the system.
B. Increase the amount of free memory available to the system.
C. Increase the amount of disks available to the system.
D. Increase the amount of CPU resources available to the system.

Answer: D

Explanation:
The uptime output shows a load average of 7.75, 5.72, 5.17 on a system with only 4 processors (nproc = 4). This indicates CPU
saturation since the load averages are significantly higher than the number of available CPUs. Memory and swap usage are minimal,
and vmstat shows no I/O waits, so the bottleneck is CPU. Increasing CPU resources will help speed up the jobs.
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