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Google Cloud Certified - Professional Cloud DevOps Engineer Exam Sample
Questions (Q172-Q177):
NEW QUESTION # 172 
Your company stores a large volume of infrequently used data in Cloud Storage. The projects in your company's CustomerService
folder access Cloud Storage frequently, but store very little data. You want to enable Data Access audit logging across the company
to identify data usage patterns. You need to exclude the CustomerService folder projects from Data Access audit logging. What
should you do?

A. Enable Data Access audit logging for Cloud Storage at the organization level, with no additional configuration.
B. Enable Data Access audit logging for Cloud Storage for all projects and folders, and configure exempted principals to
include users of the CustomerService folder.
C. Enable Data Access audit logging for Cloud Storage for all projects and folders other than the CustomerService folder.
D. Enable Data Access audit logging for Cloud Storage at the organization level, and configure exempted principals to include
users of the CustomerService folder.

Answer: D

Explanation:
To exclude a subset of users or projects from Data Access audit logging, you use the exempted principals configuration. This allows
you to selectively disable logs for specific groups, such as developers in the CustomerService folder.
"You can configure exempted principals so that audit logs are not generated for certain users, service accounts, or groups."
- Configuring Audit Logs
"Data Access logs are disabled by default because of their high volume, and you can enable them at the organization, folder, or
project level."
- Audit Logs Overview
Thus, enabling audit logging org-wide and exempting a specific set of users (i.e., CustomerService folder) meets the need.

NEW QUESTION # 173 
Your product is currently deployed in three Google Cloud Platform (GCP) zones with your users divided between the zones. You
can fail over from one zone to another, but it causes a 10-minute service disruption for the affected users. You typically experience a
database failure once per quarter and can detect it within five minutes. You are cataloging the reliability risks of a new real-time chat
feature for your product. You catalog the following information for each risk:
* Mean Time to Detect (MUD} in minutes
* Mean Time to Repair (MTTR) in minutes
* Mean Time Between Failure (MTBF) in days
* User Impact Percentage
The chat feature requires a new database system that takes twice as long to successfully fail over between zones. You want to
account for the risk of the new database failing in one zone. What would be the values for the risk of database failover with the new
system?

A. MTTD: 5
MTTR: 10
MTBF: 90
Impact: 33%
B. MTTD:5
MTTR: 20
MTBF: 90
Impact: 33%
C. MTTD:5
MTTR: 10
MTBF: 90
Impact 50%
D. MTTD:5
MTTR: 20
MTBF: 90
Impact: 50%

Answer: A



NEW QUESTION # 174 
Your application artifacts are being built and deployed via a CI/CD pipeline. You want the CI/CD pipeline to securely access
application secrets. You also want to more easily rotate secrets in case of a security breach. What should you do?

A. Prompt developers for secrets at build time. Instruct developers to not store secrets at rest.
B. Store secrets in a separate configuration file on Git. Provide select developers with access to the configuration file.
C. Encrypt the secrets and store them in the source code repository. Store a decryption key in a separate repository and
grant your pipeline access to it
D. Store secrets in Cloud Storage encrypted with a key from Cloud KMS. Provide the CI/CD pipeline with access to Cloud
KMS via IAM.

Answer: B

NEW QUESTION # 175 
You support a large service with a well-defined Service Level Objective (SLO). The development team deploys new releases of the
service multiple times a week. If a major incident causes the service to miss its SLO, you want the development team to shift its
focus from working on features to improving service reliability. What should you do before a major incident occurs?

A. Add a plugin to your Jenkins pipeline that prevents new releases whenever your service is out of SLO.
B. Develop an appropriate error budget policy in cooperation with all service stakeholders.
C. Negotiate with the product team to always prioritize service reliability over releasing new features.
D. Negotiate with the development team to reduce the release frequency to no more than once a week.

Answer: C

NEW QUESTION # 176 
You are running an application on Compute Engine and collecting logs through Stackdriver. You discover that some personally
identifiable information (PII) is leaking into certain log entry fields. You want to prevent these fields from being written in new log
entries as quickly as possible. What should you do?

A. Wait for the application developers to patch the application, and then verify that the log entries are no longer exposing PII.
B. Stage log entries to Cloud Storage, and then trigger a Cloud Function to remove the fields and write the entries to
Stackdriver via the Stackdriver Logging API.
C. Use the filter-record-transformer Fluentd filter plugin to remove the fields from the log entries in flight.
D. Use the fluent-plugin-record-reformer Fluentd output plugin to remove the fields from the log entries in flight.

Answer: C

NEW QUESTION # 177
......
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