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Google Cloud Certified - Professional Cloud Network Engineer Sample
Questions (Q72-Q77):
NEW QUESTION # 72 
(You are developing an internet of things (IoT) application that captures sensor data from multiple devices that have already been set
up. You need to identify the global data storage product your company should use to store this data. You must ensure that the
storage solution you choose meets your requirements of sub- millisecond latency. What should you do?)

A. Store the IoT data in Bigtable.
B. Store the IoT data in Cloud Storage. Implement caching by using Cloud CDN.
C. Capture IoT data in BigQuery datasets.
D. Store the IoT data in Spanner. Use caches to speed up the process and avoid latencies.

Answer: A

Explanation:
Comprehensive and Detailed In Depth Explanation:
Let's evaluate each option based on the requirement of sub-millisecond latency for globally stored IoT data:
A). Spanner with Caching: While Spanner offers strong consistency and global scalability, the base latency might not consistently be
sub-millisecond for all read/write operations globally. Introducing caching adds complexity and doesn't guarantee sub-millisecond
latency for all initial reads or cache misses.
B). Bigtable: Bigtable is a highly scalable NoSQL database service designed for low-latency, high-throughput workloads. It excels at
storing and retrieving large volumes of time-series data, which is typical for IoT sensor data. Its architecture is optimized for single-
key lookups and scans, providing consistent sub-millisecond latency, making it a strong candidate for this use case.
C). BigQuery: BigQuery is a fully managed, serverless data warehouse designed for analytical queries on large datasets. While it's
excellent for analyzing IoT data in batch, it's not optimized for the low-latency, high- throughput ingestion and retrieval required for
real-time IoT applications with sub-millisecond latency needs.
D). Cloud Storage with Cloud CDN: Cloud Storage is object storage and is not designed for low-latency transactional workloads.
Cloud CDN is a content delivery network that caches content closer to users for faster delivery, but it's not suitable for the primary
storage of rapidly incoming IoT sensor data requiring sub- millisecond write latency.
Google Cloud Documentation References:
Cloud Bigtable Overview: https://cloud.google.com/bigtable/docs/overview - This document highlights Bigtable's suitability for low-
latency and high-throughput applications, including IoT. It mentions its ability to handle massive amounts of data with consistent
performance.
Spanner Overview: https://cloud.google.com/spanner/docs/overview - While Spanner offers low latency, Bigtable is generally
preferred for extremely high-throughput, low-latency use cases like raw sensor data ingestion due to its optimized architecture for
such workloads.
BigQuery Overview: https://cloud.google.com/bigquery/docs/introduction - This emphasizes BigQuery's analytical capabilities rather
than low-latency operational workloads.
Cloud Storage Overview: https://cloud.google.com/storage/docs/overview - This describes Cloud Storage as object storage, not
ideal for sub-millisecond latency reads and writes required for real-time IoT data.

NEW QUESTION # 73 
Your software team is developing an on-premises web application that requires direct connectivity to Compute Engine Instances in
GCP using the RFC 1918 address space. You want to choose a connectivity solution from your on-premises environment to GCP,
given these specifications:
* Your ISP is a Google Partner Interconnect provider.
* Your on-premises VPN device's internet uplink and downlink speeds are 10 Gbps.
* A test VPN connection between your on-premises gateway and GCP is performing at a maximum speed of
500 Mbps due to packet losses.
* Most of the data transfer will be from GCP to the on-premises environment.
* The application can burst up to 1.5 Gbps during peak transfers over the Interconnect.
* Cost and the complexity of the solution should be minimal.
How should you provision the connectivity solution?

A. Provision a Dedicated Interconnect instead of a VPN.
B. Create multiple VPN tunnels to account for the packet losses, and increase bandwidth using ECMP.
C. Use network compression over your VPN to increase the amount of data you can send over your VPN.
D. Provision a Partner Interconnect through your ISP.



Answer: B

NEW QUESTION # 74 
Your team is developing an application that will be used by consumers all over the world. Currently, the application sits behind a
global external application load balancer You need to protect the application from potential application-level attacks. What should
you do?

A. Create a VPC Service Controls perimeter with the global external application load balancer as the protected service, and
apply it to the backend service
B. Create multiple firewall deny rules to block malicious users, and apply them to the global external application load balancer
C. Enable Cloud CDN on the backend service.
D. Create a Google Cloud Armor security policy with web application firewall rules, and apply the security policy to the
backend service.

Answer: D

Explanation:
The correct answer is C because it meets the requirement of protecting the application from potential application-level attacks.
Google Cloud Armor security policies are sets of rules that match on attributes from Layer 3 to Layer 7 to protect externally facing
applications1. Web application firewall (WAF) rules are predefined rules that detect and mitigate common web attacks such as
cross-site scripting (XSS), SQL injection, remote file inclusion, and more2. By applying a Google Cloud Armor security policy with
WAF rules to the backend service, you can filter out malicious requests before they reach your application.
Option A is incorrect because Cloud CDN is a content delivery network that caches static content at the edge of Google's network,
but it does not provide any protection against application-level attacks3. Option B is incorrect because firewall rules are applied at
the VPC network level, not at the load balancer level4. Firewall rules also only match on Layer 3 and 4 attributes, not on Layer 7
attributes that are relevant for application- level attacks4. Option D is incorrect because VPC Service Controls perimeter is a feature
that helps you secure your data from unauthorized access by users outside your organization, but it does not protect your application
from external attacks.

NEW QUESTION # 75 
You just finished your company's migration to Google Cloud and configured an architecture with 3 Virtual Private Cloud (VPC)
networks: one for Sales, one for Finance, and one for Engineering. Every VPC contains over 100 Compute Engine instances, and
now developers using instances in the Sales VPC and the Finance VPC require private connectivity between each other. You need
to allow communication between Sales and Finance without compromising performance or security. What should you do?

A. Configure an HA VPN gateway between the Finance VPC and the Sales VPC.
B. Configure Cloud NAT and a Cloud Router in the Sales and Finance VPCs.
C. Configure the instances that require communication between each other with an external IP address.
D. Create a VPC Network Peering connection between the Finance VPC and the Sales VPC.

Answer: D

NEW QUESTION # 76 
Your organization recently re-architected your cloud environment to use Network Connectivity Center.
However, an error occurred when you tried to add a new VPC named vpc-dev as a spoke. The error indicated that there was an
issue with an existing spoke and the IP space of a VPC named vpc-pre-prod. You must complete the migration quickly and
efficiently. What should you do?

A. Remove the conflicting VPC spoke for vpc-pre-prod from the set of VPC spokes in Network Connectivity Center. Add
the VPC spoke for vpc-dev. Add the previously removed vpc-pre-prod as a VPC spoke.
B. Exclude the conflicting IP range by using the --exclude-export-ranges flag when creating the VPC spoke for vpc-dev.
C. Delete the VMs associated with the conflicting subnets, then delete the conflicting subnets in vpc-dev.
Recreate the subnets with a new IP range and redeploy the previously deleted VMs in the new subnets.
Add the VPC spoke for vpc-dev.
D. Exclude the conflicting IP range by using the --exclude-export-ranges flag in the hub when attaching the VPC spoke for
vpc-dev.



Answer: A

Explanation:
Explanation: The most efficient way to resolve the conflict is to temporarily remove the conflicting vpc-pre- prod spoke, add the
vpc-dev spoke, and then re-add vpc-pre-prod. This ensures that the migration happens quickly without the need to change IP
ranges or delete resources.
: Google Network Connectivity Center Documentation

NEW QUESTION # 77
......
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