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Die Priifungsfragen und Antworten zur Google Professional-Cloud-Security- Engineer Zertifizierung von It-Pruefung enthalten
unbeschrinkte Antwortenspeicherungen. So kénnen Sie ganz miihlos die Priifing bestehen. Die Schulungsunterlagen zur Google
Professional-Cloud-Security- Engineer Priifiing von It-Pruefung sind die besten. Mit deren Hilfe kénnen Sie ganz einfach die Priifing
bestehen und das Zertifikat fiir Google Professional-Cloud- Security-Engineer Priifung erhalten.

Google Cloud Certified - Professional Cloud Security Engineer Exam
Professional-Cloud-Security-Engineer Priifungsfragen mit Losungen (Q131-
Q136):

131. Frage

Your organization is rolling out a new continuous integration and delivery (CI/CD) process to deploy infrastructure and applications
n Google Cloud Many teanms will use their own instances of the CI/CD workflow It will run on Google Kubernetes Engine (GKE)
The CI/CD pipelines must be designed to securely access Google Cloud APIs What should you do?

e A *1 Create service accounts for each deployment pipeline

* 2 Generate private keys for the service accounts

* 3 Securely store the private keys as Kubernetes secrets accessible only by the pods that run the specific deploy pipeline
e B. * 1 Create individual service accounts (or each deployment pipeline

* 2 Add an identifier for the pipeline in the service account naming convention

* 3 Ensure each pipeline runs on dedicated pods

* 4 Use workload identity to map a deployment pipeline pod with a service account
e C. * 1 Create a dedicated service account for the CI/CD pipelines

* 2 Run the deployment pipelines in a dedicated nodes pool in the GKE cluster

* 3 Use the service account that you created as identity for the nodes in the pool to authenticate to the Google Cloud APIs
e D. * 1 Create two service accounts one for the infrastructure and one for the application deployment

* 2 Use workload identities to let the pods run the two pipelines and authenticate with the service accounts

* 3 Run the infrastructure and application pipelines in separate namespaces

Antwort: B

Begrindung;

To securely access Google Cloud APIs from CI/CD pipelines running on Google Kubermetes Engine (GKE), follow these steps:
* Create Service Accounts:

* Create individual service accounts for each CI/CD pipeline. This ensures isolation and minimal permissions per pipeline.

* Use a naming convention that includes an identifier for each pipeline, such as pipeline-a-sa, pipeline-b-sa, etc.

* Configure Kubernetes Service Accounts:

* Create Kubemetes service accounts for each CI/CD pipeline pod.

* Map Kubernetes Service Accounts to Google Service Accounts:

* Use Workload Identity to associate Kubernetes service accounts with the corresponding Google service accounts. This allows the
pods to authenticate to Google Cloud APIs securely.

* Example command to bind the Kubernetes service account to the Google service account:

geloud iam service-accounts add-iam-policy-binding \ --role roles/iam workloadldentityUser \ --member
"serviceAccount:<PROJECT _ID>.svc.id.goog[ <NAMESPACE>/<KSA NAME>]"\

<GSA NAME>@<PROJECT ID>.iam.gserviceaccount.com

* Deploy CI/CD Pipelines:

* Ensure each pipeline runs in dedicated pods that use the specific Kubernetes service accounts configured earlier.

* This setup ensures that each pipeline has the necessary permissions to interact with Google Cloud APIs securely, adhering to the
principle of least privilege.

References

* Using Workload Identity

* Managing Service Accounts
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132. Frage

Employees at your company use their personal computers to access your organization s Google Cloud console. You need to ensure
that users can only access the Google Cloud console from their corporate-issued devices and verify that they have a valid enterprise
certificate What should you do?

¢ A Implement an organization policy to verify the certificate from the access context.

¢ B. Implement an Identity and Access Management (1AM) conditional policy to verify the device certificate

¢ C. Implement an Access Policy in BeyondCorp Enterprise to verify the device certificate Create an access binding with the
access policy just created.

¢ D. Implement a VPC firewall policy Activate packet inspection and create an allow rule to validate and verify the device
certificate.

Antwort: C

Begriindung;
https/cloud.google.comybeyondcorp?hl=pt-br

133. Frage
Your organization operates in a highly regulated industry and uses muiltiple Google Cloud services. You need to identify potential
risks to regulatory compliance. Which situation introduces the greatest risk?

e A Sensitive data is stored in a Cloud Storage bucket with the uniform bucket-level access setting enabled.

¢ B. Principals have broad IAM roles allowing the creation and management of Compute Engine VMs without a pre-defined
hardening process.

e C. The security team mandates the use of customer-managed encryption keys (CMEK) for all data classified as sensitive.

e D. The audit team needs access to Cloud Audit Logs related to managed services like BigQuery.

Antwort: B

Begrindung;

Lack of Control: This situation grants individuals broad permissions to create and manage VMs without ensuring that they adhere to
necessary security standards. This lack of control can lead to the creation of vulnerable or non-compliant systens.

Regulatory Implications: Depending on your industry and specific regulations, having unhardened systers can expose your
organization to significant risks, such as data breaches, unauthorized access, or non-compliance with security requirements.

134. Frage

Your organization recently deployed a new application on Google Kubernetes Engine. You need to deploy a solution to protect the
application. The solution has the following requirements:

Scans must run at least once per week

Must be able to detect cross-site scripting vulnerabilities

Must be able to authenticate using Google accounts

‘Which solution should you use?

A. Google Cloud Armor

B. Security Health Analytics
C. Web Security Scanner

D. Container Threat Detection

Antwort: C

Begriindung;

Web Security Scanner is designed to scan your web applications deployed on Google Cloud for common vulnerabilities, including
cross-site scripting (XSS). It can authenticate using Google accounts and can be scheduled to run scans regularly.

Steps:

* Enable Web Security Scanner: In the Google Cloud Console, enable Web Security Scanner for your project.

* Configure Scan: Set up the scan configuration, specifying the target URLSs, authentication details (Google accounts), and scan
frequency (at least once per week).

* Run and Monitor Scans: Run the scans and monitor the results for vulnerabilities, addressing any issues found.

References:



* Web Security Scanner documentation

135. Frage

Your organization has hired a small, temporary partner team for 18 months. The temporary team will work alongside your DevOps
teamto develop your organization's application that is hosted on Google Cloud. You must give the temporary partner team access to
your application's resources on Google Cloud and ensure that partner employees lose access. Ifthey are removed from their
employer's organization. What should you do?

¢ A Create a workforce identity pool and federate the identity pool with the identity provider (IdP) of the temporary partner
team.

¢ B. Implement just-in-time privileged access to Google Cloud for the temporary partner team

¢ (. Add the identities of the temporary partner team members to your identity provider (IdP).

¢ D. Create a temporary username and password for the temporary partner team members. Auto-clean the usernames and
passwords after the work engagement has ended.

Antwort: A

Begrindung;

https/cloud.google.comviam/docs/workforce-identity-federation

https/cloud.google.comvianvdocs/temporary-elevated-access

One way to protect sensitive resources is to fimit access to them. However, limiting access to sensitive resources also creates friction
for anyone who occasionally needs to access those resources. For example, a user might need break-glass, or emergency, access to
sensitive resources to resolve an incident.

In these situations, we recommend giving the user permission to access the resource temporarily.

We also recommend that, to improve auditing, you record the user's justification for accessing the resource.
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