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NEW QUESTION # 154 
Your organization is deploying a serverless web application on Cloud Run that must be publicly accessible over HTTPS To meet
security requirements, you need to terminate TLS at the edge, apply threat mitigation, and prepare for geo-based access restrictions
What should you do?

A. Deploy an external HTTP(S) load balancer with a serverless NEG that points to the Cloud Run service Use a Google-
managed certificate for TLS termination Configure a Cloud Armor policy with geo-based access control
B. Create a Cloud DNS public zone for the Cloud Run URL Bind a static IP to the service Use VPC firewall rules to restrict
incoming traffic based on IP ranges and threat signatures
C. Make the Cloud Run service public by enabling allUsers access Configure Identity-Aware Proxy (IAP) for authentication
and IP-based access control Use custom SSL certificates for HTTPS
D. Assign a custom domain to the Cloud Run service Enable HTTPS Configure IAM to allow allUsers to invoke the service
Use firewall rules and VPC Service Controls for geo-based restriction and traffic filtering

Answer: A

Explanation:
The problem requires a publicly accessible Cloud Run service with HTTPS, TLS termination at the edge, threat mitigation, and geo-
based access restrictions External HTTP(S) Load Balancer: This is the standard Google Cloud component for exposing public-
facing web applications, providing a single global IP address, global load balancing, and crucially, TLS termination at the edge of
Google's network Serverless Network Endpoint Group (NEG): A serverless NEG connects an HTTP(S) Load Balancer to a Cloud
Run service (or other serverless backends like Cloud Functions or App Engine), allowing the load balancer to route traffic to the
serverless applicationExtract Reference: "You can use an external HTTP(S) Load Balancer with a serverless network endpoint
group (NEG) to integrate Cloud Run services with advanced load balancing features, such as Cloud CDN, Google Cloud Armor,
and Cloud Identity-Aware Proxy" (Google Cloud Documentation: "Connect a Cloud Run service to an HTTP(S) Load Balancer |
Cloud Run Documentation" - https://cloudgooglecom/run/docs/integrating/load-balancers) Google-Managed Certificate for TLS
Termination: Using Google-managed SSL certificates simplifies the management of HTTPS, as Google handles the provisioning,
renewal, and deployment of certificates The external HTTP(S) Load Balancer terminates TLS using these certificatesExtract
Reference: "Google-managed SSL certificates let you use Google Cloud's globally distributed infrastructure to automatically
provision and renew your certificates" (Google Cloud Documentation: "Google-managed SSL certificates overview | Load
Balancing" - https://cloudgooglecom/load-balancing/docs/ssl-certificates/google-managed-certs) Cloud Armor for Threat Mitigation
and Geo-Based Access Control: Cloud Armor is a Web Application Firewall (WAF) service that integrates with HTTP(S) Load
Balancers It provides DDoS protection, allows custom rules for threat mitigation (eg, SQL injection, XSS), and supports geo-based
access control rules to allow or deny traffic based on the source's geographic regionExtract Reference: "Google Cloud Armor helps
protect your Google Cloud deployments from various threats, including Distributed Denial of Service (DDoS) attacks and
application attacks such as cross-site scripting (XSS) and SQL injection (SQLi)" and "Google Cloud Armor supports geo-based
access control, allowing you to filter requests based on geographic region" (Google Cloud Documentation: "Google Cloud Armor
overview" - https://cloudgooglecom/armor/docs/overview) Let's evaluate the other options:
A IAP for authentication and IP-based access control + custom SSL certs: IAP is primarily an authentication layer for
users/identities, not a WAF for threat mitigation or geo-blocking for a publicly accessible service before any authentication takes
place While it can apply IP-based access, it's typically for post-authentication controls B Assign custom domain, enable HTTPS,
allUsers IAM, firewall rules & VPC SC: While Cloud Run supports custom domains and HTTPS, and allUsers makes it public,
direct Cloud Run services do not leverage traditional VPC firewall rules for public ingress VPC Service Controls are for API access
and data exfiltration, not for WAF or geo-blocking of public web traffic D Cloud DNS public zone, static IP, VPC firewall rules,
threat signatures: Cloud Run services are managed and do not typically expose a static IP address that can be directly associated
with VPC firewall rules for public traffic VPC firewall rules apply to VMs within a VPC, not to the managed global infrastructure of
Cloud Run's public endpoints

NEW QUESTION # 155 
An organization is evaluating the use of Google Cloud Platform (GCP) for certain IT workloads. A well- established directory
service is used to manage user identities and lifecycle management. This directory service must continue for the organization to use as
the "source of truth" directory for identities.
Which solution meets the organization's requirements?

A. Pub/Sub
B. Cloud Identity
C. Security Assertion Markup Language (SAML)
D. Google Cloud Directory Sync (GCDS)

Answer: B



NEW QUESTION # 156 
You have been tasked with configuring Security Command Center for your organization's Google Cloud environment. Your security
team needs to receive alerts of potential crypto mining in the organization's compute environment and alerts for common Google
Cloud misconfigurations that impact security. Which Security Command Center features should you use to configure these alerts?
(Choose two.)

A. Container Threat Detection
B. Cloud Data Loss Prevention
C. Event Threat Detection
D. Google Cloud Armor
E. Security Health Analytics

Answer: C,E

Explanation:
https://cloud.google.com/security-command-center/docs/concepts-event-threat-detection- overview Event Threat Detection is a
built-in service for the Security Command Center Premium tier that continuously monitors your organization and identifies threats
within your systems in near-real time.
https://cloud.google.com/security-command-center/docs/concepts-security-sources#security- health-analytics Security Health
Analytics managed vulnerability assessment scanning for Google Cloud can automatically detect common vulnerabilities and
misconfigurations across.

NEW QUESTION # 157 
Your team needs to obtain a unified log view of all development cloud projects in your SIEM. The development projects are under
the NONPROD organization folder with the test and pre- production projects. The development projects share the ABC-BILLING
billing account with the rest of the organization.
Which logging export strategy should you use to meet the requirements?

A. 1. Export logs in each dev project to a Cloud Pub/Sub topic in a dedicated SIEM project.
2. Subscribe SIEM to the topic.
B. 1. Create a Cloud Storage sink with billingAccounts/ABC-BILLING parent and includeChildren property set to False in a
dedicated SIEM project.
2. Process Cloud Storage objects in SIEM.
C. 1. Create a Cloud Storage sink with a publicly shared Cloud Storage bucket in each project.
2. Process Cloud Storage objects in SIEM.
D. 1. Export logs to a Cloud Pub/Sub topic with folders/NONPROD parent and includeChildren property set to True in a
dedicated SIEM project.
2. Subscribe SIEM to the topic.

Answer: D

Explanation:
To use the aggregated sink feature, create a sink in a Google Cloud organization or folder and set the sink's includeChildren
parameter to True. That sink can then export log entries from the organization or folder, plus (recursively) from any contained
folders, billing accounts, or projects.
You can use the sink's filter to specify log entries from projects, resource types, or named logs.
https://cloud.google.com/logging/docs/export/aggregated_sinks

NEW QUESTION # 158 
Which two implied firewall rules are defined on a VPC network? (Choose two.)

A. A rule that blocks all inbound port 25 connections
B. A rule that allows all outbound connections
C. A rule that denies all inbound connections
D. A rule that allows all inbound port 80 connections
E. A rule that blocks all outbound connections



Answer: B,C

Explanation:
Explanation/Reference: https://cloud.google.com/vpc/docs/firewalls

NEW QUESTION # 159
......
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