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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q242-Q247):

NEW QUESTION # 242
A company is running their webshop on Google Kubernetes Engine and wants to analyze customer transactions in BigQuery. You
need to ensure that no credit card numbers are stored in BigQuery What should you do?

A. Create a BigQuery view with regular expressions matching credit card numbers to query and delete affected rows.
B. Leverage Security Command Center to scan for the assets of type Credit Card Number in BigQuery.

C. Enable Cloud Identity- Aware Proxy to filter out credit card numbers before storing the logs in BigQuery.

D. Use the Cloud Data Loss Prevention API to redact related infoTypes before data is ingested into BigQuery.

Answer: C

NEW QUESTION # 243

A security audit uncovered several inconsistencies in your project's Identity and Access Management (IAM) configuration. Some
service accounts have overly permissive roles, and a few external collaborators have more access than necessary. You need to gain
detailed visibility into changes to IAM policies, user activity, service account behavior, and access to sensitive projects. What should
you do?

¢ A Deploy the OS Config Management agent to your VMs. Use OS Config Management to create patch management jobs
and monitor system modifications.

¢ B. Enable the metrics explorer in Cloud Monitoring to follow the service account authentication events and build alerts Iinked
ontt.

e (. Use Cloud Audit Logs. Create log export sinks to send these logs to a security information and event management (SIEM)
solution for correlation with other event sources.

¢ D. Configure Google Cloud Functions to be triggered by changes to IAM policies. Analyze changes by using the policy
simulator, send alerts upon risky modifications, and store event details.

Answer: C

Explanation:

This approach allows you to monitor and analyze IAM changes comprehensively, ensuring that you can detect and respond to any
security issues effectively

https//cloud.google.convianydocs/audit-logging

NEW QUESTION # 244

A manager wants to start retaining security event logs for 2 years while mmnimizing costs. You write a filter to select the appropriate
log entries.

Where should you export the logs?

A. Cloud Pub/Sub topics
B. StackDriver logging
C. BigQuery datasets

D. Cloud Storage buckets

Answer: D

NEW QUESTION # 245
An organization's typical network and security review consists of analyzing application transit routes, request handling, and firewall
rules. They want to enable their developer tears to deploy new applications without the overhead of this full review.


https://www.pass4test.com/Professional-Cloud-Security-Engineer-exam-questions.html

How should you advise this organization?

A. Use Forseti with Firewall filters to catch any unwanted configurations in production.

B. Mandate use of infrastructure as code and provide static analysis in the CI/CD pipelines to enforce policies.

C. Route all VPC traffic through customer-managed routers to detect malicious patterns in production.

D. All production applications will run on-premises. Allow developers free rein in GCP as their dev and QA platforms.

Answer: B

Explanation:

To enable developer teans to deploy new applications without the extensive overhead of network and security reviews, it's
recommended to mandate the use of infrastructure as code (IaC) and enforce policies through static analysis in CI/CD pipelines.
This approach ensures that security and compliance policies are checked automatically during the development process.
Step-by-Step:

Adopt IaC: Use tools like Terraform or Google Cloud Deployment Manager to manage infrastructure as code.

CI/CD Pipeline Integration: Integrate static analysis tools such as TFLint or Checkov in the CI/CD pipeline to enforce security
policies.

Policy Definition: Define security policies and best practices that need to be adhered to in the code.

Automated Checks: Configure automated checks in the CI/CD pipeline to review code against these policies before deployment.
Monitor and Audit: Continuously monitor and audit deployed applications to ensure ongoing compliance.

Reference:

Infrastructure as Code on Google Cloud

Static Analysis for Terraform

Checkov for [aC

NEW QUESTION # 246

Your teamsets up a Shared VPC Network where project co-vpe-prod is the host project. Your team has configured the firewall
rules, subnets, and VPN gateway on the host project. They need to enable Engineering Group A to attach a Compute Engine
instance to only the 10.1.1.0/24 subnet.

What should your team grant to Engineering Group A to meet this requirement?

A. Compute Network User Role at the subnet level

B. Compute Shared VPC Admin Role at the service project level.
C. Compute Network User Role at the host project level.

D. Compute Shared VPC Admin Role at the host project level.

Answer: A

Explanation:

To enable Engineering Group A to attach a Compute Engine instance to a specific subnet (10.1.1.0/24) ina Shared VPC, you
should grant the Compute Network User Role at the subnet level. This role allows users to use the subnetwork for their instances
without giving them broader permissions at the project level.

Step-by-Step:

Identify the Subnet: Locate the subnet (10.1.1.0/24) in the host project.

Grant Role:

Navigate to the GCP Console > VPC network > VPC networks.

Select the Shared VPC host project and locate the specific subnet.

Click on "Edit" and go to the "IAM & Admin" section.

Assign the "Compute Network User" role to Engineering Group A at the subnet level.

Verification: Ensure that Engineering Group A can now attach Compute Engine instances to the specified subnet.

Reference:

Shared VPC Overview

Compute Network User Role

NEW QUESTION # 247
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