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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q239-Q244):

NEW QUESTION # 239

Your company runs a website that will store PII on Google Cloud Platform. To comply with data privacy regulations, this data can
only be stored for a specific amount of time and must be fully deleted after this specific period. Data that has not yet reached the time
period should not be deleted. You want to automate the process of complying with this regulation.

‘What should you do?

A. Store the data in a Cloud Storage bucket, and configure the bucket's Object Lifecycle Management feature.
B. Store the data in a single BigQuery table and set the appropriate table expiration time.

C. Store the data in a single Persistent Disk, and delete the disk at expiration time.

D. Store the data in a single BigTable table and set an expiration time on the column families.

Answer: A

Explanation:

"To support common use cases like setting a Time to Live (TTL) for objects, retaining noncurrent versions of objects, or
"downgrading" storage classes of objects to help manage costs, Cloud Storage offers the Object Lifecycle Management feature.
This page describes the feature as well as the options available when using it. To learn how to enable Object Lifecycle Management,
and for examples of lifecycle policies, see Managing Lifecycles." https:/cloud.google.conystorage/docs/lifecycle

NEW QUESTION # 240

A company migrated their entire data/center to Google Cloud Platform. It is running thousands of instances across muiltiple projects
managed by different departments. You want to have a historical record of what was running in Google Cloud Platform at any point
in time.

‘What should you do?

A. Use Security Command Center to view all assets across the organization.

B. Use Forseti Security to automate inventory snapshots.

C. Use Stackdriver to create a dashboard across all projects.
D. Use Resource Manager on the organization level

Answer: B

Explanation:

To maintain a historical record of what was running in Google Cloud Platform at any point in time, you should use Forseti Security to
automate nventory snapshots. Forseti Security is an open-source toolkit that helps to automate security and compliance in GCP by
taking mventory snapshots of GCP resources.

Step-by-Step:

Install Forseti Security:

Follow the installation guide to deploy Forseti Security on your GCP environment.

Configure Inventory:

Set up the inventory module in Forseti to capture and store snapshots of GCP resources.

Schedule Snapshots:

Use Forseti's configuration to schedule regular inventory snapshots.

Access Historical Data:

Review and access historical records through Forseti's dashboard or by querying the Forseti database.

Compliance and Monitoring; Use Forseti to ensure compliance and monitor changes over time.

Reference:

Forseti Security Overview

Inventory Module
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NEW QUESTION # 241

You are creating a new infrastructure CI/CD pipeline to deploy hundreds of ephemeral projects in your Google Cloud organization
to enable your users to interact with Google Cloud. You want to restrict the use of the default networks in your organization while
following Google-recommended best practices. What should you do?

¢ A. Enable the constraints/compute.skipDefaultNetworkCreation organization policy constraint at the organization level

¢ B. Create a cron job to trigger a daily Cloud Function to automatically delete all default networks for each project.

e C. Grant your users the 1AM Owner role at the organization level. Create a VPC Service Controls perimeter around the
project that restricts the compute.googleapis.com APL.

¢ D. Only allow your users to use your CI/CD pipeline with a predefined set of infrastructure templates they can deploy to skip
the creation of the default networks.

Answer: A

Explanation:

Organization Policy: Use the constraints/compute.skipDefaultNetworkCreation organization policy constraint to disable the creation
of default networks in new projects.

Policy Application: Apply this constraint at the organization level to ensure it affects all projects within your organization, preventing
the creation of default networks.

Best Practices Compliance: Following this best practice helps maintain a clean and secure network configuration by avoiding the use
of default networks, which may not be properly segmented or secured.

Verification: Verify the policy application by creating new projects and ensuring that default networks are not created. Reference::
Google Cloud - Organization Policy Constraints

Google Cloud - Best Practices for Enterprise Organizations

NEW QUESTION # 242

Your teamneeds to configure their Google Cloud Platform (GCP) environment so they can centralize the control over networking
resources like firewall rules, subnets, and routes. They also have an on-premises environment where resources need access back to
the GCP resources through a private VPN connection. The networking resources will need to be controlled by the network security
team

Which type of networking design should your team use to meet these requirements?

A. Cloud VPN Gateway between all engineering projects using a hub and spoke model
B. Grant Compute Admin role to the networking team for each engineering project

C. VPC peering between all engineering projects using a hub and spoke model

D. Shared VPC Network with a host project and service projects

Answer: D

Explanation:

Reference:

Use Shared VPC to connect to a common VPC network. Resources in those projects can commumnicate with each other securely
and efficiently across project boundaries using internal IPs. You can manage shared network resources, such as subnets, routes, and
firewalls, froma central host project, enabling you to apply and enforce consistent network policies across the projects.

NEW QUESTION # 243

You have stored company approved compute images in a single Google Cloud project that is used as an image repository. This
project is protected with VPC Service Controls and exists in the perimeter along with other projects in your organization. This lets
other projects deploy images from the image repository project. A team requires deploying a third-party disk image that is stored in
an external Google Cloud organization. You need to grant read access to the disk image so that it can be deployed into the
perimeter.

What should you do?

e A 1. Update the perimeter.
2. Configure the egressTo field to include the external Google Cloud project number as an allowed resource and the
serviceNaie to compute.googleapis.com.
3. Configure the egressFrom field to set identityType to ANY IDENTITY.
¢ B. Allow the external project by using the organizational policy,
constraints/compute. trustedImageProjects.



e C. 1. Update the perimeter.
2. Configure the egressTo field to set identityType to ANY IDENTITY.
3. Configure the egressFrom field to include the external Google Cloud project number as an allowed resource and the
serviceNare to compute.googleapis.com.

e D. 1. Update the perimeter.
2. Configure the ingressFrom field to set identityType to ANY IDENTITY.
3. Configure the ingressTo field to include the external Google Cloud project number as an allowed resource and the
serviceNarme to compute.googleapis.com.

Answer: A

Explanation:

A Compute Engine client within a service perimeter calling a Compute Engine create operation where the image resource is outside
the perimeter.

https/cloud.google.com/vpe-service-controls/docs/ingress-egress-
rules#~text=Egress%620Refers%620t0%20any%s20access,resource%20is%2 0outside%620the%620 perimeter.

NEW QUESTION # 244
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