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HA #151

Your company operates an application instance group that is currently deployed behind a Google Cloud load balancer in us-central-
1 and is configured to use the Standard Tier network. The infrastructure team wants to expand to a second Google Cloud region,
us-east-2. Youneed to set up a single external IP address to distribute new requests to the instance groups in both regions.

‘What should you do?

A. Create a Cloud VPN connection between the two regions, and enable Google Private Access.

B. Change the load balancer frontend configuration to use the Premium Tier network, and add the new instance group.
C. Change the load balancer backend configuration to use network endpoint groups instead of instance groups.

D. Create a new load balancer in us-east-2 using the Standard Tier network, and assign a static external IP address.

IEf#: B

RN -

The Standard Tier network only provides regional load balancing, while the Premium Tier supports global load balancing with a
single anycast [P address. To distribute requests across multiple regions, you need to use the Premium Tier and update the load
balancer configuration accordingly.

Steps:

* Upgrade to Premium Tier: Update the load balancer to use the Premium Tier network in the Google Cloud Console.

* Add New Instance Group: Add the instance group in the new region (us-east-2) to the backend configuration of the existing load
balancer.

* Verify Configuration: Ensure that the frontend configuration of the load balancer uses a single external IP address for global
distribution.

References:

* Google Cloud: Global load balancing

HH #152

Your organization has implemented synchronization and SAML federation between Cloud Identity and Microsoft Active Directory.
You want to reduce the risk of Google Cloud user accounts being compromised.

‘What should you do?

¢ A Create an Active Directory domain password policy with strong password settings, and configure post-SSO (single sign-
on) 2-Step Verification with verification codes via text or phone call in the Google Admin console.

¢ B. Create an Active Directory domain password policy with strong password settings, and configure post-SSO (single sign-
on) 2-Step Verification with security keys in the Google Admin console.

e C. Create a Cloud Identity password policy with strong password settings, and configure 2-Step Verification with verification
codes via text or phone call in the Google Admmn console.

¢ D. Create a Cloud Identity password policy with strong password settings, and configure 2-Step Verification with security
keys in the Google Admin console.
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You control network traffic for a folder in your Google Cloud environment. Your folder includes multiple projects and Virtual Private
Cloud (VPC) networks You want to enforce on the folder level that egress connections are limited only to IP range 10.58.5.0/24
and only from the VPC network dev-vpc." You want to mnimize implementation and maintenance effort What should you do?

e A *1 Leave the network configuration of the VM in scope unchanged
* 2 Enable Cloud NAT for dev-vpc" and restrict the target range in Cloud NAT to 10.58.5 0/24.

e B. * 1. Attach external [P addresses to the VMs in scope.
* 2. Define and apply a hierarchical firewall policy on folder level to deny all egress connections and to allow egress to IP
range 10 58.5.0/24 from network dev-vpc.

e C. * 1. Attach external IP addresses to the VMs in scope.
* 2. Configure a VPC Firewall rule in "dev-vpc" that allows egress connectivity to IP range 10.58.5.0/24 for all source
addresses in this network.

e D. * 1. Leave the network configuration of the VMs in scope unchanged.
* 2. Create a new project including a new VPC network "new-vpc."
* 3 Deploy a network appliance in "new-vpc" to filter access requests and only allow egress connections from -dev-vpc" to
10.58.5.0/24.
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This approach allows you to control network traffic at the folder level. By attaching external IP addresses to the VMs in scope, you
can ensure that the VMs have a unique, routable IP address for outbound connections. Then, by defining and applying a hierarchical
firewall policy at the folder level, you can enforce that egress connections are limited to the specified IP range and only from the
specified VPC network.

R #154
You are responsible for implementing a payment processing environment that will use Kubernetes and need to apply proper security

controls. What should you do?

A. Establish mnimum password length requirements for all systems.

B. Require file integrity monitoring and antivirus scans of pods and nodes.
C. Inplement and enforce two-factor authentication.

D. Activate a firewall to prevent all egress traffic.

IEf#: B
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A. Is not correct because this solution is not specific to Kubernetes.

B. Is not correct because this would render the environment non-functional.
C. Is not correct because this solution is not specific to Kubernetes.

D. Is correct because this is a requirement of PCI DSS in Sections 5 and 11.

HR #155
An organization receives an increasing number of phishing emails.

‘Which method should be used to protect employee credentials in this situation?

A. Encrypted emails

B. Captcha on login pages

C. Muttifactor Authentication
D. A strict password policy

Ef#: A
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