Professional-Cloud-Security-Engineeri® 3: [ &
Professional-Cloud-Security-Engineer 5 &

Professional Cloud

Security Engineer

%#% LS Fnﬁ%ﬁ% = @JE

& 512« Japancert Professional-Cloud- Security-Engineer® > 7" O —#i A IR BRI CIRE S h T &
3 : https//drive.google.com/open?id=1 QK BICYIdQNnEZK VK ru-ILWEh9IhA1lv

Google ® Professional-Cloud-Security-Engineersk B (2 Bl 4 2 B D d 2 %\ HM £ RO 20T, WA TH E T »?
HAFTOZHD N % i1 & A £ GoogleD Professional-Cloud-Security-Engineersf B % 328t L T £ ¥, Google®
Professional-Cloud-Security-Engineer D R RE B D H i B O BRI # 2L TwW b3 2=—2 %4 4 b JapancertT 3.
YLER LT 32 &8 o 126 Fhiz B DGoogle® Professional-Cloud- Security- Engineer RE 45 % B\ ¥ 2 B
s —HAO7 ) 2 ABHELREELS e —FL T, RAL T3 LA TELT.

& L v Professional-Cloud-Security-EngineeriB B RERIC A L mw e 6. BO®MH s T2 L s BB T 25358 %
oW EXATT . BACE>TOIEFTLSEBRAEIL VL E L5, —FKR SN &5 Japancert T 3.
Japancert D HIZE AT T ITRERBRCEET 20203 2BHLHEELsF->TVwWET. ThIZ. TRT

@ Professional-Cloud- Security- Engineerst Bk il R4 (2 X 4 2 Kl o demot3 ® 0 & ¥, Japancert® Professional-Cloud-
Security-EngineerfJEE R H L 1 BT 2 hE I EHRL v E 5. THEEDOT T2 o—F L THE
LTS,

>> Professional-Cloud-Security-Engineeri 2 [ <<

Professional-Cloud-Security-Engineer#f 5 & & Professional-Cloud-Security-
Engineer H 55 iR & FEFERR

Japancertld . Google Cloud Certified - Professional Cloud Security Engineer Exanig B (2 B 2 NFJ D ZE L 12{SHET &
ZRBHEET oA X —TF, BlbEROBTIHBCHEL. BEKEL TE& £ L &z, Professional-Cloud-Security-
EngineeriR BB D BN - MBE L RBOEREO LY, BlbEECIICWET. ZEBRBEHRN LM
D2UTWE. HTAOBBELRLLOMAOEB2BA T ET. 28 H %72 Fh7z 5 Japancert D B 7T O B 7 12
HEL THTL RS,

Google Cloud Certified - Professional Cloud Security Engineer Exam 3%
Professional-Cloud-Security-Engineer 5% 5% [ #E (Q116-Q121):

H #116
A manager wants to start retaining security event logs for 2 years while mnimizing costs. You write a filter to select the appropriate

log entries.
Where should you export the logs?

e A. StackDriver logging

¢ B. BigQuery datasets

¢ C. Cloud Pub/Sub topics
e D. Cloud Storage buckets

Ef: A
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RN -
Reference:
https/cloud.google.convlogging/docs/exclusions

A #117

You need to set up a Cloud Interconnect connection between your company's on-premises data center and VPC host network.
You want to make sure that on-premises applications can only access Google APIs over the Cloud Interconnect and not through the
public internet. You are required to only use APIs that are supported by VPC Service Controls to mitigate against exfiltration risk to
non-supported APIs. How should you configure the network?

¢ A Enable Private Google Access on the regional subnets and global dynamic routing mode.

¢ B. Use private.googleapis.com to access Google APIs using a set of [P addresses only routable from within Google Cloud,
which are advertised as routes over the connection.

¢ C. Create a CNAME to map *.googleapis.com to restricted.googleapis.com, and create A records for
restricted. googleapis.com mapped to 199.36.153.8/30.

e D. Use restricted googleapis.comto access Google APIs using a set of IP addresses only routable from within Google Cloud,
which are advertised as routes over the Cloud Interconnect connection.

Ef#E: D

AR -
https/cloud.google.comyvpc/docs/configure-private- google-access-hybrid

HM #118

A company's application is deployed with a user-managed Service Account key. You want to use Google-recommended practices
to rotate the key.

‘What should you do?

e A Create a new key, and use the new key in the application. Store the old key on the system as a backup key.

¢ B. Open Cloud Shell and run geloud iam service-accounts keys rotate --iam- account=IAM_ACCOUNT --
key=NEW _KEY.

¢ C. Open Cloud Shell and run gcloud iam service-accounts enable-auto-rotate --iam- account=IAM_ACCOUNT.

e D. Create a new key, and use the new key in the application. Delete the old key from the Service Account.

IEf#: D

fi .«

You can rotate a key by creating a new key, updating applications to use the new key, and deleting the old key. Use the
serviceAccount.keys.create() method and serviceAccount.keys.delete() method together to automate the rotation.
https//cloud.google.conviany/docs/creating-managing-service-account-

keys#deleting service account_keys

HR #119

Your organization wants to publish yearly reports of your website usage analytics. You must ensure that no data with personally
identifiable information (P1I) is published by using the Cloud Data Loss Prevention (Cloud DLP) API. Data integrity must be
preserved. What should you do?

A. Discover and quarantine your PII data in your storage by using the Cloud DLP APL

B. Detect all PII in storage by using the Cloud DLP API. Create a cloud fimction to delete the PIL
C. Encrypt the PII from the report by using the Cloud DLP APL

D. Discover and transform PII data in your reports by using the Cloud DLP API.

IEf#: D

A -

Data Discovery: Cloud DLP API can effectively discover PII within your reports, identifying sensitive information that needs to be
protected.

Data Transformation: Once PII is detected, Cloud DLP can transform it into a format that removes personally identifiable elements,



such as anonymization or generalization. This ensures that the data remains usable for analytics purposes while protecting privacy.
Data Integrity: By transforming PII rather than deleting it, you preserve the overall structure and context of the data, maintaining its
integrity for analysis.

HA #120

You work for an organization in a regulated industry that has strict data protection requirements.

The organization backs up their data in the cloud. To comply with data privacy regulations, this data can only be stored for a specific
length of time and must be deleted after this specific period.

You want to automate the compliance with this regulation while mnimizing storage costs. What should you do?

A. Store the data in a Cloud Storage bucket, and configure the bucket's Object Lifecycle Management feature.
B. Store the data in a persistent disk, and delete the disk at expiration time.

C. Store the data in a Cloud Bigtable table, and set an expiration time on the column families.

D. Store the data in a BigQuery table, and set the table's expiration time.

EfE: A
A -

To miminize costs, it's always GCS even though BQ comes as a close 2nd. But, since the question did not specify what kind of data
itis (raw files vs tabular data), it is safe to assume GCS is the preferred option with LifeCycle enablement.
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