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CompTIA Cloud+ (2024) Sample Questions (Q137-Q142):
NEW QUESTION # 137 
A network administrator is budding a site-to-site VPN tunnel from the company's headquarters office 10 the company's public cloud
development network. The network administrator confirms the following:
The VPN tunnel is established on the headquarter office firewall.
While inside the office, developers report that they cannot connect to the development network resources.
While outside the office on a client VPN, developers report that they can connect to the development network resources.
The office and the client VPN have different IP subnet ranges.
The firewall flow logs show VPN traffic is reaching the development network from the office.
Which of the following is the next step the next network administrator should take to troubleshoot the VPN tunnel?

A. Review the development network routing table.
B. Restart the site-to-site VPN tunnel.
C. Change the ciphers on the site-to-site VPN.
D. Check the ACLS on the development workloads

Answer: A

Explanation:
The next step in troubleshooting the VPN tunnel issue is to review the development network routing table.
This action will help determine if the routing configurations are correctly directing traffic from the headquarters office through the
VPN tunnel to the development network resources. Proper routing ensures that data packets find their way to the correct destination
within the cloud environment, which is critical for establishing successful communication between different network
segments.References: CompTIA Cloud+ materials stress the importance of networking fundamentals in cloud environments,
including VPN configurations and routing, to ensure secure and efficient connectivity between on-premises infrastructure and cloud
resources.

NEW QUESTION # 138 
A company that has several branches worldwide needs to facilitate full access to a specific cloud resource to a branch in Spain.
Other branches will have only read access. Which of the following is the best way to grant access to the branch in Spain?

A. Set up MFA for the users working at the branch.
B. Implement an IPS/IDS to detect unauthorized users.
C. Apply a rule on the WAF to allow only users in Spain access to the resource.
D. Create a network security group with required permissions for users in Spain.

Answer: D

NEW QUESTION # 139 
A company wants to combine solutions in a central and scalable environment to achieve the following goals:
* Control
* Visibility
* Automation
* Cost efficiency
Which of the following best describes what the company should implement?

A. Batch processing
B. Workload orchestration
C. Application modernization
D. Containerization

Answer: B

Explanation:
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Workload orchestration is the best description of what the company should implement to achieve control, visibility, automation, and
cost efficiency. It involves using orchestration tools to manage workloads in cloud environments, ensuring resources are used
efficiently and operations are automated.
Reference: Workload orchestration is a part of cloud management strategies discussed under the Management and Technical
Operations domain in the CompTIA Cloud+ objectives.

NEW QUESTION # 140 
A cloud developer is creating a static website that customers will be accessing globally. Which of the following services will help
reduce latency?

A. Application load balancer
B. API gateway
C. CDN
D. VPC

Answer: C

Explanation:
A Content Delivery Network (CDN) is the service that will help reduce latency for a static website accessed globally. CDNs
distribute content across multiple geographically dispersed servers, allowing users to connect to a server that is closer to them,
thereby reducing the time it takes to load the website.References: The use of CDNs is a common practice to enhance global access
and improve user experience, as covered under Cloud Concepts in the CompTIA Cloud+ certification.

NEW QUESTION # 141 
Which of the following can reduce the risk of CI/CD pipelines leaking secrets?

A. Private image repositories
B. Canary tests
C. Protected Git branches
D. Use of a VM instead of containers

Answer: C

Explanation:
Protected Git branches help reduce the risk of CI/CD pipelines leaking secrets by imposing restrictions on who can commit to the
branches, enforce status checks before merging, and prevent unauthorized access or changes to sensitive information, such as API
keys, passwords, and secret tokens. This ensures that only approved changes can be made to the codebase, and sensitive
information is safeguarded.
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