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NEW QUESTION # 27
Refer to the exhibit.
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Based on the Security Fabric automation settings, what action will be taken on compromised endpoints?

A. Endpoints will be quarantined through EMS

B. Endpoints will be quarantined through FortiSwitch

C. Endpoints will be banned on FortiGate

D. An email notification will be sent for compromised endpoints

Answer: A

Explanation:

Based on the Security Fabric automation settings shown in the exhibit:

* The automation stitch is configured with a trigger for a "Compromised Host."

* The action specified for this trigger is "Quarantine FortiClient via EMS."

* This indicates that when an endpoint is detected as compromised, FortiClient EMS will quarantine the endpoint as part of the
autormation process.

Therefore, the action taken on compromised endpoints will be to quarantine them through EMS.

References

* FortiGate Security 7.2 Study Guide, Automation Stitches and Actions Section

* Fortinet Documentation on Configuring Automation Stitches and Quarantine Actions

NEW QUESTION # 28
‘What action does FortiClient anti-exploit detection take when it detects exploits?

A. Patches the compromised application process

B. Deletes the compromised application process

C. Blocks memory allocation to the compromised application process
D. Terminates the compromised application process

Answer: A

Explanation:

The anti-exploit detection protects vulnerable endpoints from unknown exploit attacks. FortiClient monitors the behavior of popular
applications, such as web browsers (Internet Explorer, Chrome, Firefox, Opera), Java

/Flash plug-ins, Microsoft Office applications, and PDF readers, to detect exploits that use zero-day or unpatched vulnerabilities to
mfect the endpoint. Once detected, FortiClient termmates the compromised application process.

NEW QUESTION # 29
FortiClient EMS endpoint policies



“esh TRCleawrfams BESM

Name Y% Assigned Groups Y FProfile Components Y Policy Components Y Endpoint Count Priority Y3: Enabled

1 O trair al v, 3 e 1

o .

] 3 K} 3ir cl L] Tran - /]
aining  SEEEE Tray
sul Rl Cetau De =5

o B l
[

Refer to the exhibit, which shows multiple endpoint policies on FortiClient EMS. Which policy is applied to the endpoint in the AD -
group trainingAD

A. The sales policy

B. The Training policy

C. Both the Sales and Tramning policies because their priority is higher than the Default policy
D. The Default policy because it has the highest priority

Answer: B

Explanation:

* Observation of Endpoint Policies:

* The exhibit shows multiple endpoint policies with their assigned groups, priority levels, and enabled status.

* Evaluating Policy Assignment:

* The Training policy is specifically assigned to the "trainingAD.training, lab" group, with a higher priority than the Default policy.
* Conclusion:

* The correct policy applied to the endpoint in the AD group "trainingAD" is the Training policy (A).

References:

* FortiClient EMS policy configuration and priority management documentation from the study guides.

NEW QUESTION # 30
A FortiClient EMS administrator has enabled the compliance rule for the sales department Which Fortinet device will enforce
compliance with dynamic access control?

A. FortiClient EMS
B. FortiAnalyzer
C. FortiClient

D. FortiGate

Answer: D

Explanation:

Understanding Compliance Rules:

The compliance rule for the sales department needs to be enforced dynamically.

Enforcing Compliance:

FortiGate is responsible for enforcing compliance by integrating with FortiClient EMS to apply dynamic access control based on
compliance status.

Conclusion:

The Fortinet device that will enforce compliance with dynamic access control is the FortiGate.

Reference:

Compliance and enforcement documentation from FortiGate and FortiClient EMS study guides.

NEW QUESTION # 31



What is the function of the quick scan option on FortiClient?

A. Tt perforns a full system scan including all files, executable files. DLLs, and drivers for throats.

B. It scans executable files. DLLs, and drivers that are currently running, for threats.

C. It scans programs and drivers that are currently running, for threats

D. It allows users to select a specific file folder on their local hard disk drive (HDD), to scan for threats.

Answer: B

Explanation:

Understanding Quick Scan Function:

The quick scan option on FortiClient is designed to scan certain elements of the system quickly for threats.

Evaluating Scan Scope:

The quick scan specifically targets executable files, DLLs, and drivers that are currently running, providing a rapid assessment of the
active components of the system.

Conclusion:

The correct answer is D, as it accurately describes the function of the quick scan option on FortiClient.

Reference:

FortiClient scanning options documentation from the study guides.
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