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NEW QUESTION # 54
Refer to the exhibits.
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The CLI output shows a FortiGate configuration supporting a remote AP in an employee's home. The employee requires access to
resources located on the company network, including the database server and AD server. The employee is trying to print to a printer
connected in their home, but is not able to.

‘Which two solutions would resolve the issue? (Choose two.)

A. Configure the EmployeeHome VAP profile to disable host isolation using the command set intra-vap- privacy disable.

B. Configure the EmployeeHome VAP profile for local bridging using the command set local-bridging enable.

C. Configure the FARU43 1F-EmployeeHome wtp-profile to add a split tunneling ACL with a destination subnet of
192.168.1.1/24, using the command set dest-ip 192.168.1.1/24.

D. Configure the FAPU431F-EnployeeHome WTP profile to enable split tunneling to the AP subnet using the command set
split-tunneling-acl-local-ap-subnet enable.



Answer: C,D

NEW QUESTION # 55
Refer to the exhibit.

config system dhcp server
edit 1

‘:Hm.wiu local
i ult-gateway 169.254.1.1
set netmask 255.255.255.0
set interface "fortilink"
config ip-range
edit 1

set stact-dp 169.254.1.2
set-end~ip 169.254.1.254
next

end
set vci-match enable
set veli-string "FortisSwiiSwitch" "FortiExtendy
D~ Yeas
end

By default FortiOS creates the following DHCP server scope for the FortiLink interface as shown in the exhibit What is the
objective of the vei-string setting?

A. To reserve IP addresses for FortiSwitch and FortiExtender devices

B. To restrict the IP address assignment to devices that have FortiSwitch or FortiExtender as their hostname
C. To ignore DHCP requests coming from FortiSwitch and FortiExtender devices

D. To restrict the IP address assignment to FortiSwitch and FortiExtender devices

Answer: D

Explanation:

Explanation

According to the exhibit, the DHCP server scope for the FortiLink interface has a vci-string setting with the value "Cisco AP
¢2700". This setting is used to match the vendor class identifier (VCI) of the DHCP clients that request an IP address from the
DHCP server. The VCl is a text string that uniquely identifies a type of vendor device. Therefore, option C is true because the veci-
string setting restricts the IP address assignment to FortiSwitch and FortiExtender devices, which use the VCI "Cisco AP ¢2700".
Option A is false because the vci-string setting does not ignore DHCP requests coming from FortiSwitch and FortiExtender devices,
but rather accepts them. Option B is false because the vei-string setting does not reserve IP addresses for FortiSwitch and
FortiExtender devices, but rather assigns them dynamically. Option D is false because the vci-string setting does not restrict the [P
address assignment to devices that have FortiSwitch or FortiExtender as their hostname, but rather to devices that have "Cisco AP
¢2700" as their VCI.

NEW QUESTION # 56
Refer to the exhibit.
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Examine the FortiManager information shown in the exhibit
Which two statements about the FortiManager status are true" (Choose two)

A. FortiSwitch is not authorized

B. FortiSwitch manager is working in per-device management mode
C. FortiSwitch is authorized and offline

D. FortiSwitch manager is working in central management mode

Answer: B,C

NEW QUESTION # 57
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‘Which two settings are the likely causes of the issue? (Choose two.)

e A The external server FQDN is incorrect

e B. The user address is not in DDNS form

e C. The wireless user's browser is missing a CA certificate

e D. The FortiGate authentication interface address is using HTTPS

Answer: A,C

Explanation:

Explanation

According to the exhibit, the wireless guest users are getting a certificate error while loading the captive portal login page. This means
that the browser cannot verify the identity of the server that is hosting the login page.



Therefore, option A is true because the external server FQDN is incorrect, which means that it does not match the common name or
subject alternative name of the server certificate. Option B is also true because the wireless user's browser is missing a CA
certificate, which means that it does not have the root or intermediate certificate that issued the server certificate. Option C is false
because the FortiGate authentication interface address is using HTTPS, which is a secure protocol that encrypts the commumnication
between the browser and the server. Option D is false because the user address is not in DDNS form, which is not related to the
certificate error.

NEW QUESTION # 58
Where can FortiGate learn the FortiManager [P address or FQDN for zero-touch provisioning'?

A. Froma DNS server using A or AAAA records

B. Froma TFTP server

C. Froma DHCP server using options 240 and 241

D. Froman LDAP server using a simple bind operation

Answer: A

Explanation:

Explanation

According to the FortiGate Administration Guide, "FortiGate can learn the FortiManager IP address or FQDN for zero-touch
provisioning froma DNS server using A or AAAA records. The DNS server must be configured to resolve the hostname
fortimanager. fortinet.com to the IP address or FQDN of the FortiManager device." Therefore, option D is true because it describes
the method for FortiGate to learn the FortiManager IP address or FQDN for zero-touch provisioning. Option A is false because
LDAP is not used for zero-touch provisioning. Option B is false because TFTP is not used for zero-touch provisioning. Option C is
false because DHCP options 240 and 241 are not used for zero-touch provisioning,

NEW QUESTION # 59
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