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GIAC Foundational Cybersecurity Technologies Sample Questions (Q17-
Q22):

NEW QUESTION # 17
What is a common cryptographic method used to secure data?
Response:

A. AES

B. ECDHE
C.SAR

D. SHA-256

Answer: A

NEW QUESTION # 18
Which type of memory is non-volatile and typically used to store the BIOS firmware?
Response:

A. SSD (Solid State Drive)

B. ROM (Read-Only Memory)
C.RAM

D. Cache

Answer: B

NEW QUESTION # 19
Which of the following server types is specifically designed to manage and store website content?
Response:

A. Web Server

B. Database Server
C. DNS Server

D. File Server

Answer: A

NEW QUESTION # 20

Identify the correct uses of the netstat command.
(Choose Three)

Response:

A. Formatting a hard drive

B. Viewing network connections

C. Displaying protocol statistics

D. Managing active network connections

E. Monitoring incoming and outgoing network packets

Answer: B,C,E
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NEW QUESTION # 21
‘Which tool is best suited for analyzing network packet captures in a forensics investigation?
Response:

A. Grep

B. Disk Drill
C. Encase
D. Wireshark

Answer: D

NEW QUESTION # 22
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