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Palo Alto Networks System Engineer - Cortex Professional Sample Questions
(Q47-Q52):

NEW QUESTION # 47
A customrer is hesitant to directly connect their network to the Cortex platform due to compliance restrictions.
‘Which deployment method should the customer use to ensure secure connectivity between their network and the Cortex platform?

A. Elasticsearch

B. Broker VM

C. Syslog collector

D. Windows Event Collector

Answer: B

NEW QUESTION # 48
Which Cortex XDR capability extends investigations to an endpoint?

A. Sensors

B. Causality Chain
C. Log Stitching
D. Live Terminal

Answer: C

Explanation:
https’//docs.paloaltonetworks.comv/cortex/cortex-xdr/cortex-xdr-pro-admin/cortex-xdr-overview/cortex-xdr-concepts

NEW QUESTION # 49

The certificate used for decryption was installed as a trusted toot CA certificate to ensure communication between the Cortex XDR
Agent and Cortex XDR Management Console. What action needs to be taken if the administrator determines the Cortex XDR
Agents are not communicating with the Cortex XDR Management Console?

A. reinstall the root CA certificate

B. add paloaltonetworks.comto the SSL Decryption Exclusion list
C. disable SSL decryption

D. enable SSL decryption

Answer: C

NEW QUESTION # 50
Given the exception thrown in the accompanying image by the Demisto REST API integration, which action would most likely solve
the problem?
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Which two playbook functionalities allow looping through a group of tasks during playbook execution? (Choose two.)



A. Playbook Functions

B. Sub-Play books

C. Generic Polling Automation Playbook
D. Playbook Tasks

Answer: B,C

NEW QUESTION # 51
What are two ways Cortex XSIAM monitors for issues with data ingestion? (Choose two.)

A. Tt automatically runs a copilot playbook to troubleshoot and resolve ingestion issues.

B. The Cortex XSIAM Command Center dashboard will display a red icon if a data source is having issues.
C. The Data Ingestion Health page identifies deviations from normal patterns of log collection

D. The tenant's compute units consumption will change dramatically, indicating a collection issue.

Answer: B,C

Explanation:

The Data Ingestion Health page provides visibility into the normal patterns of log collection and highlights any deviations, which helps
identify issues early on.

he Cortex XSIAM Command Center dashboard displays a red icon when there is an issue with a data source, providing a quick
visual indication of ingestion problens.
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