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Palo Alto Networks System Engineer - Cortex Professional Sample Questions
(Q21-Q26):

NEW QUESTION # 21

An admmnistrator of a Cortex XDR protected production environment would like to test its ability to protect users from a known
flash player exploit.

What is the safest way to do it?

e A. The administrator should create a non-production Cortex XDR test environment that accurately represents the production
environment, introduce the weaponized flash file, and monitor the Events tab on the Cortex XDR console.

¢ B. The admnistrator should place a copy of the weaponized flash file on several USB drives, scatter them around the office
and monitor the Events tab on the Cortex XDR console

¢ (. The admnistrator should attach a copy of the weaponmwed flash file to an email, send the email to a selected group of
employees, and monitor the Events tab on the Cortex XDR console

e D. The administrator should use the Cortex XDR tray icon to confirm his corporate laptop is fully protected then open the
weaponized flash file on his machine, and monitor the Events tab on the Cortex XDR console.

Answer: C

NEW QUESTION # 22
What are two manual actions allowed on War Room entries? (Choose two.)

A. Mark as evidence

B. Mark as note

C. Mark as scheduled entry
D. Mark as artifact

Answer: D

NEW QUESTION # 23

A Cortex XDR Pro administrator is alerted to a suspicious process creation security event from multiple users who believe these
events are false positives.

‘Which two steps should be taken confirm the false positives and create an exception? (Choose two.)

A. Inthe Cortex XDR security event, review the specific parent process, child process, and command line arguments.

B. Within the Malware Security profile, disable the Prevent Malicious Child Process Execution module.

C. Contact support and ask for a security exception.

D. Within the Malware Security profile, add the specific parent process, child process, and command line argument to the
child process whitelist.

Answer: AD

NEW QUESTION # 24
A Cortex XSIAM customrer is unable to access their Cortex XSIAM tenant.
‘Which resource can the customer use to validate the uptime of Cortex XSIAM?

A. Palo Alto Networks Status Page
B. Release Notes
C. Administrator Guide

D. LIVEcommunity
Answer: A

NEW QUESTION # 25
Which product enables the discovery, exchange, and contribution of security automation playbooks, built into Cortex XSOAR?



A. XSOAR Marketplace

B. XSOAR Threat Intelligence Platform (TIP)
C. XSOAR Ticketing Systems

D. XSOAR Autormated Systens

Answer: A

NEW QUESTION # 26
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