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Palo Alto Networks Systems Engineer Professional - Software Firewall
Sample Questions (Q24-Q29):

NEW QUESTION # 24

A company that purchased software NGFW credits from Palo Alto Networks has made a decision on the number of virtual
machines (VMs) and licenses they wish to deploy in AWS cloud.

How are the VM licenses created?

e A Access the Palo Alto Networks Customer Support Portal and request the creation of a new software NGFW serial
number.

¢ B. Access the AWS Marketplace and use the software NGFW credits to purchase the VM.

e C. Access the Palo Alto Networks Application Hub and create a new VM profile.

e D. Access the Palo Alto Networks Customer Support Portal and create a software NGFW credits deployment profile.

Answer: D

Explanation:

The question focuses on how VM licenses are created when a company has purchased software NGFW credits and wants to
deploy VM-Series firewalls in AWS.

* D. Access the Palo Alto Networks Customer Support Portal and create a software NGFW credits deployment profile. This is the
correct answer. The process starts in the Palo Alto Networks Customer Support Portal. You create a deployment profile that
specifies the number and type of VM-Series licenses you want to deploy. This profile is then used to activate the licenses on the
actual VM-Series instances in AWS.

Why other options are incorrect:

* A. Access the AWS Marketplace and use the software NGFW credits to purchase the VMs. You do deploy the VM-Series
instances from the AWS Marketplace (or through other deployment methods like CloudFormation templates), but you don't
"purchase” the licenses there. The credits are managed separately through the Palo Alto Networks Customer Support Portal. The
Marketplace deployment is for the VM instance itself] not the license.

* B. Access the Palo Alto Networks Application Hub and create a new VM profile. The Application Hub is not directly involved in
the license creation process. It's more focused on application-level security and content updates.

* C. Access the Palo Alto Networks Customer Support Portal and request the creation of a new software NGFW serial number.
You don't request individual serial numbers for each VM. The deployment profile manages the allocation of licenses from your pool
of credits. While each VM will have a serial number once deployed, you don't request them individually during this stage. The
deployment profile ties the licenses to the deployment, not individual serial numbers ahead of deployment.

Palo Alto Networks References:

The Palo Alto Networks Customer Support Portal documentation and the VM-Series Deployment Guide are the primary
references. Search the support portal (live.paloaltonetworks.com) for "software NGFW credits,"

"deployment profile," or "VM-Series licensing,"

The documentation will describe the following general process:

* Purchase software NGFW credits.

* Log in to the Palo Alto Networks Customer Support Portal.

* Create a deployment profile, specifying the number and type of VM-Series licenses (e.g., VM-Series for AWS, VM-Series for
Aazure, etc.) you want to allocate from your credits.

* Deploy the VM-Series instances in your cloud environment (e.g,, fromthe AWS Marketplace).

* Activate the licenses on the VM-Series instances using the deployment profile.

This process confirns that creating a deployment profile in the customer support portal is the correct way to manage and allocate
software NGFW licenses.

NEW QUESTION # 25
Which three methods may be used to deploy CN-Series firewalls? (Choose three.)
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A. Docker Swarm

B. Panorama plugin for Kubernetes
C. Helm charts

D. Terraform templates

E. YAML file

Answer: C,D,E

Explanation:

The CN-Series firewalls are containerized firewalls designed to protect Kubernetes environments. They offer several deployment
methods to integrate with Kubernetes orchestration.

A . Terraform templates: Terraform is an Infrastructure-as-Code (IaC) tool that allows you to define and provision infrastructure
using declarative configuration files. 1 Palo Alto Networks provides Terraform modules and examples to deploy CN-Series
firewalls, enabling automated and repeatable deployments.

https//prathmeshh.hashnode.dev/day-62-terraformr-and-docker
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B . Panorama plugin for Kubernetes: While Panorama is used to manage CN-Series firewalls centrally, there isn't a direct
"Panorama plugin for Kubernetes" for deploying the firewalls themselves. Panorama is used for management after they're deployed
using other methods.

C . YAML file: Kubernetes uses YAML files (manifests) to define the desired state of deployments, including pods, services, and
other resources. You can deploy CN-Series firewalls by creating YAML files that define the necessary Kubernetes objects, such as
Deployments, Services, and ConfigMaps. This is a core method for Kubernetes deployments.

D . Helm charts: Helmis a package manager for Kubernetes. Helm charts package Kubernetes resources, including YAML files,
mnto reusable and shareable units. Palo Alto Networks provides Helm charts for deploying CN-Series firewalls, simplifying the
deployment process and managing updates.

E . Docker Swarm: Docker Swarmis a container orchestration tool, but CN-Series firewalls are specifically designed for
Kubernetes and are not deployed using Docker Swarm

Reference:

The Palo Alto Networks documentation clearly outlines these deployment methods:

CN-Series Deployment Guide: This is the primary resource for deploying CN-Series firewalls. It provides detailed instructions and
examples for using Terraform, YAML files, and Helm charts. You can find this on the Palo Alto Networks support portal by
searching for "CN-Series Deployment Guide".

NEW QUESTION # 26
Which two deployment models does Cloud NGFW for AWS support? (Choose two.)

A. Centralized

B. Hierarchical
C. Distributed

D. Linear

Answer: A,C

Explanation:

Cloud NGFW for AWS supports two primary deployment models:

* A. Hierarchical: This is not a standard deployment model for Cloud NGFW for AWS. Hierarchical typically refers to a parent-
child relationship in management, which isn't the core focus of the Cloud NGFW's deployment models.

* B. Centralized: This is a VALID deployment model. In a centralized deployment, the Cloud NGFW is deployed in a central VPC
(often a Transit Gateway VPC) and mspects traffic flowing between different VPCs and on-premises networks. This provides a
single point of control for security policies.

NEW QUESTION # 27
A company has purchased Palo Alto Networks Software NGFW credits and wants to run PAN-OS 11.x virtual machines (VMs).
Which two types of VM can be selected when creating the deployment profile? (Choose two.)

¢ A Flexible model of working memory
e B. Flexible vCPUs



e C.VM-100
e D. Fixed vCPU models

Answer: B,D

Explanation:

When using Software NGFW credits and deploying PAN-OS VM, specific deployment models apply.

Why B and D are correct:

B. Fixed vCPU models: These are pre-defined VM sizes with a fixed number of vCPUs and memory. Examples include VM-50,
VM-100, VM-200, etc. When using fixed vCPU models, you consuire a fixed number of credits per hour based on the chosen
model

D . Flexible vCPUs: This option allows you to dynamically allocate vCPUs and memory within a defined range. Credit consumption
is calculated based on the actual resources used. This provides more granular control over resource allocation and cost.

Why A and C are incorrect:

A . VM-100: While VM-100 is a valid fixed vCPU model, it's not a type of VM selection. It's a specific instance within the "Fixed
vCPU models" type. Choosing "VM-100" is choosing a specific fixed vCPU model.

C . Flexible model of working memory: While you do configure the memory alongside vCPUs in the flexible model, the type of
selection is "Flexible vCPUs." The flexible model encompasses both vCPU and memory flexibility.

Palo Alto Networks Reference:

The Palo Alto Networks documentation on VM-Series firewalls in public clouds and the associated licensing models (including the
use of credits) explicitly describe the "Fixed vCPU models" and "Flexible vCPUs" as the two primary deployment options when
using credits. The documentation details how credit consumption is calculated for each model.

Specifically, look for information on:

VM-Series Deployment Guide for your cloud provider (AWS, Azre, GCP): These guides detail the different deployment options
and how to use credits.

VM-Series Licensing and Credits Documentation: This documentation provides details on how credits are consumed with fixed and
flexible models.

For example, the VM-Series Deployment Guide for AWS states:

Fixed vCPU models: These are pre-defined VM sizes... You select a specific VM model (e.g., VM-50, VM-100, VM-300), and
you are billed a fixed number of credits per hour.

Flexible vCPUs: This option allows you to specify the number of vVCPUs and amount of memory... You are billed based on the
actual resources you use.

NEW QUESTION # 28
Which use case is valid for Strata Cloud Manager (SCM)?

A. Providing Al-Powered ADEM for all Prisma Access users

B. Provisioning and licensing new CN-Series firewall deployments

C. Providing API-driven plugin framework for integration with third-party ecosystens
D. Supporting pre PAN-OS 10.1 SD-WAN migrations to SCM

Answer: B

Explanation:

Comprehensive and Detailed In-Depth Step-by-Step Explanation:Strata Cloud Manager (SCM) is Palo Alto Networks' unified
management platform for cloud-delivered security services and software firewalls. The Palo Alto Networks Systems Engineer
Professional - Software Firewall documentation outlines SCM's use cases, focusing on cloud-native and virtualized firewall
management.

* Provisioning and licensing new CN-Series firewall deployments (Option B): SCM supports the provisioning, licensing, and
management of CN-Series firewalls, which secure containerized workloads in public clouds like AWS, Azure, and GCP. The
documentation specifies that SCM provides a centralized interface for deploying and managing CN-Series, including license
allocation via NGFW credits, ensuring scalability and automation for container security.

Options A (Supporting pre PAN-OS 10.1 SD-WAN migrations to SCM), C (Providing Al-Powered ADEM for all Prisma Access
users), and D (Providing API-driven plugin framework for integration with third-party ecosystens) are incorrect. SCM does not
support pre-PAN-OS 10.1 SD-WAN migrations, as it is designed for modern cloud-delivered services and requires PAN-OS
10.1 or later for certain features, making Option A inaccurate. Al-Powered ADEM (Application-Defined Experience Monitoring) is
a feature of Prisma Access, not a core use case for SCM, and is not universally provided for all Prisma Access users (Option C is
incorrect). SCM does not provide a specific API-driven plugin framework for third-party integrations; it uses APIs for internal
management, but this is not its primary use case as described in the documentation (Option D is inaccurate).

References: Palo Alto Networks Systerms Engneer Professional - Software Firewall, Section: Strata Cloud Manager Use Cases,



CN-Series Management Documentation, SCM Deployment Guide.
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