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CompTIA PenTest+ Certification PT0-002 Prüfungsfragen mit Lösungen
(Q453-Q458):
453. Frage 
A penetration tester wrote the following script to be used in one engagement:

Which of the following actions will this script perform?

A. Attempt to flood open ports.
B. Create an encrypted tunnel.
C. Look for open ports.
D. Listen for a reverse shell.

Antwort: C

Begründung:
The script will perform a port scan on the target IP address, looking for open ports on a list of common ports.
A port scan is a technique that probes a network or a system for open ports, which can reveal potential vulnerabilities or services
running on the host.

454. Frage 
Which of the following expressions in Python increase a variable val by one (Choose two.)

A. ++val
B. val=val++
C. val++
D. val=(val+1)
E. val+=1
F. +val

Antwort: D,E

Begründung:
https://pythonguides.com/increment-and-decrement-operators-in-python/

455. Frage 
A penetration tester was able to compromise a web server and move laterally into a Linux web server. The tester now wants to
determine the identity of the last user who signed in to the web server. Which of the following log files will show this activity?



A. /var/log/last_user
B. /var/log/messages
C. /var/log/user_log
D. /var/log/lastlog

Antwort: D

Begründung:
Explanation
The /var/log/lastlog file is a log file that stores information about the last user to sign in to the server. This file stores information such
as the username, IP address, and timestamp of the last user to sign in to the server. It can be used by a penetration tester to
determine the identity of the last user who signed in to the web server, which can be helpful in identifying the user who may have set
up the backdoors and other malicious activities.

456. Frage 
During a penetration test, a tester is in close proximity to a corporate mobile device belonging to a network administrator that is
broadcasting Bluetooth frames.
Which of the following is an example of a Bluesnarfing attack that the penetration tester can perform?

A. Transmit text messages to the device.
B. Dump the user address book on the device.
C. Break a connection between two Bluetooth devices.
D. Sniff and then crack the WPS PIN on an associated WiFi device.

Antwort: B

Begründung:
Explanation
Bluesnarfing is the unauthorized access of information from a wireless device through a Bluetooth connection, often between phones,
desktops, laptops, and PDAs. This allows access to calendars, contact lists, emails and text messages, and on some phones, users
can copy pictures and private videos.

457. Frage 
During an assessment, a penetration tester inspected a log and found a series of thousands of requests coming from a single IP
address to the same URL. A few of the requests are listed below.

Which of the following vulnerabilities was the attacker trying to exploit?

A. ..Insecure direct object reference
B. ..URL manipulation
C. ..Session hijacking
D. ..SQL injection

Antwort: A

Begründung:
The attacker is sequentially changing the serviceID parameter in the URL, likely in an attempt to access objects that they are not
authorized to see. This is indicative of an attempt to exploit an Insecure Direct Object Reference (IDOR) vulnerability, where
unauthorized access to objects can occur by manipulating input or changing parameters in the URL.
An insecure direct object reference (IDOR) vulnerability occurs when an application exposes a reference to an internal object, such
as a file, directory, database record, or key, without any proper authorization or validation mechanism. This allows an attacker to
manipulate the reference and access other objects that they are not authorized to access. In this case, the attacker was trying to
exploit the IDOR vulnerability in the servicestatus.php script, which accepts a serviceID parameter that directly references a service



object. By changing the value of the serviceID parameter, the attacker could access different services that they were not supposed
to see. References: The Official CompTIA PenTest+ Student Guide (Exam PT0-002) eBook, Chapter 4, Section 4.2.2: Insecure
Direct Object References; Best PenTest+ certification study resources and training materials, Section 1: Cross-site Scripting (XSS)
Attack.

458. Frage
......
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