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CompTIA PenTest+ Certification Sample Questions (Q283-Q288):

NEW QUESTION # 283
The following PowerShell snippet was extracted froma log of an attacker machine:
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1. snet="1Y2.1l68.1.

2. Ssetipaddress ="192.168.2."

3. function Test-Password {

4.if (args[0] -eq 'Dummyl2345') {
return 1
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10. }
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12. Scracked = 0

13. crackedpd = [¢492, 168, 1, 2]

14. $1 =0

15. Do {

16. Stest = "'Dummy’ + $i

17. Scracked = Test - Password Test

18. $i++

19. Scrackedp = ( 192, 168, 1, 1) + Scat
20. }

21. While ($Scracked -eq 0)

22, Write-Host " Password found : " Stest
23. Ssetipaddress = [ 192, 168, 1, 4]

A penetration tester would like to identify the presence of an array. Which of the following line numbers would define the array?

A. Line 19
B. Line 20
C.Line 13
D. Line 8

Answer: D

Explanation:

$X=2,4,6,8,9,20,5

$y=[System.Collections. ArrayList]$X

$y.RemoveRange(1,2) As you can see the arrat has no brackets and no periods. IT HAS SEMICOLLINS TO SEPERATE THE
LISTED ITEMS OR VALUES.

NEW QUESTION # 284

A penetration tester captures SMB network traffic and discovers that users are mistyping the name of a fileshare server. This causes
the workstations to send out requests attempting to resolve the fileshare server's name. Which of'the following is the best way for a
penetration tester to exploit this situation?

A. Host a malicious file to conmpromise the workstation.

B. Respond to the requests with the tester's IP address and steal authentication credentials.
C. Reply to the broadcasts with a fake IP address to deny access to the real file server.

D. Relay the traffic to the real file server and steal documents as they pass through.

Answer: B



Explanation:

In the scenario where users are mistyping the name of a fileshare server, leading to broadcast requests, the most effective
exploitation strategy would be for the penetration tester to respond to these requests with their own IP address (D) and set up a
service to capture authentication credentials. This technique is known as a

"Man-in-the-Middle" (MitM) attack, where the attacker intercepts communication between two parties. In this case, the tester can
exploit the misdirected requests to potentially capture sensitive information such as usernames and passwords.

NEW QUESTION # 285
As part of an active reconnaissance, a penetration tester intercepts and analyzes network traffic, including API requests and
responses. Which of the following can be gained by capturing and examining the API traffic?

A. Extracting confidential user data from the intercepted API responses
B. Identifying the token/authentication detail

C. Enuerating all users of the application

D. Assessing the performance of the network's API communication

Answer: B

Explanation:

By intercepting and analyzing the API traffic, a penetration tester can gain valuable information about the authentication mechanism
and the tokens used by the API. Tokens are typically used to identify and authorize users or applications that access the APL. A
penetration tester can use this information to perform attacks such as token hijacking, token tampering, or token replay. The other
options are not directly related to the API traffic, but rather to the application logic or the network performance. References:
*CompTIA PenTest+ Certification Exam Objectives, Domain 2.0 Attacks and Exploits, Objective 2.1: Given a scenario, exploit
network-based vulnerabilities, Subobjective 2.1.3: Compare and contrast web server attacks, Subobjective 2.1.3.2: Authentication
attacks.

*The Official CompTIA PenTest+ Instructor and Student Guides (PT0-002), Lesson 4: Exploiting Network Vulnerabilities, Topic
4.2: Exploiting Web Application Vulnerabilities, Topic 4.2.2: Authentication Attacks.

NEW QUESTION # 286

A penetration tester developed the following script:

bash

Copy code

for ip in $(seq 1 254);

do echo $(echo "192.168.15.8ip ") $(host 192.168.15.$ip dns.company.com| grep "domain name pointer')
done | grep "domain name pointer” | cut -d" " -f1,6

Which of the following best explains the purpose of this script?

A. To output a list of all IP addresses i a subnet for later scanning

B. To search for DNS servers among the IP addresses in a subnet

C. To query the DNS for IP addresses and corresponding hostnames in a subnet
D. To ping every IP address in a subnet to discover live hosts

Answer: C

Explanation:

The script queries DNS records for hostnames corresponding to IP addresses in the 192.168.15.0/24 subnet. It uses host to resolve
domain names and extracts relevant results, aligning with CompTIA Pentest+ objectives on information gathering and network
enumeration.

NEW QUESTION # 287

A company hired a penetration-testing team to review the cyber-physical systems in a manufacturing plant.

The team immediately discovered the supervisory systems and PLCs are both connected to the company intranet. Which of the
following assumptions, if made by the penetration-testing team, is MOST likely to be valid?

e A, Controllers will not validate the origin of commands.
e B. PLCs will not act upon commands injected over the network.



e C. Supervisors and controllers are on a separate virtual network by default.
¢ D. Supervisory systens will detect a malicious injection of code/commands.

Answer: A

Explanation:

Explanation

PLCs are programmable logic controllers that execute logic operations on input signals from sensors and output signals to actuators.
They are often connected to supervisory systers that provide human-machine interfaces and data acquisition functions. If both
systems are connected to the company intranet, they are exposed to potential attacks from internal or external adversaries. A valid
assumption is that controllers will not validate the origin of commands, meaning that an attacker can send malicious commands to
manipulate or sabotage the industrial process. The other assumptions are not valid because they contradict the facts or common
practices.

NEW QUESTION # 288
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