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Topic Details

¢ Engagement Management: In this topic, cybersecurity analysts learn about pre-engagement activities,
collaboration, and communication in a penetration testing environment. The topic covers testing

Topic 1 frameworks, methodologies, and penetration test reports. It also explains how to analyze findings and

recommend remediation effectively within reports, crucial for real-world testing scenarios.

o Attacks and Exploits: This extensive topic trains cybersecurity analysts to analyze data and prioritize

attacks. Analysts will learn how to conduct network, authentication, host-based, web application, cloud,
Topic 2 wireless, and social engineering attacks using appropriate tools. Understanding specialized systems and
automating attacks with scripting will also be emphasized.

¢ Reconnaissance and Enumeration: This topic focuses on applying information gathering and enumeration

techniques. Cybersecurity analysts will learn how to modify scripts for reconnaissance and enumeration
Topic 3 purposes. They will also understand which tools to use for these stages, essential for gathering crucial
mformation before performing deeper penetration tests.

¢ Post-exploitation and Lateral Movement: Cybersecurity analysts will gain skills in establishing and

maintaining persistence within a system. This topic also covers lateral movement within an environment and
Topic 4 ntroduces concepts of staging and exfiltration. Lastly, it highlights cleanup and restoration activities,
ensuring analysts understand the post-exploitation phase’s responsibilities.

¢ Vulerability Discovery and Analysis: In this section, cybersecurity analysts will learn various techniques to

discover vulnerabilities. Analysts will also analyze data from reconnaissance, scanning, and enumeration
Topic 5 phases to identify threats. Additionally, it covers physical security concepts, enabling analysts to understand
security gaps beyond just the digital landscape.

CompTIA PenTest+ Exam Sample Questions (Q141-Q146):

NEW QUESTION # 141
While conducting a peer review for a recent assessiment, a penetration tester finds the debugging mode is still enabled for the
production system. Which of the following is most likely responsible for this observation?

A. The penetration tester was locked out of the system
B. Configuration changes were not reverted.

C. The penetration test was not completed on time.

D. A full backup restoration is required for the server.

Answer: B

Explanation:

Debugging Mode:

Purpose: Debugging mode provides detailed error messages and debugging information, useful during development.

Risk: In a production environment, it exposes sensitive information and vulnerabilities, making the system more susceptible to
attacks.

Common Causes:

Configuration Changes: During testing or penetration testing, configurations might be altered to facilitate debugging. If not reverted,
these changes can leave the system in a vulnerable state.

Oversight: Configuration changes might be overlooked during deployment.

Best Practices:

Deployment Checklist: Ensure a checklist is followed that includes reverting any debug configurations before moving to production.
Configuration Management: Use configuration management tools to track and manage changes.

NEW QUESTION # 142

A penetration tester completes a scan and sees the following output on a host:
bash

Copy code



Nmap scan report for victim (10.10.10.10)

Host is up (0.0001s latency)

PORT STATE SERVICE

161/udp open|filtered snmp

445/tcp open microsoft-ds

3389/tcp open microsoft-ds

Running Microsoft Windows 7

OS CPE: cpe/omicrosoft:windows 7 sp0

The tester wants to obtain shell access. Which of the following related exploits should the tester try first?

A. exploit/windows/smb/ms08 067 netapi

B. exploit/windows/smb/psexec

C. exploit/windows/smb/ms17_010_eternalblue
D. auxiliary/scanner/snmp/snmp_login

Answer: C

Explanation:

The ms17_010_eternalblue exploit is the most appropriate choice based on the scenario.

* Why MS17-010 EternalBlue?

* EternalBlue is a critical vulnerability in SMBv1 (port 445) affecting older versions of Windows, including Windows 7.
* The exploit can be used to execute arbitrary code remotely, providing shell access to the target system

* Other Options:

* A (psexec): This exploit is a post-exploitation tool that requires valid credentials to execute commands remotely.

* B (ms08_067 netapi): A vulnerability targeting older Windows systens (e.g., Windows XP). It is unlikely to work on Windows 7.
* D (snmp_logm): This is an auxiliary module for enumerating SNMP, not gaining shell access.

CompTIA Pentest+ References:

* Domain 2.0 (Information Gathering and Vulnerability Identification)

* Domain 3.0 (Attacks and Exploits)

NEW QUESTION # 143
A penetration tester is performing an assessment for an organization and must gather valid user credentials.
Which of'the following attacks would be best for the tester to use to achieve this objective?

A. Tmpersonation
B. Deauthentication

C. Wardriving
D. Captive portal

Answer: A

Explanation:

Impersonation attacks involve the penetration tester assuming the identity of a valid user to gain unauthorized access to systems or
information. This method is particularly effective for gathering valid user credentials, as it can involve tactics such as phishing, social
engineering, or exploiting weak authentication processes. The other options, such as Wardriving, Captive portal, and
Deauthentication, are more focused on wireless network vulnerabilities and are less direct in obtaining user credentials.

NEW QUESTION # 144
A penetration tester gains access to a Windows machine and wants to further enumerate users with native operating system
credentials. Which of the following should the tester use?

A. net.exe commands
B. netstat.exe -ntp
C. strings.exe -a

D. route.exe print

Answer: A

Explanation:



To further enumerate users on a Windows machine using native operating system commands, the tester should use net.exe
commands. The net command is a versatile tool that provides various network functionalities, including user enumeration.

net.exe:

net user: This command displays a list of user accounts on the local machine.

net user

net localgroup: This command lists all local groups, and by specifying a group name, it can list the members of that group.

net localgroup administrators

Enumerating Users:

List All Users: The net user command provides a comprehensive list of all user accounts configured on the system

Group Memberships: The net localgroup command can be used to see which users belong to specific groups, such as administrators.
Pentest Reference:

Post-Exploitation: After gaining initial access, enumerating user accounts helps understand the structure and potential targets for
privilege escalation.

Windows Commands: Leveraging built-in commands like net for enumeration ensures that no additional tools need to be uploaded
to the target system, reducing the risk of detection.

Using net.exe commands, the penetration tester can effectively enumerate user accounts and group memberships on the
compromised Windows machine, aiding in further exploitation and privilege escalation.

NEW QUESTION # 145

A penetration tester has gained access to a network device that has a previously unknown IP range on an interface. Further research
determines this is an always-on VPN tunnel to a third-party supplier.

Which of the following is the BEST action for the penetration tester to take?

A. Disregard the IP range, as it is out of scope.

B. Stop the assessment and inform the emergency contact.

C. Scan the IP range for additional systems to exploit.

D. Utilize the tunnel as a means of pivoting to other internal devices.

Answer: C

NEW QUESTION # 146
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