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Pure Storage Pure Certified Portworx Enterprise Professional (PEP) Exam
Sample Questions (Q65-Q70):

NEW QUESTION # 65
When is a volume considered "Public'?

¢ A. When the volume does not have any ownership associated with it
¢ B. When guest access is enabled
e C. When a volue is owned by system admin

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

In Portworx, a volue is considered "Public" when guest access is enabled. Guest access allows users and applications without
explicit Portworx authentication credentials to access the volume. This setting is typically used in less restrictive environments where
access control is relaxed, but it reduces security by exposing data to potentially unauthorized entities. Public volumes can be
accessed by any entity with network connectivity and basic permissions, which is why enabling guest access is carefully controlled in
secure deployments. Portworx documentation on security models and access controls stresses that public volumes should be used
sparingly and monitored closely due to the elevated risk of data exposure and compliance violations [ Pure Storage Portworx
Security Guide source] .

NEW QUESTION # 66
What are the three severity levels for Portworx alerts?

e A INFO, WARNING, ALARM
e B. INFO, WARNING, ERROR
e C.INFO, WARNING, CRITICAL

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Portworx classifies alerts into three main severity levels to help administrators prioritize response actions. These levels are INFO,
WARNING, and CRITICAL. INFO alerts provide informational messages about non-critical events, such as configuration changes
or normal operational milestones. WARNING alerts indicate potential issues that could impact performance or availability if left
unaddressed, such as increased latency or approaching capacity limits. CRITICAL alerts signal severe problens requiring immediate
attention, such as node failures or data corruption risks. This severity categorization supports effective alert management and
escalation policies, allowing operational teams to focus on high-impact issues first. The Portworx observability and alerting guide
explains these levels in detail and recommends integrating alerts with external monitoring systens for centralized management [ Pure
Storage Portworx Alerting Guide source] .

NEW QUESTION # 67
Which Portworx component is used to co-locate volumes with pods?

e A Volune Placement Strategy
¢ B. Autopilot
e C. Stork

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Portworx's Volume Placement Strategy ensures that persistent volumes are co-located with the pods that use them, enhancing
performance and reducing latency. This strategy involves applying placement rules and constraints that guide Kubernetes scheduler
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and Portworx storage operations to place data volumes on nodes close to or the same as the pods. Co-location improves I/O
throughput and application responsiveness by minimizing network hops between compute and storage resources. While Autopilot
automates scaling and Stork manages storage-aware scheduling, Volume Placement Strategy specifically handles volume location
relative to workloads. The Portworx architecture documentation highlights this component as critical for optimizing storage efficiency
and workload performance in Kubernetes environments running Portworx storage [ Pure Storage Portworx Architecture Docs
source] .

NEW QUESTION # 68
A Portworx admmistrator wants to control which nodes will host a KVDB installation.
‘What steps must an administrator take to ensure that KVDB installs on NODEO1, NODEO3, and NODEO05?

e A It is not possible to configure the location of the KVDB prior to installation.
¢ B. Change the following in the 'StorageCluster' spec prior to installation:
spec:
kvdb:
selector:
matchNodeName:
- NODEO1
- NODEO3
- NODEO5
e C. Label NODEO1, NODEO3, and NODEQS with 'px1/metadata-node=true' prior to nstallation.

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Portworx provides a mechanismto control KVDB pod placement through the kvdb.selector.matchNodeName field in the
StorageCluster Custom Resource Definition (CRD). This allows administrators to explicitly specify node names where KVDB pods
will be deployed. By setting this selector to include NODEO1, NODEO3, and NODEOS5, KVDB pods will run exclusively on these
nodes, ensuring better control of quorum, fault tolerance, and performance. Node labeling alone is insufficient unless the labels are
properly referenced in the spec, making direct node name matching the most straightforward and reliable method. This configuration
must be done prior to cluster installation to ensure proper pod placement. Official Portworx documentation on cluster deployment
and KVDB configuration confirms this method as the recommended best practice for managing KVDB nodes, critical for
maintaining database availability and consistency within the Portworx cluster [ Pure Storage Portworx Install Guide source] .

NEW QUESTION # 69
What is the recommended practice for managing the lifecycle of snapshots in Portworx?

e A. Configure the retention policies.
¢ B. Manually delete old snapshots to free up space.
¢ C. Retam all snapshots indefinitely.

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The recommended approach to managing Portworx snapshots is to configure retention policies that automatically govern the lifecycle
of snapshots, including their expiration and deletion. These policies ensure that snapshots are retained only as long as needed,
preventing uncontrolled accunmulation that can consume excessive storage and degrade performance. By setting retention rules,
administrators can automate snapshot cleanup, enforce compliance requirements, and optimize resource usage. Manual deletion is
error-prone and nefficient at scale, and retaining all snapshots indefinitely can lead to capacity exhaustion and management
challenges. Portworx documentation provides detailed guidance on defining snapshot retention schedules, including time-based
expiration and count limits, enabling administrators to maintain a balance between data protection and storage efficiency [ Pure
Storage Portworx Snapshot Management Guide source] .

NEW QUESTION # 70
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