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Pure Storage Pure Certified Portworx Enterprise Professional (PEP) Exam
Sample Questions (Q50-Q55):

NEW QUESTION # 50
‘What is a built-in role n Portworx's RBAC model?

e A storage.admin
¢ B. systemadmin
e (. storage.manager

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Portworx implements Role-Based Access Control (RBAC) to secure management operations within the cluster. One of the key
built-in roles is system admin, which has full administrative privileges across Portworx resources. This role allows users to manage
storage nodes, volumes, snapshots, backups, and cluster-wide settings. The system admin role is typically assigned to trusted cluster
operators or admmistrators responsible for cluster mamntenance and configuration. Other roles like storage.manager or storage.admin
are not standard built-in roles in Portworx RBAC but may be custom roles defined in some environments. The official Portworx
security and RBAC documentation details systemadmin as the comprehensive administrative role with full cluster management
capabilities, critical for secure operations and delegation of responsibilities [ Pure Storage Portworx Security Guide source] .

NEW QUESTION # 51
What does the DriveStateChange alert indicate?

e A Free disk space going below the recommended level of 10%
¢ B. Free volume space going below the recommended level of 5%
e C. Free disk space going below the recommended level 0f20%

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The DriveStateChange alert in Portworx indicates that free disk space on a storage device has fallen below the recommended
threshold of 10%. This alert warns administrators that storage capacity on a particular disk is critically low and that immediate action
may be needed to avoid performance degradation or failures. Monitoring disk space is essential to maintain cluster health and
prevent data loss. Portworx automatically generates this alert as part of its proactive monitoring system, providing early warning so
operators can add capacity, remove unnecessary data, or re-balance workloads. The alert documentation advises maintaining
sufficient free space to ensure optimal performance and data durability in the Portworx cluster [ Pure Storage Portworx Alerting
Guide source] .

NEW QUESTION # 52
What is the correct procedure to upgrade a Portworx cluster from version 3.0 to 3.1 using the Portworx Operator?

e A. Execute the 'pxctl cluster upgrade -version 3.1' command.

e B. No manual upgrade is needed as Portworx will automatically upgrade to the latest version.

e C. Edit the StorageCluster CR and update the .spec.image parameter fiom portworx/oci-monitor:3.0 to portworx/oci-
monitor:3.1.

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Upgrading Portworx clusters managed by the Kubernetes Operator requires a declarative update to the StorageCluster Custom
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Resource Definition (CRD). Specifically, the administrator must edit the StorageCluster resource and update the .spec.image field to
point to the new version image, such as changing portworx/oci-monitor:3.0 to portworx/oci-monitor:3. 1. This change instructs the
Operator to roll out the new image across the cluster nodes, performing a seamless upgrade with minimal downtime. The pxctl CLI
does not perform upgrades in Operator-managed environments; it is primarily for direct cluster management. The Operator ensures
orderly upgrade sequencing, node by node, handling pod restarts and health checks. Automatic upgrades without manual
intervention are not currently supported to prevent unintentional disruptions. Official Portworx upgrade documentation details this
procedure, emphasizing the importance of version pinning and controlled rollout for production stability and rollback capabilities
during upgrades [ Pure Storage Portworx Upgrade Guide source] .

NEW QUESTION # 53
Which two CRD:s are required for performing an ApplicationBackup?

¢ A. BackupLocation and RestoreBackup
¢ B. ApplicationBackup and migrations
¢ (. BackupLocation and ApplicationBackup

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

To perform an ApplicationBackup i Portworx, two Kubernetes Custom Resource Definitions (CRDs) are essential:
BackupLocation and ApplicationBackup. The BackupLocation CRD defines the target backup storage, such as an S3 bucket or
NFS share, including credentials and endpoints. ApplicationBackup defines the specifics of the backup operation, including which
application volumes to back up, schedules, and retention policies. Together, they enable declarative backup management within
Kubernetes, allowing administrators to configure, automate, and monitor backups of stateful applications using Portworx. These
CRD:s provide flexibility and integration with Kubernetes-native tools, improving disaster recovery capabilities. Portworx backup
documentation describes these CRDs as the foundation ofits application-aware backup and restore system [ Pure Storage
Portworx Backup Docs source] .

NEW QUESTION # 54
After enabling security in Portworx, the pxctl command returns an "access denied" error.
What action must be taken to allow pxctl to gain access again?

e A. Pass both the --user and --password command line flags to the pxctl command. Username and password combination can
be found in the px-admin-token secret.

¢ B. The administrator must create a new pxctl context by running pxctl context create and passing the -token command Iine
parameter.

e C. Authentication is impossible because an authentication token was not generated before enabling security on the cluster.

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

When security is enabled in Portworx, all commands, including those issued via the pxctl CLI, require authentication to access the
cluster. If pxctl returns an "access denied" error, it means the CLI does not have valid credentials. To regain access, administrators
must provide authentication details using the --user and --password flags or configure a context with an authentication token. The
username and password are stored securely within the Kubernetes secret px-admin-token. Using these credentials ensures pxctl
commands are authorized to perform management operations. Without authentication, Portworx enforces strict access controls to
protect sensitive storage operations and data. While creating new contexts via pxctl context create is a valid method, mitially
supplying credentials is mandatory. Failure to authenticate prevents any management activity, reinforcing Portworx's security posture.
Official security guides outline these steps as findamental to transitioning from unsecured to secured cluster operation and managing
authenticated access effectively [ Pure Storage Portworx Security Guide source] .

NEW QUESTION # 55
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